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variable “production-vpc” {

default = {

name = "production-wvpc”
cidr = "10.8.9.0/16™
subnets = {

subnetl = {
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ACME
Akamai
Alibaba Cloud
Archive
Arukas
Avi Vantage
Aviatrix
AWS
Azure
Azure Active Directory
Azure Stack
A10 Networks
Bitbucket
Brightbox
CenturyLinkCloud
Chef
CherryServers
Circonus
Cisco ASA
Cisco ACI

Cloudflare
CloudScale.ch
CloudStack
Cobbler
Consul
Datadog
DigitalOcean
DNS
DNSimple
DNSMadeEasy
Docker
Dome9
Dyn
Exoscale
External
F5 BIG-IP
Fastly
FlexibleEngine
FortiOS

Genymotion

GitHub
GitLab
Google Cloud Platform
Grafana
Gridscale
Hedvig
Helm
Heroku
Hetzner Cloud
HTTP
HuaweiCloud
HuaweiCloudStack
Icinga2
Ignition
InfluxDB
JDCloud
Kubernetes
LaunchDarkly
Librato

Linode

Local
Logentries
LogicMonitor
Mailgun
MongoDB Atlas
MySQL
Naver Cloud
Netlify
New Relic
Nomad
NS1
Null
Nutanix
1&1
OpenStack
OpenTelekomCloud
OpsGenie
Oracle Cloud Infrastructure
Oracle Cloud Platform
Oracle Public Cloud
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OVH
Packet
PagerDuty
Palo Alto Networks
PostgreSQL
PowerDNS
ProfitBricks
Pureport
RabbitMQ
Rancher
Rancher2
Random
RightScale
Rundeck
RunScope
Scaleway
Selectel
SignalFx
Skytap
SoftLayer

https://www.terraform.io/docs/providers/index.html
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Branch: master v | terraform-aws-simple-ec2 / main.tf
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B CVWINDOWS¥system32écmd.exe - terraform plan

AF—SRFzul | E=HU | 5D

@ EC2-SAMPLED3 i

EC2-5AMPLEO2

EC2-SAMPLED1 i
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*  tivmOO1

*  tivm002

*  tivm003

*  thym004

For cluster in data.nutanix_clusters.clusters.entities :

*  tivm005
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= | terraform_0.12.26_windows_amdéd

Pull requests Issues Marketplace Explore

=y = =5 [ unnowataru / TFE-Sample-for-VMware ® Unwatch > 1 Trstar | 0 % Fork | 0
- 'r » PC » O-Al 5"{1‘9 (G) » terraform_0.12.26_windows_amd64 <> Code Issues 0 Pull requests 0 Actions Projects 0 Wiki Security 0 Insights Settings
=50 EHDE Branch: master v | TFE-Sample-for-VMware / main.tf Find file | Copy path

TA9d TR

_ [®] terraform.exe 2020/06/08 3
W FA0by 7 #* .

unnowataru Create main £ 2723434 11 hours age

1 contributer

BEIHEDRE X

87 lines (73 sloc)  2.95 KB Raw  Blame History 0 Z

[ wmENn | - #Define Variables for Platform
%SystemRoot% | “vsphere_user” {} #vsphereh 21— —5
%SystemRoot%¥System32¥Wbem &S| yE-p vsphere_password” {} #usphere) $2 07—
%Y X 1.0¢ X "wCenter_server” {} #uCenterdFQDN/IPF I LR
%SVS[EMRO{?1%¥S‘ynenﬂz¥OpenSSH‘¥ LEE LNl I I E LT I | - vsphere_datacenter” {} #usphere T — 21208 —
Adminig f:ﬁ:z:::::ix;:\z:hﬁ rc')de"b'" vsphere_datastore” {} #uspheredF =22 b7
T § = 1 = wsphere_cluster” {} #usphere(y 7 S35 —
| i C¥terraform_0.12.26_windows_amd&4 R S
Path o Files¥Git¥cmd
Teme| RO #Define Variables for Virtual Machines
T™P C:¥terraform_0.12.26_windows_amdé4 TA( variable "wsphere_template_name” {} #ZFO SHnFod -k
variable "prov_vm_num" {} #IOEY 320 ST 3 (RET O
FEADEEM... variable "prov_vmname_prefix” {} #FOE S BBy L (B
— = | varisble “prov_cpu_num" {} $IOEY 220 ST HRET 2L OCPUDE
vari “prov_mem_num” {} #FOLY a0 ST LB 0 HA UGS
YATLH
#Provider
S provider "wsphere® {
c"_"‘s = user = var.vsphere_user
z’l'j;: password = var.usphere_password
o R vsphere_server = var.vCenter_server
o Wi allow_unverified_ssl = true
PATHEXT .COM;.EXE; BAT.CMD;.VBS; VBE. JS..JSE; WSF;. WSH;.MSC " 3
PROCESSOR ARCHITECTURE _ AMD64 v | Fevel ERA)
FAW. || ®E0. || ko |

ok | [ #wel
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[ main.tf ]
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T

v N L » PC o O-AIT4AT(C) » terraform_wg

W 7497 77
W 7Aby7 * |
¥ §9vo-F * |
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terraform

| main.tf I

| terraform.tfvars I
\ [ terraform.tfvars ]
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— —
#Defi Vi bl Plat
v;_;gi avs;hesé u;er ?} o mvspherel 1— -3 \
variable "vspher‘ejassw:u d” {} mvsphereM i 20— F
variable "vCenter_server” {} fvienterMEQON/IPF I |3
variable "vsphere_datacenter” {} 1vspher‘eﬂ'):r ﬂtﬁﬂ
ri B - aFF

th

e
variable "prov_cpu_| nu|| {}

E R e d—H—%&¥vCenterdFQDN, ’OE>S3a=>9 0 UEWMEEIS>D
A, ANVIREEZHEUVUTEELTWS,

variabla "vsphere_network” {} fvsphared . -
provider "vsphere” {

user = var.vsphere_user

\_\.II
-rb.l\tr

#Define Variables for Virtual Machines
variable "vsphere 1 template name” {} #70
variable "prov_wvm_num® {} 17[:]
variable "prov vmnanejr'ehx {} FA0E
=
AAAE

AT
R
LWL LW
P
R N
e
apapapopoy
HeHeHeHen
sl

password = war.vsphere_password
| stla e e ZHRCTIE #Define Variables for Platform

i e gmaeter e variable "wvsphere_user” {} #ysphereih 1 —H —5
}

dats "vsphere_datastore” “datastore” {

e satastre ostertere variable "wsphere_password" {} #vspheredl 120 — |

datacentsr_id = data.vsphere_datacenter.dc.id

dats rvsshers_compute_cluster” telyster” { variable "wCenter_server" {} #ylenterTFQDN/IPF I L2

datacenter‘ id = data.wsphere_datacenter.dc.id

data “vsphere_netvork” “nevioric { varizble "wsphere datacenter" {3} #vsphered T — 3tz 03 —

name = var.vsphere_network
datacenter_id = data.vsphere_datacenter.dc.id

e variable "wsphere_datastore™ {} gvsphere T —2 2 F7F
name = war.vsphere_template_name
variable "wsphere_cluster” {} #yspheren 253 2 —

datacentsr_id = data.vsphere_datacenter.dc.id

#hesource

resource “wsphere_virtual_machine” "wm" {
cg::: - vi;vgm;rg cmaﬂejrefu} {format{"%e3d", count.index+1)}" v - - 1 = Wy h -t- k“ #.l h o —
A Rirce_pool_10 - i eioTorE RampiEe, Cheter it casabree paen a4 varizole "wsphere_networ i} Ssphered s
datastore_id = data.vsphere_datastore. datastore.id -

#tRescurce for VM Specs
nUM_cpus = Var.prov_cpu_num
memory = var.prov_mem_num
guest_id = data.vsphere_virtusl_machine.template.guest_id

scsi_type - data.vsphere_virtual_machine.template.scsi_type #D E_FinE I'ira r.i Eh 1E5- -FDF 'Illli r-\.-tual Hachines

network_inter Face {
network_id data vsphere network .network . id

y ater_tyme = et variable "wsphere_template_name" {} #Z7OE/s”= 527 0FL—F

#hesource for bisks
disk {

Label - "diski® . ! n n D o — 5 E oA =+

L e phere virtusl_mschine template. disks 4. size varliazble "prov_wm_num" {7} #OF = g = B
eagerly_scrub = data.vsphere_virtual_machine.template.disks.8.eagerly_scrub - -
thin_provisioned = data.vsphere_virtuzl_machine.template.disks.#.thin_provision

- variable "prov_vmname_prefix" {} O g Z O L8y L (38RREE

template_uuid = data.vsphere_virtual_machine.template.id
customize{

AT v o _saname_preFix}${ armae (X034 count )} variable "prov_cpu_num® {} #AE S 3 S AiRIET L D CPIED

r}|et-..er-k_.inte—~Face{] #FPF Lo— b e E— mnickiE

E variable "prov_mem_num® {} # O g Z ST AR M U MME
‘ —
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wJEFlnE Variables for Platfo

sphere_user” {} fvspheref 1—F—5
& “wsphere_password” {} wspher‘eﬂ))i}'j‘ F
"wCenter_server” {} fvienterMEQON/IPF I |3
"vsphere_datacenter” {} ivsphereD -2 /32—
e "wsphere_datastore” {} wvsphereM 7 —2AF7F
"vsphere_cluster” {} mvsphere® 7 3 28—
variasble "wsphere_network” {} mvsphere@Fm RO —4

#hefine Variables for VWirtual Machines

sphere_template_name” {} #7QOEI3
"prov_vm_num” {} fA0EI 3
"prov_vmname_prefix" {} FA0ES S
"prov_cpu_num” {} f A0k g
variable "prov_mem_num” {} fAHEI 3
#Provider
providsr "vsphere” {
user var.vsphere_user
password var.vsphere_password
vsphare_server var.vtenter_server
allow_unverified_ssl = true
#hata

data "vsphere_datacenter” “"dc”
name = var.vsphere_datacenter

dsta "vsphers_datastore” “datastore” {
name = var.vsphere_datastore
datacentsr_id = data.vsphere_datacenter.dc.id

data vspher‘e c:nmpute cluster” "cluster” {
na war.vsphere_cluster
datacenter‘ id = data. vspher‘e datacenter.dc.id

data "vsphere_network™ “network” {
name = var.vsphere_network
datacenter_id = data.vsphere_datacenter.dc.id

data “vsphers_virtual_machine® “"template” {
name var_vsphere_template_name
datacentsr_id = data.vsphere_datacenter.dc.id

#hesource

resource “wsphere_virtual_machine” "wm" {
count &r. prov_vm_num
name % {var.prov_vmname_prefix}${format{"%¥e3d", count.index+1)}"
r'esour'ce_pool_id data.vsphere_compute _cluster. cluster' resource_pool_id
datastore id = data.vsphere_datastore.datastore.id

#tRescurce for VM Specs
nUM_cpus = Var.prov_cpu_num
memory = var.prov_mem_num
guest_id = data.vsphere_virtusl_machine.template.guest_id

scsi_type = data.vsphere_virtual_machine.template.scsi_type
net'nr_\r'k_inte"Face {

network_id data vsphere network .network . id
adapter_type = “vmxnet3”

#Resource for Disks

disk {
1label - "diski®
size data.vsphere_virtusl_machine.template.disks.d.size

eagerly_scrub data.vsphere_virtuzl_machine.template.disks.#.eagerly_scrub

thin_provisioned = data.vsphere_virtuzl_machine.template.disks.#.thin_provision

clone
template_uuid = data.vsphere_virtual_machine.template.id
customize{
windows_options {
computer_name = "${var.prov_vmname_prefix}${format("¥03d",count. index+1)}|

r}|et'.-cr'k_inte"Face{] #FPF Lo— b e E— mnickiE

rovider : 1 > J35&ZE&HI d20>3>
C CTClE vsphere EUTWLWBH. AWS ¥ Azure i &
JO0ESa=>0RREBRDBDI>ISTESS

BladC "vsphere” Dza. 5LD2EHYVIDFTELSERDOT
“vSphere” tb‘ib\f D?‘%c‘: terraform plan E{TEF(CER
CENBHBDTS

CNT2IF[E<

E\o

S5WI\YDEXUE(;V;)

#Provider
orovider "wvsphere™ {
user

password
vsphere_server

allow_unverified ssl

TERT Do

5NS

var.vsphere_user
var.vsphere_password
var.vlenter_server

true
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iables for Platform

sphere_user” fvspheref 1—F—5
sphere_password” {} mvsphereM i 20— F
Center_server” {} fvienterMEQON/IPF I |3
sphere_datacenter” {} ivsphereD -2 /32—
sphere_datastore” {} wvsphereM 7 —2AF7F
wvsphered ] 3 25—
wvsphere Fw b=

i pr'r.w cpu_num” {}
va'_ablﬂ “prov_mem_num” {}

#Provider

provider "wsphere® {
user = var.vsphere_user
password - var.vsphere_password
vsphare_server = war.vienter_server
allow_unverified_ssl = true

#hata

data "vsphere_datacenter” “"dc”
name = var.vsphere_datacenter

dsta "vsphers_datastore” “datastore” {
name = var.vsphere_datastore
datacentsr_id = data.vsphere_datacenter.dc.id

data "wsphere_compute_cluster” "cluster” {
name = war.vsphere_cluster
datacenter_id = data.wsphere_datacenter.dc.id

data "vsphere_network™ “network” {
name = var.vsphere_network
datacenter_id = data.vsphere_datacenter.dc.id

data “vsphers_virtual_machine® “"template” {
name - var.wsphers_template_name
datacentsr_id = data.vsphere_datacenter.dc.id

#hesource
resource "wvsphere_ ual_machine™ "wm" {
count r.prov_vm_num

{var.prov_vmname_prefix}${format{ ¥@3d", count.index+1})}"
data.vsphere_compute _cluster. cluster' resource_pool_id
= data.vsphere_datastore.datastore.id

name
resourc E_pool_id
datastore id

#tRescurce for VM Specs
nUM_cpus = Var.prov_cpu_num
memory = var.prov_mem_num
guest_id = data.vsphere_virtusl_machine.template.guest_id

scsi_type = data.vsphere_virtual_machine.template.scsi_type
network_interface {

network_id data. vsphere network .network . id
adapter_type = “vmxnet3”

#hesource for Disks

disk {
1label isk1
size data.vsphere_virtusl_machine.template.disks.d.size

eagerly_scrub data.vsphere_virtuzl_machine.template.disks.#.eagerly_scrub
thin_provisioned = data.vsphere_virtuzl_machine.template.disks.#.thin_provision

clone
template_uuid = data.vsphere_virtual_machine.template.id
customize{
windows_options {
computer_name = "${var.prov_vmname_prefix}${format("¥03d",count. index+1)}|

r}|et'.-cr'k_inte"Face{] #FPF Lo— b e E— mnickiE

data : BfFDOUY—-Ah 515z EDIAD

ZBHTHEELEATS IO MG

FIBTE3&LSICT S,

wEZEDAH, JOES3Z>DI(C

CODFITIE,. BEULUERIEYS T L — MDISHRZERDIAG
0S5 4 X238\ — RO T 7 D1EEH Terraform fITHATES

KDICIRDTWB,

data "vsphere_wvirtual_machine" "template" {

mame

datacenter_id

var.vsphere_template_name

data.vsphere_datacenter.dc.id
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87 lines (73 sloc) 2.95 KB Raw | Blame | History | o0 » o
wJEFlnE Variables for Platform
iable

"vsphere_user” {} fvspheref 1—F—5

vspherejassw:u mvsphereM i 20— F
fvienterMEQON/IPF I |3
ivsphereD -2 /32—
wvsphereM 7 —2AF7F
wvsphered ] 3 25—
wvsphere Fw b=

'vspher‘e template name” {}
“prov_vm_num” {}

“prov. vmnanejr'ehx i}

e "prov_cpu_num" {}

variable "prov_mem_num” {} JCDX'E‘JU)MB
#Provider
provider "vsphere” {
user - var.vsphere_user
pazzword - var.vzphere_pacsword
vsphere_server = var.uvCenter_server
allow_unverified_ssl = true
#hata

data "vsphere_datacenter” “"dc”
name = var.vsphere_datacenter

dsta "vsphers_datastore” “datastore” {
name = var.vsphere_datastore
datacentsr_id = data.vsphere_datacenter.dc.id

data vspher‘e compute_cluster” "cluster” {
na = war.vsphere_cluster
datacenter‘ id = data.wsphere_datacenter.dc.id

data "vsphere_network™ “network” {
name = var.vsphere_network
datacenter_id = data.vsphere_datacenter.dc.id

data “vsphers_virtual_machine® “"template” {
name - var.wsphers_template_name
datacentsr_id = data.vsphere_datacenter.dc.id

#hesource
resource “wsphere_virtual_machine” "wm" {
count = Var.prov_vm_num
name "#{var.prov. vmnanejref.\x}) format("¥@3d", count. index+1)}"

resource_pool_id = data.vsphere_compute_cluster.cluster.resource_pool_id
datastore id = data.vsphere_datastore.datastore.id

#tRescurce for VM Specs
ar. prov_cpu_num
ar. prov_mem_num
guest_id = data.vsphere_virtusl_machine.template.guest_id

scsi_type = data.vsphere_virtual_machine.template.scsi_type
network_interface {

network_id = data vsphere network . network . id
adapter_type = “vmxnet3”

#Resource for Disks

disk {
label = "dizk1”
size = data.vsphere_virtual_machine.template.disks.d.size
eagerly_scrub = data.vsphere_virtual_machine.template.disks.8.eagerly_scrub

thin_provisioned = data.vsphere_virtuzl_machine.template.disks.#.thin_provision

clone
template_uuid = data.vsphere_virtual_machine.template.id
customize{
windows_options {

compuTer_name = “${var.prov_vmname_prefix}${fornat("%¥83d", count. index+1)}|

r}|et-...:r-k_.inte—~Face{] #FPF Lo— b e E— mnickiE

HADZ ERDS
SBAEERD

#FResource

count
name
resource_pool id

datastore_id

resource : ERICERITDVYV—RAZESE

ZHTHREULRE® data TRDAALRHEZFIBLT, WHREBRD
123 [CUYV—-R2JaE>az=>d(fkm) 9 3.

« HCLIZZD OV S =2V EERDT, HEFRES

resource “vsphere_virtual_machine"™ "wvm"

Var. prov_vm_num

C CTIEZEE “count” [CIEUTIRAEY S > D4ARIZ 1D SIBEUREEF
FC. O3 coOESa=993LS5R{HH RO TLND,

{

"L{var.prov_vmname_prefix}i{format{"%¥83d",count.index+1)}"

data.vsphere_compute cluster.cluster.resource pool id

data.vsphere_datastore.datastore.id




Terraform D1 — REFER : terraform.tfvars

4 )
NRAT— RO I CRAF—DHE /S UICIEEELERLLS!
#Define Variables for Platform
vsphere_user = "Administrator@vsphere.local” #vsphereilh I —t—3H
vsphere_password = "Netw8rldl23!" #yspheredl) 20— |
vCenter_server = "wc@l.vsphere,local” #yCentertDFQDN/IPF F L2
vsphere_datacenter = "Datacenter™ #ysphereMT — 3z 3 —
vsphere_datastore = "datastorel® #yspherefDT —22 FF
vsphere_cluster = "Cluster"” #yspherefln? 32 2 —
vsphere_network = "WM Network" #yspherefDsf o F1—2
#Define Variables for Virtual Machines
vsphere template name = "WIN2@19" g O g 807700 L—F
prov_vm_num = 1 0O g Z 0 OF L{miB7 120
prov_vmname_prefix = "TFYM" g O g Z 0 Si{RTET L0 MIERESE
prov_cpu_num = 2 #OE L g Z 7 LiRIET L MCPUmED
prov_mem_num = 4996 #OE g Z 07 {7 20 E UM
g .




| STEP2 ] Terraform INIT

I AT RSA>T
Terraform INIT

[ IR NS —CO—RERE

W » PC » O-ANT4A7(C) » terraform work

=
=

Fa

il

D497 TIZ

! :I_:R{J hl}j = I - g raints in ¢ | ,-=:-;|._1r::1’.[iu:::ur-|,
3 5 terraform.tfvars -
0-F
= FFaAVE
= F7Fy
\_ AL
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| STEP2 ] Terraform INIT

[ I NA—CTOINA S —h O\ 5 —DEEH
A>3 0—REn3 EEINTW3ZENRDbHB

Y

§ | | = | terraform_work
- 3t T
lA E ﬁm | + | windows_amdéd
- i1 £5 =T
v > PC o O-AT4RT(C) » terraform_work . T
. » PC » O-AN-F42A7(C) » terraform_work » .terraform s plugins » windows_amde4
A
BE & ) L &8
E w7 s IA9I T
w 7499 TIEA - lockicon 2020/06/09 &18 ISON 774 )
.terraform W7o # , :
- ?"ZO I“yj o+ : ; - ¢ [25 terraform-provider-vsphere_v1.18.3_x4exe [J2020/06/09 818 T =23y
y _ »0- by
. main.tf
¥ F9y0-K B ; Frvk #
: | terraform.tfvars Bl E7Fe *
EFaxyk *
&= E9Fv *
\. A\ W,
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| STEP3 ] Terraform PLAN

: Terraform PLAN T1— RORIIE LT 3
\_
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| STEP4 ] Terraform APPLY

Terraform APPLY TO—RZ1>JSICEHT S

JOoeaziosnsd Uy - =R L.
BRI NUL “YES” THEAZRIGT D

Bl EEE: C¥Windows¥system3Z¥cmd.exe - terraform apply

udid
write_thr
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Terraform (OSShR) &4 2>0O—RKRUT,
Windows 10 (CHIHAGEET D

Y4
AN

GitHub 53— RZ3JEARUTK 3

N\
AN

vSphere 6.7ul DRIET F>IJL—bh2#EDT
Windows Server & 18 J0OESa3a=>993
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5T : OSShR Terraform & vSphere OfEAHENDE

« https://www.youtube.com/watch?v=8EhO1locX2zw

N [HashiCorpzi=ls0SS/Rsliemaiorm

C @ Hmcomy et THE S e o N o) o s

GitHub H'5 Terraform B 1-FZ1F-


https://www.youtube.com/watch?v=8EhO1ocX2zw
https://www.youtube.com/watch?v=8EhO1ocX2zw

¥, Terraform Enterprise (&7
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Terraform Enterprise & (& 7?

| BIENRD Terraform OUVEDTI ! |

CANIRBEEZIRN!
Terraform Z2E8AUEL\WTE -
HR—BMHELW

F—LATHDHEHIZL
(BAEZTESBRDRS LEZW)

B . EEHNURE
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VMware EEEMRHNHDIFE. —AxiI (CIEARET TIEEDILRU

P 4

Google

vmware hypervisor &

QaxRT B-2-Z BEE OadE Q3
98+ (045%)

www vmware com » products » vsphere-hypervisor

Q ®B&X O=a=F« | Store | OJ1>>

vmware

T30 VUIF—=25% 2 HR—bF & H—-EX Fo>o—-R Al e EER

Z2i8% > vSphere Hypervisor

{85 vSphere Hypervisor | VMware |
H—) EAREBIE T AT AL J\A ) =) A F—TIT -
T. BisOA MREETEE Y. BiED vSphere Hy
. BLUHR— HMIBWTERSERRI LTS

blogs.vmware.com » 2014/05 » vspherehypervisor

POTHED | #OHTDEERESX -
2014/05/26 - WD ERZE LS ZT2DTI L. ESX
{FiEY — ) UEED~— A =iE T 28 5. vSphere[2ES
BIRTY. =7 3EEOVMware vSphere Hypervisor

www.vmware.com > JP-get-esxi v

VMware vSphere Hypervisor (&S]
#H{E D VMware vSphere Hypervisor {58 L TS
Ur—2awHRadacET \—Fozr. &h.
pAVESE

CONR—SDC2@BFPIEALTVWET,. FIRGFIEA

vSphere Hypervisor

HEVEDE »

59 <HH>0— 1

#E Ry b3 BEAGE UVY—X

WIZW\—= BT )7 T% < ZFEIRT S vSphere Hypervisor

FTTUT—2 a3 B FETEET. H— /B BMETBRTAIIL A=) AT —T IT AV ISASOFvEEEITBZTET, BREECIOX MREIRT
=F9. EED vSphere Hypervisor (&, E5lE. /T4 -T2V R. BEUHR—- HMCBVWTEREEZRU U TV B ERBID DBRER T —F7IF VT
2 VMware vSphere ESXi #E8& L TWET.,

VMWARE
HANDS-ON LABS

(2:16) -
vSphere DSl

vSphere 6.7 [FFHTZIALNLOBIEERRUE . LDFEV.---

VMware vSphere Hypervisor OFE
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Terraform Cloud D TDOEHD

Terraform Cloud by HashiCorp x +

@ HashiCorp#f[Terraform Cloud]@ X +

< C {r @& atmarkitcojp,

C {t & app.temaform.io

Terraform Open Source & Terraform Enterprised R —— X [T : ENHANGED BY Fo0gle Q

HashiCorp#h' Terraform Cloud] MIILUU—RZEFE  orresook

i [ N ZEOILI_FHELTED . HashiCarp
HashiCorpl3:2019F9H8108 CREEM) . Bt~ FHashiConf 20197 [Terraform Cloud] a2J)LU II::{;;:»' FT—T5- =’ Terraform Cloud
U —A%=REUIC. @EitigTerraform Cloud &1 & LT, 2019458|C [Remote State Management] FA~TF-ZUT
HEaEEEEUCH. SEIHEESSEESH TERVU—AUR. Pyt — S -
20194097 126 08BI075 S5 [=HE, @IT] S yenen -
N Sign in to Terraform Cloud
%J E0R! ¥ w f Share B! : V) I N ¥roOv-EREE Username or email
Rpp——
5 |
HashiCorp(£2019F9810H CREER) . R FHashiConf 2019T TN W Ry =S Password
[Merraform Cloud] ®J)LUU—2&ERLE, Fitl$2019F58, TOHEIEEL e 7
T. [Remote State Management (R — FJ77ILDIEREE) | #aEwERUL IVI=F
—2 (GA) LTz, SHghE#eETSHTER U U—ALE, B-=r—zna Forgot password?

Meed to sign up? Create your free account.

r DevsecopSJ View Terraform Offerings to find out which one is right
o for you.
HashiCorp %iﬁ E ﬁZ%SRE

W Terraform

Terraform Cloud(zTerraformdi@k 7 7 ()2 05D R ETERE, CNICEDWTF
—ACEBRT-0T0-BL. OSARL—2 3> AT VARERTET-ER.
HashiCorplgTerraform Open Source & Terraform Enterprise®@E TR S TLVEN
——XCHIE g Bizsb(CTerraform CloudZEH LIz EBHBL TS,

rrIJ © 2020 HashiCorp, Inc. Suppeort Terms Privacy Security
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Terraform Cloud D TDOEHD

‘ai Terrafurm C|0|..|d Free Team & Governance Business

Collaborate on infrastructure as Collaborate on infrastructure as Everything organizations need to
Get started with our Cloud code for Terraform configurations. code, manage users, and enforce use Terraform at scale.
Infrastructure Automation as a provisioning policies.
Service
Cloud Pricing SO up to 5 users Starting_at $20 user /month Contact Sales

https://www.hashicorp.com/products/terraform/pricing/
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[ChhE#LWW) BE-BE & A2 TL=ZXR - OFIR

—ATLEX

Terraform (OSS) Terraform Cloud (Free)
« CUI OO « GUI D
o O—HILDImEKTEIT « HashiCorp (C&k?D SaaS
e « AZTLTE/TUYITEOK « AZTLZXFIRNG
1»3 ZOBE/FILICONTD ]
BEATY 1!

Terraform Enterprise Terraform Cloud Business

- GUI D - GUI D

- BERBBICLKDIKRRAFT1>Y « HashiCorp [C&3 SaaS

« A2TLTHE/NTUYITEOK « A2TLTE/INTUvYITEOK

- F—LAEBEIRUZ —#EEDD - F—LAEHIRNUZ —#EED D

« I>A—TJS5AXM\THEESDD « I>AH—T5AXmEIH#EESD D
SAMLYPEEEOTIRE (SAMLYEEEOTIRE)
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Terraform Enterprise (TFE) @ GUI

%W Terraform Enterprise by HashiCo X o % Sample-Organization | Runs x 4

& > C A RESNTVELERE | thedl.networld.test/session h*¢ e

- C A REENTWVELEE | tfedl.networld.test/app/Sample-Organization/workspaces/TFE-Sample-fo... 3% e :

~=' Sample-Organization v Workspaces Modules Settings

Sample-Organization / Workspaces / TFE-Sample-for-VMware / Runs

.E' Terraform

TFE-Samp[e-for—VMware ® Runs States  Variables Settings =  Queueplan v
Sign in to Terraform Enterprise
Username or email Current Run
TFE Demo | cuRREnT
#run-Bbzs2325ziecmhAx | root triggered from Terraform Enterprise Ul

19 hours ago
Branch master ec94eds

Forgot password?

L see ] Run List

Meed an account? Sign up here. TFE Demo  cursen

#run-Bbzs2325ziecmhAx | root triggered from Terraform Enterprise Ul
19 hours ago
Branch master ec94eads




OSS & TFE OEEDELY (BHERmiaI T R—=>KD

—“

HCL (C&K 3 Infrastructure as Code
(HashiCorp Configuration Language)

D— 2 ANR—A v v

DR TE v v

Infrastructure =17 (Plan&Apply) 4 4
as Code

7B RO BEIFRAL v v

JO)\145— v v

t>a-)b v v

Public Module Registry v v
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Sentinel (C&KDRUS —EIR v
HINF>RE . _

/—I_QIJ :/_ gﬁﬁ%/ﬂu \/

BEEOY — N4

{£>TSD Configuration Designer — v

TILTB—EX1E ServiceNow — v

=S RAE OISR T —FFTTF v — v

\ INTA—NRART—I> — v
1= _ e

A>T =Ry ND—88kE — v

A>T = RHBEER — v

. FEE(A—H—)HR— b —_ v

Hh— b _ .
HARZEHYR— K~ XATZ 3> —_ v



TFE:XEHEEEE : VCS EEE LT —TANR—XK

VCS &(&
— Version Control System (0 &
lss® (HIZ(X. GitHub&h'\GitLab&h-+)

Sample-Organization / Workspaces

\

* Sample-Organization | New ¥

€ > C A FESNUWE

Create a new Workspace

Workspaces allow you to organize infrastructure and collaborate on Terraform runs.

o Connect to VCS Choose a repository Configure settings

Connect to a version control provider

Choose the version contro! provider that hosts the Terraform configuration for this

workspace.

BF Bitbucket v | /A Azure DevOps v

—

M \ I ou only plan to use Terraform CLI (4 or the API (4 to perform runs in this
[ \ } a , iE ﬁ* ! ! ] brkspace, you don't need to connect it to version control. You can add a VCS
Innection later if you change your mind.
OEDDT—DANR—XI[E
1) No VCS connection
~\ I —_— i
Utj@ VCS IJ/l\\/ I\ J (L%H1d- < Requires CLI or API
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: VCS CEEUED—DOANR—X

¥

=]

|

8

O—A)cd—Fz
BCiE9 D DIC..

+ | terraform_work

s ] £T

- v A » PC » O-ANT4A7(C) » terraform work
25 .
a 499 PR )
in.tf
moT o
| terraform.tfvars
Aryun-F +

\

[BFw O U HfRI]
o 1—RZHIEUTC.
Terraform Y —)\— (&I D

.

-

D—DAR—AIC VCS D

TFE-Sample-for-VMware © Runs  States  Variables  Settings ¥ | = Queueplan v

Conni VCs
) g ; o
Repository unnowataru/TFE-Sample-for-VMware
Automatic Run Triggering
L L _ : "

VRS MU ZRSTS

C A RESNTIVEWEE | tfedl.networld.test/app/Sample-Organization/workspaces/TFE-Sample-fo... e :

Version Control

Provider GitHub (GitHub.com)

Repository unnowataru/TFE-Sample-for-VMware




TFESXEHE#LEE : Secure Variables

W Sample-Organization | Variables X 4

& > C A RESNTNVELEIE | tfe0l.networld.test/app/Sample-Organization/workspaces/TFE-Sample-fo... ¥ ’ ‘

\}
Variables {'U‘-“J a Uﬂﬁg! !]
— (o] IRy
These variables are used for all plans and applies in this workspace. Workspaces using Terraform 0.10.0 or G U I (L— l jj L/ 7::} \Z Ij - I\ (j:
later can also load default values from any *.auto.tfvars files in the configuration. E 5 _— FI:I'_ t EJEL, %Hyé : t (j:t\\ g Td: L \ | |
—/3Z [m] ..

Sensitive variables are hidden from view in the Ul and API, and can't be edited. (To change a sensitive
variable, delete and replace it.) Sensitive variables can still appear in Terraform logs if your configuration is )
designed to output them.

When setting many variables at once, the Terraform Enterprise Provider Q or the variables API @ can often
save time.

Terraform Varia

vsphere_password Sensitive - write only
value for a variabl 5 E N 5 |T |'||'|I'E

Administrator@vsphere.local
vsphere_password Sensitive - write only
SENSITIVE
vCenter_server vc0l.vsphere.local
vsphere_datacenter Datacenter

vsphere_datastore datastore1
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| HashiCorp DV & DT Terraform [CHEAESTNTWLET l
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Terraform ZEAUEVLFE---
HR— MHYUZE L LY
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(BAZ2TEZHRDIR LIEW)
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TFE;XB#4gE : Sentinel &4 ?
HashiCorp DV & DT Terraform [CHEAESTNTWLET

e

C AT BEBZERNI!]
Terraform ZEAUEVLFE---

(w2 UfRI]
Y5 C DR ICBX T,
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TFE’ZBEH&RE : Sentinel
! )
Policy as Code : 2% agmoiimmmah oo s,
. :
Version Control : fﬁ;:ﬁfﬁﬁgé%giggé’ii_ 7?0;.;?@@%
: <
Policy Sets : 42 52 T b MR
: ,
Testing : Sentinel Simulator (£ 50, D510
- A




Sentinel (CIEEARMNIS —NNHBDDOMN ?

[ (o} A\ Y \[ (o] 1Y \
VMware RFDY>II)IIcE - | Azure RIFDY>ITIVIZE -
VMware Microsoft Azure
e Require Storage DRS to be enabled e Restrict VM images
o Restrict virtual disk size e Restrict the size of Azure VMs
e Restrict VM CPU count and memory e Enforce limits on AKS clusters
e Enforce NFS 4.1 and Kerberos
\_ A\ W,

https://www.terraform.io/docs/cloud/sentinel/examples.html
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Sentinel (Z&E S>> T

=JLr——

A A

E g DD ?

-

terraform-guides/restrictvm-dis X 4

& github.com

Pull requests Issues Marketplace Explore

£ hashicorp / terraform-guides

<> Code Issues & Pull requests 0 Actions Projects 0 Wiki Security 0 Insights

Branch: master ~ | terraform-guides / governance / second-generation / vmware / restrict-vm-disk-size.sentinel

B tberiind call validation functions before main rule

1 contributor

109 lines (77 sloc) 2.8 KB Raw  Blame

# This policy uses the Sentinel tfplan import to require that
# all VMware WMs obey a disk limit

srene Inports #sser

import “tfplan®

import "strings”

semE Functions sepss

# Find all resources of a specific type from all modules using the tfplan import
find_resources_from_plan = func(type) {

rescurces

# Iterate over sll modules in the tfplan impart
£or tfplan.module_paths as path {
# Iterste over the named resources of desired type in the module
for tfplan.module(path).resources[type] else {} as name, instances {
# Tterste over resource instances
for instances as index, r {

# Get the address of the instance
if length(path) == @ {

# root module

adoress = type + "." + neme + "[* + string(index) + "]"
}else {

©Watch~ 229 | Y¥Star 723

% Fork | 452

Find file | Copy path

@23a012

History

on 26 Nov 2019

VCS [CO— REZERULT - | URS NUDSKRUS —

5

W Sample-Organization | Sentinel T X 4+

< C A RESNTVELBE | tfe0l.networld.test/app/Sample-Organization/settings/policy-sets/new B %

Sampl

Organization v Workspaces Modules Settings @

Sample-Organization / Settings / Policy Sets / New
ORGANIZATION SETTINGS

Connect a Policy Set

Sample-Organization Policy sets are groups of Sentinel policies which may be enforced on workspaces.

2 4

\_

A\

General
o Connect to VCS Choose a repository Configure settings
Users
Teams
. Connect to a version control prowder
Providers
okens

Choose the version control provider that hosts the Sentinel policies for this policy set.

Authentication
GitHub

GitHub.com

SSH Keys
Cost Estimation Connect to a different VCS
Policies

If you only plan to use the API [4 to upload policies for this policy set, you don't need to connect it
Policy Sets |

to version control. You can add a VCS connection later if you change your mind.

No VCS connection
Requires CLI or AP

Or you can create a policy set with individually managed policies.

New to Sentinel? Check out our website [

M) © 2020 HashiCorp, Inc.  v202005-1

A

https://github.com/hashicorp/terraform-quides/blob/master/governance/second-generation/vmware/restrict-vm-disk-size.sentinel

@ Networld
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TFESE

PERE - AT L Z X TOEE - FlF:

curl https://install.terraform.io/pfte/stable | sudo bash

- —— -~ —a -—

& 192.168.100.21 - root@tfe01:~ VT — O X

I [root@tfell ~
% Total

135k 100 135 ; | © 0 0:00:03 0:00:03 --:--:-- 4431
ining local address _
instal ler will use network interface "ens192’ (with IP address ’192.168.100.

s Al s it 1 [BFw O Uz ]
B/MBRRS CHIX>Y R—FKT
FEAEADRAR—ILTES

iy

Copyright © 2020 Networld Corporation All Rights Reserved.
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https://install.terraform.io/pfte/stable

TFESXBHEE : A>T L = X TORESE - FIFE

¢

YERtw N7w T & BBV —)UIE S ATRED

X D Terraf Enterprise X 0 Microsoft Office -/ X | G X=Jb - Unno Wataru - Outlook X +

tfe01.networld.test:8800/create-password

X @ Terraform Enterprise

" Terraform

S (5w & U fRN]
Keepir httDS://<TFE@-U__} (_ > :8800 t“ Hostname
e SEOC Y LCERTEDT

access the tfe01 networld test
dir | chesons |

Encryption Password

Installation Type

Copyright © 2020 Networld Corporation All Rights Reserved.


https://localshot:8800/

TFESE

PERE - AT L Z X TOEE - FlF:

“docker ps” T Terraform Enterprise M

7 X7z htEsR

T 192.168.100.21 - root@tfe0l:~ VT

e EIW) AILTH)

COMMARD CREATED

Copyright © 2020 Networld Corporation All Rights Reserved.
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Ll
Il

%EE © SAML 373
Single Sign-On E#EHVEIEE

TFES

) = (m] X
W Admin | SAML Settings X  +
& - C A FESNTVEWEE | tfedl.networld.test/app/admin/saml 5 e :
-
1 1 1 1 SAML Configuration - Terraft
SITE ADMINISTRATION Identity Provider Configuration A Contgton-Terafor
C {t & teraform.io,
. .
Users Configuring SAML allows users to log into Terraform Enterprise using a Single Sign-On provider. Terraform Enterprise Conf|gurqt|°n
Organizations EXPANDALL | FILTER JUMPTO SECTION ~
ACS Consumer (Recipient) URL
Work: Overview SAML requires the configuration of two parties:
orkspaces https://tfe01.networld.test/users/saml/auth (2] q 9 P
Before Installing
Runs . » The Identity Provider (IdP).
Metadata (Audience) URL Install and Configure
https://tfed1.networld.test/users/saml/metadata (2] « User Management » The Service Provider (SP), which is also sometimes referred to as Relying Party (RP).
enratomiverions NamelD Format ~ SAML SSO Terraform Enterprise is configured as the Service Provider.
Settings urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress 2 Overview

Note: For instructions for specific IdPs, see Identity Provider Configuration.
- Configuration

eam Membersh
Download SAML metadata a ship
Attributes API: See the Admin Settings API

Customization

Login
~ |dP Configuration
Tl Overview Terraform Enterprise (Service Provider)
.
SAML Settings AoFS
Release: v202005-1 Azure Active Directory Important: Only Terraform Enterprise users with the site-admin permission can modify SAML settings. For
= 2 more information about site admins, see Administering Terraform Enterprise
[ Enable SAML single sign-on Okta
. Onelogin
Enable SAML debugging Prior to activating SAML, we recommend that you create a non-SSO admin account for recovery.

When sign-on fails, the SAMLResponse XML will be displayed on the login page.

Centfiots https://www.terraform.io/docs/enterprise/saml/configuration.html

Va

The certificate used for request and assertion signing.
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Other Docs Audit LOgS

Terraform CLI
Terratorm Cloud The audit logs are emitted along with other logs by the ptfe atlas container. To distinguish audit log entries

I from other log entries, the JSON is prefixed with [Audit Log]. For example:
Provider References

Audit Log

Terraform Glossary
2018-03-27 21:55:29 [INFO] [Audit Log] {"resource":"oauth client","action":"create","resource_id":"oc
Introduction to Terraform
»
Guides and Whitepapers

Search events Terraform Registry

Terraform GitHub Actions LOQ Contents

Extending Terraform The audit log will be updated when any resource managed by Terraform Enterprise is changed. Read requests

app.release.start Started app release 425 will be logged for resources deemed sensitive. These include:

Date: a day ago « Authentication Tokens

server.start The Admin Console was started (version=2.44.2 git=4e0ea3c) Configuration Versions

Date: a day ago Policy Versions

OAuth Tokens
console.settings.tls.change Changed TLS console settings to type self-signed with hosiname

tfe01.networld test

SSH Keys

State Versions

Date: a day ago

app.release.stop Stopped app release 425

https://www.terraform.io/docs/enterprise/admin/logging.html

Date: a day ago

app.release.config.set Changed config gcs_bucket for app release 425

Date: a day ago
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STEP2 - l -
T[errafor,1]1 Terraform 2’0\ 45 —%&NEIT D

INIT (FONACS—&lE. TOESI =D IRKERDIZHDTSITA>)

T[ei::fiﬂ Terraform BNEZE I 71 ILICEDNT, ERRAD API (C
DLAN WEUEI—REBESER. BRIE(VI\—YIL/ RSA52)T3

[ STEP4 3
Terraform ERICO—RZTEHT D
APPLY
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STEP 1

Workspace D{ERK

«I

STEP 2

Z# (Variables) ORE L S - AN

STEP 3

Terraform Ta [ PLAN ]

STEP 4

Terraform <T@ [ APPLY ]
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5T : Terraform Enterprise & vSphere OfEAETD
« https://www.youtube.com/watch?v=C8k285e4TUs

[HashiCorp E1 Terraform Enterprise % VMware. vSphere ...

" Yot pheew 00 Spplieg O<CUr o FachineS you comerol T
synchromize state.

Apply Method
Aalo apply

Automatically spply changes when a Terraform plan is successful, Mans that have no changes wil not
b appied, 1 this workipacs & linked 19 venion contiol. 4 push to the detault Branch of the leked

mpostory wil tnoger a plan and apply.
* Manual apply

Fequite an openstor 10 confrm the result of the Terradorm plan before applying. ¥ this workspace s
lirdend 1O veesio! ol 2 push 10 the default Branch of the ke repesitoey will only Irgger » plan
and then was for confimaation.

Terratorm Version

]017?4 vl.J
i
All Released Versions
o224
01223
01222
1221
01220
01219
01218
Q1217
01216
Q1215
1214
01213
Q1212
Q1211
o
0:;;“ ?'.‘ rashiorp. Ing
028
or2r

Jockspace, Upon creating this werkspace. the katest verpan

=~ hanged manuily. It wil mot upgrade automatically.

3ands in. This defaults 1o the root of the configuration

W if you use & sharsd repasitory for multiple Terraform
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