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View Report

Click 'View Report’ to close Code Aware and open the report in a browser.

Files Packages Vulnerabilities

Files Scanned Packages Found Vulnerabilities Found

200/ 144 167
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FLEXERA SOFTWARE®

a : F|EXNeF COde AWG re eGemng Started 9 Next Steps

SCAN SUMMARY o
Scan Target: C.\Wsers'bhull\Documenis'ePortal-2.0\ePortal-2.0 |
Scan Date:  04/26/2017 10:17
Scan Duration:  00.00.51
Mumber of Scanned Files. 2,532

Size of Scanned Flles: 105 84 MB 2 532
0SS Packages Discovered: 144 (view full package inventory) £l

| |

144 of 170 (85%) of binary files were analyzed

[ ‘ [l source (527 Files - 33%)
[T sinaries (170 Files - 7%)

|:| Media (232 Files - 9%)

For a more comprehensive scan, contact us 1o learmn more aboul FlexNet Code Insight o D Others (1,303 Files - 51%)

144 of 2,532 (6%) of all scanned files were analyzed

OPERATIONAL RISK

Your codebase represents a Moderate lavel of Operational Risk

Packages with Securlly Vulnerabiiities ) 17 out of 144 (12%)
I

Packages with Intellactual Property (IP) 1ssues @ 12 out of 144 (8%)
=

Packages with Copyright Statements @ 71 out of 144 (49%)

SECURITY VULNERABILITY EXPOSURE

LICENSE EXPOSURE

- High (19 Vulnerabilities - 11%) . P1 - Viral / Copyleft (8 Packages - 6%)
- Medium (129 Vulnerabilities - 77%) D P2 - Commercial / Uncommen / Unknown (4 Packages - 3%)
D Low (19 Vulnerabilites - 11%) . P3 - Permissive / Public Domain (42 Packages - 29%)

] Mo License Found (30 Packages - 62%)
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LOEE. BEURBHZET . AFVYUEHADIA—RFR—=X[IDOVTOFMNRTINET,
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InstallShield 2018 Express Edition ')1)—X /—k (2018 &£ 1 H)
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[Package Inventory (/S5 —L fRUN))] Ea—

[Package Inventory (/37— 4RV R))] Ea—IF [Scan Summary (RFvYUME)] €723
T [View full package inventory (ZJL /1397 —L AUORVNIDRTR)] 000 HERTIN KR
HENA—ToY—RB KUY —R/I—TF 1 "oy —CBKUEESA VR, X2 T/
S ARTFRER. GOURICRE SN - ZERERT— AU MDELYRMERTRLET

FLEXERA SOFTWARE®

FleXNeF COde AW(] re” @ Getiing started @ Next steps

Enter keyword. [] @ High Severity (CVSS 7.0 - 10.0) [1 & P1-Viral / Copyleft
[ @ Medium Severity (CVSS 4.0 - 6.9) [ @ P2 - Commercial / Uncommon / Unknown
Enler CYEAGYE00:000K) O O Low Severity (CVSS 0.0-3.9) [ @ P3 - Permissive / Public Domain
ht holder [ No License Found

Licenses Legend: @ P1 - Viral/ Copyleft O P2 - Commercial / Uncommon / Unknown @ P3 - Permissive / Public Domain

Browsing 1-10 of 144 Packag ilities Legend: @ High Severity (CVS5 7.0 -10.0) @ Medium Severity (CVSS 4.0 -6.9) (O Low Severity (CVSS 0.0 - 3.9)
mysql_connector_c 5.1.7 No License Found Mysql . 94 | @1 (O None Found
struts 1.2.7 . Apache-2.0 Apache . 7 | B2 @s (Jo None Found
spring_framework 3.0 5 RELEASE @ apache20 Pivotal sotware ] & | @1 5 (o None Found
spring_framework 3.0.5. RELEASE . Apache-2.0 Springsource . & | [ B Bs Jo None Found
spring_framework 3.0 5 RELEASE @ apache20 Pivotal sotware [ & | m1 @s Qo None Found
spring_framework 3.0.5 RELEASE . Apache-2.0 Pivotal_software . 6 | [ 5§ (Jo None Found
spring_framework 3.0.5.RELEASE ' Apache-2.0 Pivotal_software . 6 | [ @5 Jo None Found
spring_framework 3.0.5.RELEASE . Apache-2.0 Pivotal_software . 6 | [ B [ K3 do None Found
spring_framework 3.0.5.RELEASE . Apache-2.0 Pivotal_software . ] | [ 85 Jo None Found
spring_framework 3.0.5.RELEASE ' Apache-2.0 Springsource ' 6 | [ Bs do None Found

8808 - E00
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[Vulnerabilities Detail (MEFBHED FHEM)] R— M BHE ([Package Inventory (/Sysr— AR R))]
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struts 1.2.7 [ x]

Name struts 1.2.7
Version 127
License . Apache-2.0

Vulnerabilities [ 7 | m2 @5 Qo

Description The core of the Struts framework is a flexible control layer
based on standard technologies like Java Servlets, JavaBeans,
ResourceBundles, and Extensible Markup Language (XML), as
well as various Jakarta Commons packages. Struts encourages
application architectures based on the Model 2 approach, a
variation of the classic Model-View-Controller (MVC) design
paradigm. Struts provides its own Controller component and
integrates with other technologies to provide the Model and the
View. For the Model, Struts can interact with any standard data
access technology, including Enterprise Java Beans, JDBC,
and Object Relational Bridge. For the View, Struts works well
with JavaServer Pages, including JSTL and JSF, as well as
Velocity Templates, XSLT, and other presentation systems.
The Struts framework provides the invisible underpinnings
every professional web application needs to survive. Struts
helps you create an extensible development environment for
your application, based on published standards and proven
design patterns.

Path C\Users'bhullDocuments\ePortal-2.0\ePortal-2.0
\extras\struts-1.2 T\contrib\struts-ellib\struts jar
C\Users\bhulhDocuments\ePortal-2 O\ePortal-2.0
‘\extras\struts-1.2 7\ibistruts_jar

Evidence pom.xml
Type
Maven GAV  sfruts:struts:1.2.7
Vendor Apache
Copyrights None Found

Sect Vulnerabilities

CVE ID: GVE 20061547
Severity: . High
CVsS Score: 7.8
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E My Project Mame-1 - InstallShield [Express Project] = O X

! File Edit View Go Project Build Tools Help
NoRHDOOf e #5 1 @ LS EDQO.

Start Page ] Project Assistant ] Installation Designer Internet Information Services £

El--a Organize Your Setup B---aj Internet Information Services [ P 2=y MU= o=y
----- General Information E!---;.T] Web Sites Eg %‘
..... 2 Features P Yvichsite 1 =
..... Y Setup Types H Identification
..... Ay Upgrade Paths H General
----- s Update Notifications & Home Directory
(1§ Specify Application Data B Application Settings
----- Files B Security
----- Files and Features B Anonymous Connection
----- Redistributables Enable Anonymous Access Yes
""" | Dependencies 1IS Controls Anonymous Password Yes
E—JE) Configure the Target System Anonymous User Name
""" Shortcuts/Folders Anonymous Password
""" B Registry H Authenticated Access
""" i ODB(_: Resources Basic Authentication Mo
""" % 'I:t E'Leh:nh::s:s Integrated Windows Authentication Yes
..... B Envionment Varisbles o -]
_____ v =] Secure.(nmmumcatlnn
----- % Component Services S5L Certificate
_____ '.-e, Services S5L Certificate Password
EJ---e Customize the Setup Appearance B Advanced
(-4 Define Setup Requirements and Actions Custom Errors Using Defaults
(-4} Prepare for Release
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E My Project Name-1 - InstallShield [Express Project]

! File Edit View Go Project Build

Do W O ¢ & « =

Tools  Help

Start Page ] Project Assistant I Installation Designer

&l !B L% EDO .

ﬂ Organize Your Setup
(-4 Specify Application Data
(-4} Configure the Target System

----- 4 INI File Changes

----- File Extensions

----- B Environment Variables
----- Component Services

----- ,,,J Services

[j---e Customize the Setup Appearance

..... Requirements
----- Custom Actions

----- L'a Setup Files

----- \/g Internet Information Services

[—Ja Define Setup Requirements and Actions

[=)-{2) Builds
e
) Custom

[H-4d WebDeployment

General

Express Product Configuration

Package Code
Generate Package Code Yes
MSI Package File Name
setup[ProductVersion]

8 [W)—RIEa—T "wyb7v7 I7MI% T4—ILR" ITTANRTAEANT S

=&z &, [J)—R > Express] E1—0 [£f8] 2712H5 "wyb7vT I7M4ILE" Fi=1% "MSI
97— TPAIVB” T4—ILRIZRDEEDTONTAZANTHIENTEET:

setup[ProductVersion]
setup[CustomVersion]
setup[ProductCode]

setup[ProductCode][ProductVersion]

=2 1L, "yb7YT IPLILR” T4—ILRIZ setup[ProductVersion] E A HILT=BE . EyhTY
TR setupl14.10.1234exe EFYET,

B
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MSBuild.exe c:¥installers¥Setup.sin /Property:SummarylnfoComments="CZ[ZaA 2 A 17

SummarylnfoComments A/ N\TAZF-TEMEN =AM, EILRFHDAAN—5—0 [T O
INTAZA4705 RV ATSBTHIENTEET,

‘El Setup? Properties @
General Compatibilit | Security
Cusztom Details | Previous Yersions
Property Walue ol
Description
Title Installation D atabase
Subject Blank Project Template
Categories
Tags Installer M5l Databaze
IComments Build 3781 I
Origin
Authars InstallShield
Revision number  {E159EEF4-530C-4463-87B5-94F6...
Content created  11/5/2017 7:12 PM
Program name  InstallShield® 2016 - Prenier Edition...

File
Mame Setupz. msi
Item type ‘windows Installer Package
Folder path C:\Users\administratoryDesktophl ..

Drate created 11/6/2017 312 M
Drate modified 11/6/2017 312 &M

[ convo

Remove Properties and Personal |nformation

[ ak. ][ Cancel ] Apply

9: [FOanT41E4704 RysZRDArUk
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35?—0

MSBuild.exe c¥installers¥Setup.isproj /Property:MSIPackageFileName="MySetup”

MSIPackageFileName /N5 A —32—MDEZE A 1T B EE. InstallShield HY msi Z7AILIZERT S (EVA
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Microsoft SQL Server 2014 SP1 &Kk SP2 RHEEH
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Microsoft .NET Framework 4.7 Bi{2 5
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MNEBESN B E—F CREILET , EEMIZ DUV TIL, MNnstallShield SXM R D#EEEFIRICDNT &
SREL TSN, FHERD HIRE (L. InstallShield N7 ITFA_R—pEnf=EE FES51E0R
H—R—IZEHELT, TFOTMEVANF IV TorShizESBREShET,

InstallShield $3 & U InstallShield D7 A2 DA R
b= BLUBEMAREI7NIIVERRTT S

RDAVAM—)UIZL, [InstallShield DF I O—RFELVDSA U ADERA] (TERBEINTNSEY,
ILOESVIIITER & SAEUR B A—D LA O—RKNA[EETT:

InstallShield
BEAEIRET 7ML (Bl ZIL. InstallShield BT SEHE LU InstallScript 7T x9k)
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