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ROEIE. Y 7Tl FlexNet Code Aware L iR — F DRHFD [Summary (BE) IE1—-&2KXRRELET,

FLEXERA SOFTWARE®
E FleXNet COde AWO re @ Getiing started @ Next Steps

SCAN SUMMARY o

Scan Target: C:\Users\bhull\Documenis'ePortal-2 0ePortal-2.0
Scan Date: 04/26/2017 10:17
Scan Duration:  00.00.51
MNumber of Scanned Files: 2532

Size of Scanned Flles: 105 84 MB 2 532
0SS Packages Discovered: 144 (view full package inventory) ]

144 of 170 (85%) of binary fles were analyzed
- | . Source (827 Files - 33%)
[ sinaries (170 Fiies - 7%)
D Media (232 Files - 9%)
For a more comprehensive scan, contact us 1o leam more about FlexMet Code Insight o D Others (1,303 Files - 51%)

144 of 2,532 (6%) of all scanned files were analyzed

OPERATIONAL RISK

Your codebase represents a Moderate level of Operational Risk.

Packages with Security Vulnerabiities @) 17 out of 144 (12%)
Packages with Intellectual Froperty (IF) Issues @ 12 out of 144 (8%)
|

Packages with Copyright Statements @ 71 out of 144 (49%)

SECURITY VULNERABILITY EXPOSURE LICENSE EXPOSURE

144

. High (19 Vulnerabilities - 11%) . P1 - Viral / Copyleft (8 Packages - 5%)
- Medium (129 Vulnerabilities - 77%}) I:‘ P2 - Commercial / Uncommon / Unknown (4 Packages - 3%)
I:I Low (19 Vulnerabilities - 11%) . F3 - Pemmissive { Public Domain (42 Packages - 29%)

I:‘ Mo License Found (90 Packages - 62%)

FlexNel Coda Awara 2017 R1

& 2017 Flexera Software LLC. All nghts reserved. FLE MEB‘A‘
-1: FlexNet Code Aware [Summary (%) ] £ 1 —#HEE

(<]
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XKOEIE. Y T I FlexNet Code Aware L ik — + @ [Package Inventory (JXwhH —J 41 IR FY) ]
Ea1—-&%RRULET,

FLEXERA SOFTWARE®

FlexNet' Code Aware B i B S

Enter keyword O] @ High Severity (CVSS 7.0 - 10.0) O] @ P1-Viral / Copylett

[ @ Medium Severity (CVSS 4.0-6.9) 0 O P2 - Commercial / Uncommon / Unknown
Enter CVE (CVE-XXXX-X000X) . . . .
ENEENE [ONE ocay [0 O Low Severity (CVSS 0.0 - 3.9) [1 @ P3 - Permissive / Public Domain

[] Mo License Found

Licenses Legend: @ P1-Viral/ Copyleft () P2 - Commercial / Uncommon / Unknown @ P3 - Permissive /| Public Domain

Browsing 1-10 of 144 Packages Vulnerabilities Legend: @ High Severity (CVSS 7.0 - 10.0) @ Medium Severity (CVSS 4.0 - 6.9) (O Low Severity (CVSS 0.0 - 3.9)
mysql_connector_c 5.1.7 No License Found  Mysql . 94 ‘ B8 0 (18 None Found
struts 1.2.7 ' Apache-2.0 Apache . 7 ‘ 82 @05 (o None Found
spring_framework 3.0.5.RELEASE ' Apache-2.0 Pivotal_software . [ ‘ [ & @s (o None Found
spring_framework 3.0.5.RELEASE ' Apache-2.0 Springsource . 6 ‘ 81 @5 (o None Found
spring_framework 3.0.5.RELEASE ' Apache-2.0 Pivotal_software . [ ‘ #1 05 (o None Found
spring_framework 3.0.5.RELEASE ' Apache-2.0 Pivotal_software . 6 ‘ @8 @5 (o None Found
spring_framework 3.0.5 RELEASE . Apache-2.0 Pivotal_software . 6 ‘ [ @s Jo None Found
spring_framework 3.0.5.RELEASE ' Apache-2.0 Pivotal_software . 6 ‘ 8 05 (o None Found
spring_framework 3.0.5.RELEASE ' Apache-2.0 Pivotal_software . [ ‘ 81 @5 (o None Found
spring_framework 3.0.5 RELEASE ' Apache-2.0 Springsource . 6 ‘ [ @s Qo None Found

gade- 20

-2: FlexNet Code Aware [Package Inventory (v h—3J 4 YRV MY) JE 21—

Ny —JNEEMetERET S
[Package Inventory (JAwH —3J 4 RV FY) ] LiR—F R=3I D [Vulnerabilities ( fE5514% )1 518 %
MESEEAD Y FEDY YD ULT, BNV —JDEMER-RZELET

Vulnerabilities

.7 ||2 @5 (o
B | @1 @5 Qo
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Ny —=IJ 4RV MY L=k O—EHEF N [Vulnerabilities detail ( MEF3{4 DEEH# )] KRR SN
F9:

struts 1.2.7 [

Name struis 1.2.7
Version 127

License . Apache-2.0
Vulnerabilities [ 7 | @2 @5 Qo

Description The core of the Struts framework is a flexible control layer
based on standard technologies like Java Servlets, JavaBeans,
ResourceBundles, and Extensible Markup Language (XML), as
well as various Jakarta Commons packages. Struts encourages
application architectures based on the Model 2 approach, a
variation of the classic Model-View-Controller (MVC) design
paradigm. Struts provides its own Controller component and
integrates with other technologies to provide the Model and the
View. For the Model, Struts can interact with any standard data
access technology, including Enterprise Java Beans, JDBC,
and Object Relational Bridge. For the View, Struts works well
with JavaServer Pages, including JSTL and JSF, as well as
Velocity Templates, XSLT, and other presentation systems.
The Struts framework provides the invisible underpinnings
every professional web application needs to survive. Struts
helps you create an extensible development environment for
your application, based on published standards and proven
design patterns.

Path C:\UsersibhullDocuments\eFPorial-2.0\ePorial-2 .0
\extrasistruts-1.2 7icontribistruts-ellib\struts jar
ChUsers\bhulhDocuments'\ePortal-2. 0\ePortal-2.0
\extras\siruts-1.2 7\lib\struts_jar

Evidence pom.xml
Type
Maven GAV  struts:struts:1.2.7
Vendor Apache

Copyrights None Found

Security Vulnerabilities o

CVE ID: CVE-2006-1547
Severity:. High
CVSS Score: 7.8

INJIEIE SP2

InstallShield 2016 SP1 THRR SN L FEREIC D LV T (&, lnstallShield 2016 SP2] #SBB L T EE LY,
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nFELE,
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B
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M MSI, InstallScript, & & U InstallScript MSI 7AJ I D bDHFTLE, §EILD. SQL HR— AR
A—F/Z7RERYAMUTOIIDMCEMSNTED, UTOMEEEFERATZ2ENTEET:

#L L) SQLLogin EEFH V4 ¥ — F XR—J &EM
SQL AT — F AV FEEEAAM - M DOET
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#H UL SQLLogin EEERH V14— F XR—=I ZEM

InstallShield Tld. H L \) SQLLogin EHEFH VA H— K R—IEF>TAI—F/FERAVAIUIT
AJihhCsSaLYR—+bEEBMULET, LIFT. A4 —F/7RENRV2MUITFAOIITH M SAL B
A—brEEE msi S —YEEMTEE. PENVAMUERERASA—F/ PERVAIUIEY
PPy TEETIOT S LN Windows Installer D1 —H— A VA —J 14 AZEHBMICHIHILELE. A
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ATAAD R—IJEBIRLT, BELCKHLTI4H-—RFRONRRINEETEEET, Z0D%. SQLLogin
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HyheTB3TF—AR—2AH—N—ADEHEERITEI_ENTEERT,

SQllogin V4 ¥ —F R=YzTOY1 D FICEBMTEE, UTHNATREERBDET:

2A4—bTFOJID LA SAL OV A YV DREEHANTZ2TONT 1 EHBELTH D, CNHD
JONRTAEZTR2 msi Sy hr—J%EEIRT 3

msi Ny —JRTSAL AT A VOREEHMNTSTONT 1 2HET S

F—RAK—2 75/ 0OY (Microsoft SQL Server, Microsoft Windows Azure. MySQL. Z 7= (3 Oracle)
ZERLT, =59 MICTBODBC FIA4N—%:8RT D

_ . - e

SQL AT —MA YV P ZEEAM - P b EST
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