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Features

- WAF Guided Configuration : hATZATZY FF7ZYT
DTV SESNIEHEBE (X U TR T Y T ESNEEREZ1TD Z & T Virtual Servert®&4&Profile, Security
Policy WBEEMERKSNE T, WAFREZITDIEC EDIRWT TV —2 3 BIBETEHREMTAET,
BEIEFEICTY 7Y T ZITWEWILI—OAX—=HERDT > T L — MRENHAESNTHENET,

Security » Guided ~~~=~uration

Web Applic> un Comprehensi, Protection Configuration : §¢ ity Policy (i, “SEISNES)

°c & — @® — @0  — @ —— @ ——@

Security Layers Security Policy Bot Defense ‘ehavioral Analysis 0 § Virtual Server Summary

r .
“— — —

Bot Defense Properties Help
‘Your Bot Defense Properties options will vary with the seftware version

Select Enforcement Mode that this Guided Configuration is running on

© Transparent ) Blocking Select the mitigation action to take for each bot category. The mitigation
options are:

Profile Template @ + None: With a Trusted / Untrusted bot, all signatures of this class

3 — (o] (¢] AN Ay
Relaxed v * i\ Y } l/ \/ > E[ El are disabled and are not checked. With a Suspicious browser /
1/ S Malicious bot, all signatures and anemalies of this class are

disabled and not checked. With an Unknown class, no action is
Browser Verification @

\/7 N > performed
Challenge-Free Verification e /\_/ 2 ~ /)\ N & j /\J 2 ~ L \ < - Lj— Alarm: Detections are performed and logged but not miligated
AN — CAPTCHA: A CAPTCHA challenge is sent. Available from 14.1.0
« Block: Blocking page is sent.
= — N
TEEMNTZT XY
Mitigﬂtion Seﬂings HX o number of transactions per second. When the threshold is reached
a TCP reset is performed. The violating requests are logged. Note

TCP Reset: The connection is terminated. Available from 14.1.0.

Rate Limit (Unknown only) The system passes the specified
Trusted Bot that the rate limiting is implemented using 10 sec ime slots
Available from 14.1.0

Alarm v
*ou can choose to keep the system defaults.

=L/ 2% N \ e N
Untrusted Bot = L—E 'f I ’ —_— | 2 = ; Beginning in 14.1.0, you can select to use Bot Defense in Transparent
axX N L_ | mode, meaning that the system logs mitigation and verification actions

Alarm v
according to the logging profile settings, but no JavaScript-based

~ I
L. I 7" S \ - 2 verification, Device ID collection or CAPTCHA challenge and mitigation
Suspicious Browser / é\ ) - actions are performed on the traffic

Alarm hd N Click Save Draft or Save & Next before you leave the screen
i va E—RFHABINT
D H D B =
Block ~
Unknown \/ \ i 3 o]
None v

Cancel Save Draft Back Save & Next
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X g I:I —_ 5 . 'U‘/r I\ :E : 9 Mitigation Settings staging 2019/068F 5 ©945m
@ = |$ﬂ—§ \\J I\ : %‘J%)( _) |/7 '{ DX @”y% N X Microservice Protection [ .nasl Malicious Bot Vulnerability Scanner BOE Sldr\ Q+ ret '\ I l

} \A@E}ﬁ . X} f/r |j I 7\ DOS Tool Browsor Veriication [] 200Please Untrusted Bot Site Monitor NO

[] 2search Untrusted Bot Crawler NO

Vobile Applications
[0 314 Malicious Bot Spyware NO

/1_§ \\J I\% (: ELFE_I-/Z:EtFEJ %\ EE% Lj T \ Vi r‘tu a I Signature Enforcement E z:n::ider o o ::
Server\JBRI D ENTJEET I, i

[] 8484 Boston Project Malicious Bot Spam Bot NO
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Features

Threat Campaigns Signatures: 22

FSREssEE I F — LD \Z—/Rw
NEZBWT., IREETETHD
F(THRITU TV ERMEDE VX
BODIIOXRFv=Z2VERR L. BIEE(C
(IHEE)BRET I3 H—EX,
SRR D ICK WS T RF v
& (ZAENRRT > N ERDT
Wafzsd, BIECOvF>0
%—PE?%Z&%%ibﬂTm
WEHNRENTZHZEIC(E.

%ﬁiﬁ*?vm7w7?—hﬁ
WE ETRD,

Aftack Signatures = | Threat Campaigns

.

Security » Options : Application Security : Threat Campaigns

RegExp Validator

Integrated Services -

Advanced Configuration v | Synchronization ~

s~

\

[ AwAFRRE |

4725073 a>

F 1

Order by Name~ AfoZ T ‘ V- ‘

I ‘ Total Entries: 277 |[Page 1 of 3 ~

?al Campaigns

Advertisement Spam bot - no-cache
Comments Spam

Advertisement Spam bot - Trident
Comments Spam

Advertisement Spam Campaign - q=0.01
Comments Spam

Apache Struts 2 Jakarta Multipart Parser - echo Struts2045
Command Execution Reconnaissance

Apache Struts DefaultActionMapper OGNL RCE - Expect...
Command Execution Reconnaissance

Apache Struts2 Jakarta Multipart Parser - windows 2017
Command Execution Reconnaissance

Apache Struts2 Jakarta Multipart Parser - 211720811
Command Execution Reconnaissance

Apache Struts2 Jakarta Multipart Parser - 55 551
Command Execution Reconnaissance

Apache Struts2 Jakarta Multipart Parser - awsnfdp
Command Execution Reconnaissance

Apache Struts2 Jakarta Multipart Parser - BillGates
Malware Spreading - DDoS

Apache Struts2 Jakarta Multipart Parser - bulehero
Malware Spreading

Apache Struts2 Jakarta Multipart Parser - C# downloader
Malware Spreading - Crypto Currency Miner

ache Struts2 Jakarta Multipart Parser - certutil

Name

. Intent
Active

Low
Aftack Type

Active
Low

Active
High

Active
High

Active
High

Active 3
Description
High P
Active
High

Active
High

Active
High
Active
High
Target

Active
High

Active

Apache Struts2 Jakarta Multipart Parser -
crontab

Malware Spreading - Crypto Currency
Miner

Y Server Side Code Injection~

This campaign aims to spread malware
by abusing the Apache Struts 2 Jakarta
Multipart Parser vulnerability (CVE-2017-
5638) to download and install miner-d
crypto mining software by creating two
crontab jobs. The jobs instruct the
compromised machine to download and
then execute the spearhead script which
would download and deploy the miner-d
crypto mining software. An examination
of the deployed configuration files
showed that the threat actor deploys the
malware to the "CryptoNight" currency
CryptoNight is a proof-of-work algorithm.
It is designed to be suitable for ordinary
PC CPUs, but currently no special
purpose devices for mining are available
Therefore, CryptoNight can only be CPU-
mined for the time being. CryptoNight
was originally implemented in the
CryptoNote codebase. More information
about CryptoNight can be found in the
bitcoin.it Wiki:

https-/fen bitcoin. ittwiki/CryptoNight

Servers with the Apache Struts 2
framework on Linux

Download the spearhead script and set a

Status
Risk
First Observed

Last Updated

Systems

References

Y Active

¥ High 2019/060F 5
T277TD

0 Threat

T e s CAMpaigns

CVE-2017-5638 - y |\ U

hitps:/fen.bitcoin.itwiki/CryptoNight
https://cryptonote org/inside php
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Features
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@Cipher suites
®Compression options
@TLS extensions
®Elliptic curve extensions
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