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(1)  Exec)SSARI S BEIRUET .
(2) FEZNRYIRICTFOOTY REAHUET

— copy running-config <file name>

(3) O RZFEITINIZIIWILET . IEB(CEITENNIE, BEC"[OK]"HFTRENET .
Destination filename [startup-config]?
Building configuration:---

[OK]
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() Configure

) copy running-config startup-config I

) 27

OOI1O

Destination filename [startup-config]?
Building configuration.

[OK]
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IPv4 7RLA 192.168.1.201
IPv4 TRy IRY 255.255.255.0
IPv4 5—hozA (CRIETE)
IPV6 E83E (EEEUS) IPv6 Native RyhI—-JCIEHELIZS.
IPV6 OF7 RLANT7HA>2ENE T,
WEB GUI 091> (BERR) Cisco Aironet 1700 OEIBEHEZFR I D
JKRA9—R INADT—RTY,
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SSID D a3 AR LAN UK _E(C SSID &%BAILEY .
Z0-R*vAp |mI(CTBE. Ik ED—EE(C SSID Ah'FRR
INFEA.
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4. Cisco Aironet 1700 O#IHAESE

ARET(E. ¥IERIARED Cisco Aironet 1700 h'5, BEE— RTELR LAN Z{ERI3H0EARD
REETEICDOVWTEREALE T,

4.1 BET—-RAOtIbEx

COEITIE. AP ZBEE—RCUIDEZ375ECDVWTERALET . 128, Cisco Aironet 1700 (33>
N—>E—- RTERBERIEINE T, AEDEBEDBET—RTEMESEZI5E(E. ¥IHICCOEEEITD
TLIZELN,

(1) PC Oy hID—U5%7E%Z IP 7RLZX 10.0.0.2 RwhJ—=4NYRY 255.255.255.224 (IERTE
VE

(2) PC £T TFTP Y—)\%E&IL. TFTP H—/\DIAILA(C Cisco Aironet1700 DBEEE—R
DI7—LII7ERFUET .

(3) Cisco Aironet1700 OBEEE—ROIy—LDI7D%REIZ ap3g2-kOw7-tar.default ([CZ
BULFEI,

(4) Cisco Aironet1700 O34 X)4{—H -2y NR— k& PC D LAN 7R— Mz Catgory5e or—J
I THEHRULED,

(5) Cisco Aironet1700 O&EFEZTINFEY,
(6) BEICDLTLD MODE M7 ZRUIIRREZHERF LIRS . BIRZ ANET .
(7) 9 20~30 #4&(C LED h'IRB(CZEA{ELI5. MODE M7 %BELE T,

(8) LED mEMFKERIRKI 2ETF5EI ., COM Aironet 1700 DJ7—LADI7H B EIICEST
ENBESHMTONTVET,

(9) BBICRAURLS, IERCBEE-RCYIDBDOIMRTTY.
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4.2 IP 7 RLAGSHE(CLI)

COEIT(E, Cisco Aironet 1700 OEBIBHA IP 7 RLADETEZITOISECDOWVWTEIRALE D,
REFI>OYV-IiR— DB ITVET,

(1) enable Y RZ A AU THIAEE— RICUIDE X F T, /(XD - ROFIER{E(E Cisco T,
ap> enable

password: Cisco X /{XT—REIVIRIM1> EICRRESNFHA.

ap#

(2) configure terminal J¥>RAALT, J0-/UVI>T4TL—23>F—- RIEITUES.
ap# configure terminal
ap(config)#

(3) interface BVI1 OX¥>RZEAAUT, 129-J1—A0> 1L -3 - RIBITUET,
ap(config)# interface BVI1
ap(config-if)#

(4) ip address ¥ Rz ANDUT, BIEAHOD IP 7RLAZEIDHTET,
ap(config-if)# ip address 192.168.1.201 255.255.255.0
ap(config-if)#

(5) end AX¥RZASAUT, $FHEE—RIIREDFET
ap(config-if)# end
ap#

(6) copy running-config startup-config IX>RZAHULT. SKEZRFLET,
ap# copy running-config startup-config

Destination filename [startup-config]? % Enter 3—Z# U TORICEHF T,
Building configuration...

[OK]

ap#
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4.3 BXGHERE(WEB GUI)

COEATIZL. Cisco Aironet 1700 OEKRIBHRDEEZITOEICOVWTEHRALEFY . BEAETEIER
(& L TFOIER(CRDET,

R NZERTE

IPv4 &7E

IPV6 :%7F

Web GUI 044 >/CZT— R(CLI D4FHEE— R/TRT—R)RE
SNMP i 2:%7E

(1) PC T Web J5UHZREIL. :RTETDA1YFD AP D IP PRURZhttp:// I(CHEE7 RL AN
_(:ljjbig_o

(2) 1-Y-%. X2 -RzEMBI(TOINERRENS, NAT-Re AAL T, TOKIZI)Y
JUET, WIHMEL, 1-Y—h2EHT/{XT—R(EICiscol T

[ Windows tFaUFo ﬁ1

The server 192.168.1.201 is asking for your user name and
password. The server reports that it is from level_15_access.

Warning: Your user name and password will be sent using basic
authentication on a connection that isn't secure.

== .

BEGEEGE

[ ox || Fr>tl

7 WEB GUI s8EEEIE
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(3) &8I Easy Setup #EV)wIULEY . Network Configuration N&RRESNESEI IV %
LT Network Configuration EEZZ&z=<UET,

CISCO HOME NETWORK ASSOCIATION
|
Home lllllllll
CISCO
Summary
I ¥ Fasy Setu I
Imc)onﬂgu ration I Hostname ap

Network Assistant
Home: Summary Status

Association

‘ Clients: 0

8 EmWIDE X (Network Configuration)

(4) BI4—IREANLET ADN5E T UEUIST Apply IN5>ZIRLET .

#+& 6 Network Configuration ®J1—JLR

# J14=)R BTl

® Host Name: Aironet1700 OINARZZIEELFT .

@  Server Protocol: Aironet1700 O IPv4 sXEZIBELET .
IP Address:

IP Subnet Mask:
Default Gateway

®  IPv6 Protocol: Aironet1700 O IPv6 REZIEELF T .
IPv6 Address:

@  Change global Web GUI (COJ1>3F23BD/\AT—REZE
authentication BUFY ., default enable secret &
password confirm enable secret(*:R)ICEIU/NA

J—RZADLFET,
AINAT—R(&, CLI DFFHEE—RICEIDEX
(CEFIALFT,

®  SNMP Community: SNMP OIZ1=F1&%Z%ELE T,
SRTEAZEEIBE. SNMP HEMCEDDE
ER
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Network Configuration | reboot AP || Factory Reset
@ Host Name: apl?GD
Server Protocol: O DHCP @) static 1P
1P Address:
@ IP Subnet Mask:
Default Gateway:
1PV Protocol: | pHep ¥ autoconfig LI static 17

@ IPv6 Address: ‘ Current SSID List(Read Only)
(XXX <0-128%)

Create a user

Username:

Password:

Change global authentication password

default enable secret:

Uil

confirm enable secret:

SNMP Community: defaultCommunity

ONO)

®) Read-only O Read-write

9 Network Configuration 5% EEIH

(5) WARNIG Xyt—INFRRSnizs. [OKIZRLET . sREDRRERFMTONTT .

Web R—SHEDAYE—S ' -

WARNING:
The settings shown on this page will be updated.
Click 'OK' to continue.

Fr il

10 WARNIG Xvt—%
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4.4 iR LAN BEXEE(WEB GUI)

COEATIZL. Cisco Aironet 1700 ZFFSEE DE<tF1)71E=0) WAP2-CCMP-PSK ZFIFAL
TESR LAN 2B3(CT35ECDVTERALET .

(1) WEB GUII(CPIEALT, EBBOISECURITY |EZfIDIEncryption Manager DIBE(CAS
D)zl CEmmz#HERLET,

(2) lEncryption Modes DI Cipherl(CF1vI%Z AN, [AES CCMPJICEELFT . [Apply-
All1Z$#9,

Security: Encryption Manager - Radio0-802.11N24CH2

Encryption Modes

O None

O wWEP Encryption
Cisco Compliant TKIP Features: [] Enable Message Integrity Check (MIC)
["] Enable Per Packet Keying (PPK)

[®cipher | [lazscowe V]

Encryption Keys

Transmit Key Encryption Key (Hexadecimal) Key Size
Encryption Key 1: O | | 128 hit ¥
Encryption Key 2: ® | |
Encryption Key 3: O | |
Encryption Key 4: O | | 128 hit v
Global Properties
Broadcast Key Rotation Interval: ® Disable Rotation

O Enable Rotation with Interval: (10-10000000 sec)

WPA Group Key Update: [l Enable Group Key Update On Membership Termination

[] Enable Group Key Update On Member's Capability Change

Apply-Radicd Apply=All Cancel

11 Encryption Modes s%EHE
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(3) WARNIG Xytz—INWFRRSNfcs. [OKIZRLEFT . sREDRRERFMTONFT .

Web R—ShEm vt — [

% WARNING:

The settings shown on this page will be updated.
Click 'OK' to continue.

OK Fr il

12 WARNIG Xyt—S

(4) £RIDISSID ManagerlzA7)y U CEEZHERBLET,

(5) ICurrent SSID ListliC[<NEW> IWNEREN TV ERERLET
(6) ISSID : (C SSID & (4R LAN O&HNZANLEY,
(7) TRadio0-802.11N*%%" |F[Radio1-802.11AC> | F v E T,

Security: Global SSID Manager
S$38ID Properties

Current SSID List
SSID: [networldssid
VLAN: < NONE > v| Define VLANs
Backup 1
Backup 2
Backup 3

Band-Select: [] Band Select

Universal Admin Mode: 1 Universal Admin Mode

Interface: V| Radio0-802.11N%#6H2

M Radio1-802.11AG®H

NetworkID: | |(04006)

13 SSID s%EEm (L&)
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(8) [Client Authenticated Key Management]®D[Key Management: %[ Mandator
yIZBERUET,

(9) [Enable WPA1ZF1v/ U TIWPAV2 |ZEIRLET,

(10) TWPA Pre-shared Key | ASCII NMEIREN TS EZMEREL T, 8 XFU L 63 XF
BUFT PSK(#EERIEHT A/ (XD - R)ZADLET,

Client Authenticated Key Management

| Key Management: [Mandatory v/ | [l cckm | Enable wpa IIWPAVZ v

I WPA Pre-shared Key: |nuuu - |I ) Hexadecimal
11w Configuration:
11w Association-comeback: (1000-20000)
11w Saquery-retry: (100-500)

14 SSID SEGEHE(H)

(11) [General Settings|MlAdvertise Extened Capabilites of this SSID]ZF1v/U
T. [Advertise this SSID as a Secondary Broadcast SSID |zFIv/ U9,

General Settings

| ¥ Advertise Extended Capabilites of this ssiD |

[J Advertise Wireless Provisioning Services (WPS) Support

I Advertise this SSID as a Secondary Broadcast SSID I

15 SSID s%EMEmE ()

(12) [SSID Properties]®l Apply 1Z$# L%,

Multiple BSSID Beacon
[Iset $SID as Guest Mode

[[]Set DataBeacon Rate (DTIM)|DISABLED  |(1-100)

Guest Mode/Infrastructure SSID Settings

16 SSID s%EEH (&)
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(13) WARNIG Xwtz—IhRReSNB. TOKIZHLET . SHEDRBRARFMTONET

Web —SHBDAvE— ) [

% WARNING:
The settings shown on this page will be updated.
Click 'OK' to continue.

Fr il

17 WARNING Xyt—%

(14) EBBOINETWORKIZAZMRIDODINETWORK INTERFACEIIRadio0-802.11N 2.4GHz]
ONECEDY )%= TEmZHERBLE S .

(15) [SETTINGS |09 % EDIWILET

2 AGHZ
RAD'C;?rfg_ﬁ-;W Tg DETAILED STATUS Ig SETTINGS Ig CARRIER BUSY TEST ]

Hostname ap ap uptime is 18 minutes
Network Interfaces: Radio0-802.11N2%"Z status
Configuration
Software Status Disabled 4 Hardware Status Down"
Operational Rates 10,20,55,11.0,60, | Basic Rate 10,20,55, 11.0 Mb/sec
9.0,12.0,18.0, 240,
36.0,48.0,54.0, m0-2,
mi-2 , m2-2 m3-2, md-2,

18 2.4GH EEEE#ER
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(16) [Enable Radio : |@[Enable Z#RUFT .
(17) IRole in Radio Network:l®d[Access Point(Fallback to Radio Shutdown) %
EIRUFT,

Network Interfaces: Radio0-802.11N2"2 settings

Operating Mode: Mixed

Enable Radio: O Disable
Current Status (Software/Hardware): Disabled " Down .’
Role in Radio Network: (O Access Point

I@ Access Point (Fallback to Radio Shutdown) I

() Access Point (Fallback to Repeater)
O Repeater

O Root Bridge
O Non-Root Bridge

19 Radio0-802.11N(2.4GHz)&EEim(LEF)

(18) lLeast Congested Channel Search:]%z[Channel 1 - 2412 MHz]. [Channel
6 - 2437 MHzl. [Channel 11 - 2462 MHzlD#H%EIRLET . iBIRIBEE(E F—R
— RO Ctrl F—ZHURNSITVET,

DefaultRadio Channel: |Least Congested Freguency V\Channel 00 MHz

Least Congested Channel Search: Channel 1 = 2412 MH=z
(Use Only Selected Channels) Channel 2 = 2417 MHz
Channel 3 - 2422 MHz
Channel 4 - 2427 hHz
Channel § — 2432 hHz

Channel 6 — 2437 hHz
Channel 7 - 2442 MHz
Channel 8 - 2447 MHz
Channel B - 2452 MHz
Channel 10 - 2457 MHz

Channel 11 — 2462 MHz
Channel 12 - 2467 MHz
Channel 13 - 2472 MHz

Channel Width: 20 MHz v |20 MHz

20 Radio0-802.11N(2.4GHz)sEEH ()
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(19) [Apply JZ#UZET,

Root Parent Timeout: l:l (0-65535 sec)
Root Parent MAC 1 (optional): [ ] (HHHHHHHH HHHH)
Root Parent MAC 2 (optional): [ ] (HHHHHHHH HHHH)
Root Parent MAC 3 (optional): [ | (HHHH.HHHH.HHHH)
Root Parent MAC 4 (optional): [ | (HHHH.HHHH.HHHH)
Close Window |1} 10000 A, Copyright (c) 1882-2015 by Gisco Systems, Inc

21 Radio0-802.11N(2.4GHz)z%EEE (T 5P)

(20) WARNIG Xwtz—IPF&RRenfcs. [OKIZHRLET . sREDRBRARF TN, 2.4GH
z DEERRNBRNICIRDET

Web R—SHEDAYE—S ' -

% WARNING:
The settings shown on this page will be updated.
Click 'OK' to continue.

Fr il

22 WARNIG Xyt—-3
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Networld
(21) A InIRadio0-802.11AC 5GHz|ZEYIL TEIEZHRBLET,

(22) [SETTINGS 1075 %=EIIVILET

5GHZ
z RADIO1-802.11AC :  DETAILED STATUS Ti SETTINGS : CARRIER BUSY TEST
= STATUS = = =
Hostname ap ap uptime is 15 hours, 25 minutes
Network Interfaces: Radio1-802.11AC* status
Configuration
Software Status Disabled ¥ Hardware Status Down ¥
QOperational Rates 6.0,90,12.0,18.0, Basic Rate 6.0,12.0,240 Mb/sec

240,36.0,480,54.0,
m0-2 , m1-2 , m2-2 , m3-2 |
m4-2 m5-2 m6-2 m7-2,
ma-2 , m9-2, m10-2
m11-2 , m12-2 m13-2
m14-2 m15-2 a0 1-2,
a11-2 a21-2 a31-2,

23 5GH EEHEHER

(23) [Enable Radio : |@IEnablelZ#RLF T,
(24) Role in Radio Network: 1Ml Access Point(Fallback to Radio Shutdown)|%
EIRUES.

Network Interfaces: Radio1-802.11AC*®" Settings

Enable Radio: ® Enable O Disable
Current Status (Software/Hardware): Disabled .’ Down "
Role in Radio Network: () Access Point

I ® Access Point (Fallback to Radio Shutdown) I

O Access Point (Fallback to Repeater)
O Repeater

O Root Bridge
O Non-Root Bridge

24 Radio1-802.11N(5GHz)a%EEH (L&)

(C) 2016 Networld Corporation
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Networld

(25) ENTHIFAT 3154, [Least Congested Channel Search: |#2T&IRLET . B
THIFA9I31%A. [Channel 36 - 5180 MHzIM5[IChannel 64 - 5320 MHzIETOF1
vIEINEFT .

BIRTBEE(E F—R—ROD Ctrl F-ZFHURNSITVET,

DefaultRadio Channel: ‘Least Congested Frequency v|ChanneI 124 5620 MHz

Channel 36 - 5180 MHz
Channel 40 - 5200 MHz
Channel 44 - 5220 MHz
Channel 48 - 5240 MHz
Channel 52 — 5260 MHz
Channel 58 — 5280 MHz
Channel 60 — 5300 MHz

Least Congested Channel Search:
(Use Only Selected Channels)

80 MHz

Channel Width:

® 25 Radiol-802.11N(5GHz)aEEE(H)

(26) [Apply 1Z#80UZET,

Root Parent Timeout: l:l (0-65535 sec)
Root Parent MAC 1 (optional): [ ] (HHHHHHHH HHHH)
Root Parent MAC 2 (optional): [ ] (HHHHHHHH HHHH)
Root Parent MAC 3 (optional): [ | (HHHH.HHHH.HHHH)
Root Parent MAC 4 (optional): [ | (HHHH.HHHH.HHHH)
Cloxse Wind 0w ) ) A Gopyrigiht () 1992-2015 by Gisco Systems, Inc

26 Radio1-802.11N(5GHz)&EEE(FLH)
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Networld

(27) WARNIG Xyt —IPWFRRSNS. [OKIZHLET . sREDRBRERFITOI, 5GHz
DEFRNMENCIRDET .

Web —SHBDAvE— : [

% WARNING:
The settings shown on this page will be updated.
Click 'OK' to continue.

Fr il

27 WARNIG Xyt—-3

(28) B PC O LAN y—J ) 2ikEFT.

(29) Windows DFZ/\—DBAIRBEIHOFY NI -9 742> %E7UvIL T, SSID —E%FRL
F9,

(30) s%EUS SSID Z#EIRUET

networldssid

Ty hO—oEHFEYS—2RE<

16:35

R, (W%
al P W s 5016/00/18

28 Windows 7 EfRiE{Gmm
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Networld

(31) tF1I)F1—F—ZENMNIA, Cisco Aironet 1700 (CEZTEULZ PSK ZAFILT, OK Z#7
ED

Fy bD—o EFa )T FEAALTILEW

tF1UT F-(8):

[ xF#HFRFRICTB(H)

L ox | #r>tn |

29 Windows7 fE{RiEEmm

(32) 18R PC h'oA 29—y N7 I AUBIFHERRZ1T D
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5. Cisco Aironet 1700 s%EZXE

ARET(E. BEE-RTHTEEFHD Cisco Aironet 1700 (WU T/NAD— RBREDEARN RIS TER
ZTEIBHECOVTERBLET .

5.1 Web 094 Y){AD—RDZEE(WEB GUI)

ZREATIE, Web O74>& CLI OFHEE— RICYIDERICFIAT 2/\A0— REZEE I 3 757ECDOVTER
BALZEY.

(1) WEB GUI (C7JTALT. EEBOISECURITY IABIDI Admin Access |DIEICED )y %
UCEEZ#ERBLET,

(2) Default Authentication (Global Password) |REB®. [Default Authentication
Password: J&[Confirm A Authentication Password: [(CEE&ZO/XT—-Rz2 A HULE
ER

(3) IDefault Authentication (Global Password) D[ Apply 1Z3#fUET .

Authentication Cache: ["] Enable Authentication Server Caching

Default Authentication (Global Password)

Default Authentication Password:
Confirm Authentication P ord: l:l ‘ Apply ‘ Cancel

Local User List (Individual Passwords)

User List:

30 Default Authentication Global Password :%EEIH
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@ Cisco Start Wireless r /ﬂ

(4) WARNIG Xyt—IPFRoRanfcs, [OKIZRLET . sREDRRERFNMTHON. 5GHZz D
ERIBERICRDET .

Web "=ty —=

o)

% WARNING:

The settings shown on this page will be updated.
Click 'OK' to continue.

oK Fr>El

31 WARNING Xvt—%

5.2 ##® LAN Pre Shared key OZEE

AEITE, #HR LAN O Pre Shared key OfEZ2ZE 33755 Z5ALEFT .

(1) WEB GUI (C77tALT. EBBOISECURITY IZRINISSID ManagerlDIECES )%

LCEmZIERBLES .
(2) ISSID Properties |AEB®. [Currenet SSID ListIh'5. IRFEEAL TLVS SSID & %%
RUEFT,

Security: Global SSID Manager

SSID Properties

Current SSID List

ssiD: Inetworldssid

VLAN: < NONE > V| Define VLANs
Backup 1:
Backup 2:
Backup 3

Band-Select: [[] Band Select

Universal Admin Mode: [J Universal Admin Mode

Interface: VI Radion-802.11N>4612

¥ Radio1-802.11AC®H

32 SSID

S i (L #B)
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@ Cisco Start Wireless - »
= Cisco Aironet 1700 EFERE-K J{vIRH— NPy THAK / e |

(3) TWPA Pre-shared Key [[(EEZDEZADILET,

Client Authenticated Key Management
Key Management: Mandatory v [] cckm M Enable WPA
WPA Pre-shared Key: I|nuuu - |I ® Ascll O Hexadecimal
11w Configuration:
11w Association-comeback: (1000-20000)
11w Saquery-retry: (100-500)

33 SSID s%EE @ ()

(33) [SSID Properties D[l Apply 121U,

Multiple BSSID Beacon
[Iset $SID as Guest Mode

[[]Set DataBeacon Rate (DTIM)|DISABLED  |(1-100)

Guest Mode/Infrastructure SSID Settings

34 SSID EEE(TE)

(4) WARNIG Xyt—IHFRoRanics. [OKIZRLET . sREDRRERFNMTHON. 5GHZ D
ERIERCRDET,

Web R—SHEDAYE—S ' -

% WARNING:
The settings shown on this page will be updated.
Click 'OK' to continue.

Fr il

35 WARNING Xvt—
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