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001: object-group network lantovpn_dst_net

002: any

003: object-group network lantovpn_src_net

004: any

005: object-group service lantovpn_svc

006: ip

007: object-group network local lan_subnets

008: 10.10.10.0 255.255.255.128

009: object-group network vpn_remote_subnets

010: 10.10.10.128 255.255.255.128

011: crypto ikev2 authorization policy authpolicyil
012: route set interface GigabitEthernete/o

013: route set interface Vlanl

014: crypto ikev2 proposal default

015: encryption aes-cbc-256 aes-cbc-192 aes-cbc-128
016: integrity sha512 sha384 sha256 shal md5

017: group 5 2

018: crypto ikev2 policy default

019: match fvrf any

020: proposal default

021: crypto ikev2 keyring key

022: peer SITE-KEY

023: address 192.0.2.2

024: identity address 192.0.2.2

025: pre-shared-key passphrase

026: crypto ikev2 profile prof

027: match identity remote address 192.0.2.2 255.255.255.255
028: authentication remote pre-share

029: authentication local pre-share

030: keyring local key

031: aaa authorization group psk list local-group-author-list authpolicyl
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032: crypto ikev2 dpd 10 2 periodic

033: class-map type inspect match-all lantovpn
034: match access-group name lantovpn_acl

035: policy-map type inspect LAN-WAN-POLICY

036: class type inspect INTERNAL_DOMAIN_FILTER
037: inspect

038: class class-default

039: drop log

040: policy-map type inspect LAN-VPN-POLICY

041: class type inspect lantovpn

042: inspect

043: class type inspect INTERNAL DOMAIN FILTER
044: inspect

045: zone security VPN

046: zone-pair security LAN-VPN source LAN destination VPN
047: service-policy type inspect LAN-VPN-POLICY
048: crypto ipsec transform-set test trans esp-aes esp-sha-hmac
049: mode tunnel

050: crypto ipsec profile test_profile

051: set transform-set test_trans

052: set ikev2-profile prof

053: interface Tunnel®

054: ip address 192.0.2.1 255.255.255.90

055: zone-member security VPN

056: tunnel source Dialerl

057: tunnel mode ipsec ipv4

058: tunnel destination 192.0.2.2

059: tunnel protection ipsec profile test profile
060: interface GigabitEthernete/eo

061: zone-member security LAN

062: ip tcp adjust-mss 1412

063: interface Vlani

064: zone-member security LAN

065: ip tcp adjust-mss 1412

066: ip route 10.10.10.128 255.255.255.128 Tunnel®d
067: ip route 192.0.2.2 255.255.255.255 Dialerl
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068: ip access-1list extended INTRANET-WHITELIST

069: permit ip any 10.10.10.128 0.0.0.127

070: ip access-1list extended lantovpn_acl

071: permit object-group lantovpn_svc object-group lantovpn_src_net objec
t-group lantovpn_dst_net

072: ip access-1list extended nat-list

073: deny ip object-group local lan_subnets object-group vpn_remote_subne
ts
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