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001: hostname C841M]

002: clock timezone GMT 9 ©

003: ip dhcp pool ccp-pool

004: dns-server 10.10.10.1

005: ip domain lookup

006: ip domain name networld.co.jp
007: ip name-server 203.0.113.250

008: flow record nbar-appmon

009: match ipv4 source address

010: match ipv4 destination address
011: match application name

012: collect interface output

013: collect counter bytes

014: collect counter packets

015: collect timestamp absolute first
016: collect timestamp absolute last
017: flow monitor application-mon

018: cache timeout active 60

019: record nbar-appmon

020: parameter-map type inspect global
021: max-incomplete low 18000

022: max-incomplete high 20000

023: nbar-classify

024: object-group network Others_dst_net

025: any

026: object-group network Others_src_net
027: any

028: object-group service Others_svc
029: ip

030: object-group network Web_dst_net
031: any

032: object-group network Web src_net
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Networld

033: any

034: object-group service Web_svc

035: ip

036: object-group network local_cws_net

037: object-group network local lan_subnets
038: 10.10.10.0 255.255.255.128

039: object-group network vpn_remote_subnets
040: any

041: username networld privilege 15 secret 5 password
042: class-map type inspect match-any Others_app
043: match protocol https

044: match protocol smtp

045: match protocol pop3

046: match protocol imap

047: match protocol sip

048: match protocol ftp

049: match protocol dns

050: match protocol icmp

051: class-map type inspect match-any Web_app
052: match protocol http

053: class-map type inspect match-all Others
054: match class-map Others_app

055: match access-group name Others_acl

056: class-map type inspect match-all Web
057: match class-map Web_app

058: match access-group name Web_acl

059: policy-map type inspect LAN-WAN-POLICY
060: class type inspect Web

061: inspect

062: class type inspect Others

063: inspect

064: class class-default

065: drop log

066: zone security LAN

067: zone security WAN

068: zone-pair security LAN-WAN source LAN destination WAN
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Networld

069: service-policy type inspect LAN-WAN-POLICY

070: interface GigabitEthernete/4

071: description PrimaryWANDesc_

072: ip address 192.0.2.1 255.255.255.0

073: no shutdown

074: ip nat outside

075: ip virtual-reassembly in

076: zone-member security WAN

077: interface Vlanl

078: ip nbar protocol-discovery

079: ip flow monitor application-mon input

080: ip flow ingress

081: ip flow egress

082: ip nat inside

083: ip virtual-reassembly in

084: zone-member security LAN

085: load-interval 30

086: ip dns server

087: ip nat inside source list nat-list interface Dialerl overload
088: ip route 0.0.0.0 0.0.0.0 192.0.2.254

089: ip access-1list extended Others_acl

090: permit object-group Others_svc object-group Others _src_net
object-group Others_dst_net

091: ip access-1list extended Web_acl

092: permit object-group Web_svc object-group Web src_net object-group
Web_dst_net

093: ip access-1list extended nat-list

094: permit ip object-group local_lan_subnets any

095: deny ip any any
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