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001: object-group service INTERNAL_UTM_SERVICE

002: object-group network portforwarding dst_net

003: host 10.10.10.2

004: object-group network portforwarding src_net

005: any

006: object-group service portforwarding svc

007: tcp eq 8080

008: class-map type inspect match-all portforwarding

009: match access-group name portforwarding_acl

010: class-map type inspect match-any INTERNAL_DOMAIN FILTER
011: match protocol msnmsgr

012: match protocol ymsgr

013: policy-map type inspect WAN-LAN-POLICY

014: class type inspect portforwarding

015: inspect

016: class type inspect INTERNAL DOMAIN FILTER

017: inspect

018: class class-default

019: drop log

020: zone security VPN

021: zone security DMZ

022: zone-pair security WAN-LAN source WAN destination LAN
023: service-policy type inspect WAN-LAN-POLICY

024: ip nat inside source static tcp 10.10.10.2 8080 192.0.2.1 80 extendable
025: ip access-list extended portforwarding acl

026: permit object-group portforwarding_svc object-group
portforwarding_src_net object-group portforwarding_dst_net
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