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N BIOEASETE. PPPOE. TJ4)LNL—b. NAT 2ED WAN BIOEARSETE . LA > F—RvNE
LR DIRERN RITATIA—IERENT TUTWBBDELFET . J1vIty NPy ToH—RefERUE
ROy N PYTLOWTIE. DAYIRA— M1 REISIRTZEL,

® Cisco Start Router :8E~N=17) J4vIX9—M AR Cisco 841M 1J:
http://www.networld.co.jp/download_file/4574/7266/

(C) 2016 Networld Corporation
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2.1 FECSTRHEE

CWS [CI3ZADEERHEENREINTOTIN, EOINTZHAITDEAZOBEN RN I BT
. LUTF OHEEICRE I 2 E/ AN RAEIZ LT,

® ASA/ASAv, WSA/WSAv, Cisco 841M J13)—-ZXBIFDISR G2, AnyConnect, 29> R
70> BLEENITSOY-%FERLIZ CWS

o EFARVAETEEMNHZ7IUT -3 BLU Web LE17—3a>XI70DEL Web H1 M
9% Web tF1UF1%Z/\(){XF 2R MIZ
Web J4)VAUT DIA—4H
Web J1ILAU I DILEHEEE (SearchAhead. ZEHRER. O-H73/E -3, ERIOHTTP
S HIfE. FAREFRIRIS—DFR. KHFE Web U4 hDEISEE. I0F7>VEERINAYI -0
k. B> Ry IX)

® HFED Web B4 MIXid3 Web J4ILAU>H%I\A)CZATBRTA RIZ K

o  JIA-DONYIPYTELVUZ T

® CWS Connector ®/{TJUys IP 7 RLZADi#5!

o Z-N-I-Y=-7hIU > UANDOEETND> hOVEREAERDEAE

o I1-H-JI-TBONIIDMBIF(EERE

e XHURFOVE® PAC FREI7AILE AnyConnect FBD Web tF1UF15&ET7( I DOEIR

®  HRHLHTTP AvH—DiBNN

® HTTPS Inspection

® ScanCenter D77t RE7I74E7 4. DU APIDEIT. BLULIR—- NOBEIREERITOER

® OCC

® Portal 1.0 ZERAUEFHRININA-BLULR-K

® Portal 2.0 ZERAUEFHRIINA-BLULR- K

® CWSZ/NMI\RAF2ZRITAMAK

2.2 {ERUHH

AETHERUEM L LIFDESDTT,

& 8 AETEALLHM

7] HmBBIBER mE
Cisco 841M J31)—X C841M-4X-JAIS/K9 15.5(3)M

T\ A AEBY-)L CCP Express 3.1.2

PC Windows 7 x64 Professional
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SP1
Web J59H— Internet Explorer x64
11.0.9600.18163
CWS CWS-AMP-1Y-S1 SRR
CWS EIER-4)L ScanCenter February 19,
2016
CTA CTA 1.0.612
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3. CWS D&EFIIR

CWS O#IERtY M7y T #EI1TUE T . CWS OFERY N7y Tld. Portal 1.0 DEAIETE. Por
tal 2.0 DEARNTE. EARNRIIAI-DRTE. BLU CWS S/ AF—0FITEEITUFET.

3.1 ScanCenter DA—=/\—-1—-Y=FhO I MDTIFAN=->3>

CWS OHTZRIVTS 3> %8 TRSEUILZS. Cisco fHC&RY—-EXNTOES3I—> I H%E T3
& FEEFIC Cisco FHTRMUTBFER T EF X —IL 7 RLRFEIC ScanSafe U —EZXNS LT DIF
WNEEENFT PHUD R ITAR—230(F EBFA-)VCEEEHD URL ZfEALT ScanCenter
DRA=N=1—H=TNI>bDINAT— RZFRTEITDETT TUE T BB BFA-INZZEUIIF-E
H5 24 BEREIAARIC, PRI KNP ITANR-230 %58 TESHZENHDET,

T34%)—-57—-0 FQDN

N7y T5I7—0 FQDN

ScanCenter DA—/\-1—-H-7hH70>bD%AT CEXFFOEITERTETFA—IT7RLR)
ScanCenter OZ—/\—1—H—-7hHU> bDOR—-4)L ID

ScanCenter OX—/{\-1—-Y-7HD> bD7I)74—3>F URL

ScanCenter DX—/\-1—H-7hU> NMEIE T EEN3 7 I RHERIE. ROESDTT,

£+ 9 ScanCenter DBIEEDA—/\—1—-H=7hHU> bDT7 I AHER

;1o HER e
d1-H-Xyt—- Read / Write
BFA-NTS5—H Read / Write
RER /BRI DT Read / Write
SFHIRER Read / Write
19—ty b Read / Write
REERORTF/REURFEROHIBR  Read / Write
BELR-NOER Read / Write
BELN—bOVERL./ fRgE Read / Write
AT 1-EEESINLLUR- OB Read / Write
AT 1-)VESTESNIZLIN—NOVERL /#R&E  Read / Write
BEFA-IZEEBOEER Read / Write
R NS T ILR—k Read
ANA917 Read / Write

(C) 2016 Networld Corporation
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Web J4)LAU>4 Read / Write
o WMANOES il Read / Write
NRT—ROZE Read / Write
IP 7RLADRAFv> Read / Write

=y B Read / Write
54F3v%- DNS Read / Write
Foalk Read / Write

D47 NV RERE Read / Write
d1-9-/9)\—-TE1E Read / Write

EEBDETE Read / Write
TPOT74ET4 / THUREEE Read

T4923H) -/ TP/ VBT —IN-X Read / Write
I-H-UZDA>R—h Read / Write
HTTPS hSJ1vItRE Read / Write
RARENTWVWS > J1F1L—23> T4 Read / Write

(1) ScanCenter OX—/\-1—-Y—=7hD> DO/ XT— RE&KTEBEE(CFEBILET . [Administrat
or Portal Login]U>23/") &)W IULET,

& 2l ik 3 F-LRTRFA L 9] ¥ [ ) A BER
L a 9 ] - & -t - ] E
>_S ® 1M =T & EELTHIR o - ' P ‘a_‘Y ﬁf ama-
& s - & i o prsa - 500 | 8
& BB - B R P e G0 e T R
e B 3
ETE ]
™ ScarSafe Provsioning -+ = aclsto com) HEEH *
s = =
e Cloud Security for Networld Corporation : 250 Web Security and AnyConnect Secure Mobility, 250 AMP, 250 Log Extraction : PO #
PO Number
Term (Months): 1.5
Seat / Services: 250 Web Security and AnyConnect Secure Mobility, 250 AMP, 250 Log Extraction
As of 02-Feb-2016, Networld Corporation has been provisioned Lo use the Cloud Security Services
PLEASE FIND BELOW YOUR PROVISIONED SERVICES, LOGIN AND PROXY DETAILS FOR YOUR EVALUATION ORDER.
=== " = scansafe nat
& = === Nows 500 6isco.com
/ IP Address
or Login Usar e Enetworld co jp
Administrator Portal 1D
Administrator Portal Login
(NOTE: This URL wil
pire after 24 ho o
eosiving this emaill
O Scansafe Provisioning (M T BHFEEERLET. I

3 ScanCenter DA—/\—-1—H5-7h9> bDIEER

(2) ScanCenter OX—/\=1—H=7hD> D)X T—-RZE&TELFE T, [Password: 7+ i
WHRCINAT—RE AULFT, [Confirm Password: |7+ X MWIRICERICASUR/IRADT—

(C) 2016 Networld Corporation
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ReBEVIEZ ASILET . [Save NI Z2IUILET . A—/\—-1—HF-7h7> M OvI7Ihen?
CEEHDFERAN. ScanCenter ADOOYJ A NIEFEIKELT 2L/ CAT— Ry k&, RD/CZ
J— RIMBIERRTEEF X7 RUATEISXRESNFT . 26, ScanCenter ORA—/\-1—-5-7
HI2 MDD —RICE U TFOBHMNREEINTOLETS . BEENELZENSE. REFOAAIICE
RSNBI X T7AAUN 7 IT7ADAUCENDE T,

e BXFUUE
1 DU EDZTNF
1 DU EDEKXF
1 DBl ED¥EF
1 DB EDROFFIRNF @#$% N N&+=_1:7?
90 HEIOBREAR
BIED 5 DDNZT—REERDFF

NI - . .
Cisco Cloud Web Securit , Portuqués Enalish
cisco y mrz d@networld.co.jp logged into: Networld Corporation Help ‘ Guides ‘ Release Notes | Logout

Change Password

{I) Please create a login password.

r Enter p
The password must contain:

* At least 8 characters

* One or more lower case letters
* One or more upper case letters
* One or more digits

* One or more following special characters: @#$%"&+=_1:?
Password: Confirm Password:

©

© 2016, Cisco Systems, Inc. | Privacy Policy ‘ Disdaimer

4 ScanCenter QA—=N—=1-Y=7HU> FDIXAD—RODEHE
(3) ScanCenter OX—/\=1—H-7HI>  NDT7IFTANR-23aVN5TE T I3, ScanCenter (CH
B(CIERiSNE T . BB, Web J39H—h5EH. ScanCenter (COJ4>93((F3. LLFD UR
L #ERALEY.

® https://scancenter.scansafe.com/portal/admin/login.jsp

(C) 2016 Networld Corporation
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Networld
b oo Cloud Web Security Portuoués Enalish
Cisco ~# - m@networld.co.jp logged into: Networld Corporation Help | Guides | Release Notes | Logout

Web Filtering

Launch Portal | for Dashboard, Drilldown and Analysis

") Reports = Dashboard = 54 web Policy =

Create a New Report.. Composite Reports:- Web Virus Blocks-. Spyware Blocks Filters:: Schedules:-
Application Reports:: Web Filtering Blocks:: Facebook Usage:: AMP Blocks

© 2016, Cisco Systems, Inc. | Privacy Policy | Disclaimer

5 ScanCenter ®ik—A

@ Cisco Cloud Web Security
I ¢ Username | ]
t Password \ ‘
Login |
e

Forgotten your password?

Portugués English

® 2016 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are registered trademarks of Cisco Systems, .éllls'él(;'
Inc. and/or its affiliates in the U.S and certain other countries.

6 ScanCenter ®1—Y—525iE

(C) 2016 Networld Corporation
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3.2 ScanCenter OEXRSE

ScanCenter DFR=:8. A-/\—-1-Y=ThUo N 7vI7—NEAN. 75— NEX]. LU Port
al 2.0 DHEEFEITUF T, IRIED/\—>3>0 ScanCenter (C(&. #E/N—>3>0 Portal 1.0 &,
Portal 2.0 BSRBTELTVWET . AETIL, Portal 2.0 EBASEUAVED. RHEEDERE (L Portal 1.

0 ZHELTVBEDELET,

3.2.1 RREEOHE
ScanCenter C{EHI3=SB%ZHELET,

(1) ScanCenter OFRREEBEZLTELET, [English1U>I5R)VE (I Portugues [U>I5
WEIIWILES , ScanCenter MRTEDR— KU TWSS5E(E. REBEMNIVNIILEED 2 TEXETY,

"Il'lll' Portugués
cap)

: i Enalish
Cisco Cisco Cloud Web Securlty =4 - med@networld.co.jp logged into: Networld Corporation Help | G b .

el
Web Filtering Reports

") Reports = Dashboard = (54 web Policy =

Create a New Report.. Composite Reports:- Web Virus Blocks-. Spyware Blocks Filters:: Schedules:-
Application Reports:: Web Filtering Blocks:: Facebook Usage:: AMP Blocks

© 2016, Cisco Systems, Inc. | Privacy Policy | Disclaimer

7 ScanCenter DFREEDE

3.2.2 2-){-1-Y-FPHI> MDEFE
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ScanCenter OX—/\-1—-Y-7hHD> b2 TELFT ., ScanCenter Tl&. FEIDF7IFT4 -3
STOCRATERURTAIY A== T1 - =T7hHD> ML TEZMEEN. ScanCenter D5EER2 7
D 2FERZT5ENET,

(1) ScanCenter OA—/\—1—H—7HI> R EBEMECBEILET . [AdminlFIZ7UvIL
F9. ['Your Account]ROVIIIUZ ST Account Details |UZ MW ILET

Cisco Cloud Web Securit Portugués Enalish
CIsco V mhpum@networld.co.jp logged into: Networld Corporation 1 Lekl‘ Guides | Release Notes | Logout
2
Notification Home Dashboard Web Virus Spyware Web Filtering Admin Reports Threats
Your Account - icati 4 Management 4 Audit 4 HTTPS Inspection i 4  Downloads 4
ACCOURT Detalls |
Change Password 9
Scanning IPs

Admin Users 1 these details need to be amended please change below and dick "Save’
Notifications
Log Extraction

Organization Details (ID ——s—"El-=-)

General Details

o

® 2015, Cisco Systems, Inc. | Privacy Policy | Disclsimer

8 ScanCenter DA—/\—-1—Y-7HD> MDETE

(1) ScanCenter DX—/\—=1—5 =702 FOENBEROFBZETRUET . [ * IIANIHEEEE
NISREG. WADKETT . 8. BIET CWS OB IRV T3> #FFUIeEE(ERUE A
BRNEFRENTVET,

[Personal Details]FIAI> %90 ILET,

[Titlel ROVFAIUZ ST HI> MERE OBFZIRIRLET

[First Namel7FXMNRYIR(ICT > MEREDZZANULET,

[Last NamelFFZNRYIRICT > MEREDOHZANDLET,

[Mobile PhonelFFXMRYIR(CTHI> MEREDEFEFEESEANLET.
[Save 7> &IIWILET,

©@ ©O® 0O e

(C) 2016 Networld Corporation
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alvalee . .
Cisco Cloud Web Securit Portugués Enalish
CIsco V s @networld.co.jp logged into: Networld Corporation Help ‘ Gu\desl Release Notes | Logout

Dashboard Web Virus

Your Account 4 icati 4 Audit

Account Details

Global Account Details - Should these details need to be amended please change below and dlick "Save’

.- -0}

@® 2016, Cisco Systems, Inc. | Privacy Policy | Disclaimer

9 ScanCenter DA—/\—-1—HY=7HU> bOEANTBIHROETE

(2) ScanCenter D2—/\—1—H=7HU> MOSHIBROFEMZEIRUE T, [* IGANHEEES
NISEREE MADRTETT . BH. BIET CWS OB TRIVTS 3> FEUES(FERLR T
BRNEFRENTVET,

@ [Organization Details|FIAFI>%IWILET,

@ [Job Titlel7FAMNYIRICTHI> MERBEDEIZZAIUET,

® [Organization Namel7FAMNYIR(CEHZEANUET, COFREFEETEEE
Ao
[Telephone |7+ A MWIR(CEHOEFEESEANILET,
[Fax1T7FANMRYIR(C2tED FAX HESZANIUET,
[City ITFAMWIR(CEHOHX B Z A DUET
[Address 1]7FANNYIRICEHDEFIZATILET,
[Address 2 |7FANMNYIRICEHOEFFIOHEE (BME) 2 AHUET,
[Address 317FANMWIRICEHOEFROME (EIVEE) 2ANDLET,
[Website |7+ A MWIRICEHDR—LR—2D URL ZASIULET,
[Save iNT>&IUvILET .

® 6 00 o®

(C) 2016 Networld Corporation
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e . .
Portugués English
Cisco CISCO CIOUd WEb Securlty wd .-mi@networld.co.jp logged into: Networld Corporation Help ‘ Guides | Release Notes| Logout

Your Account

Account Details

Global Account Details - Should these details need to be amended please change below and dick "Save’

Organization Details (ID -~ w-2-8= §)

L Website

[
s RO

10 ScanCenter DA—/{—1—Y-7hHI> MDEITIEERDRE

(3) ScanCenter D2—/\—1—H=7HU> hO—ARIGIROEMZEIRUE T, [* ITANHEEES
NISEREE MADETETT . BH. BIET CWS OB TRIVTS >R EUeES(FERL—H%
[BIRNEFREINTLET,

[General Detailsl AT %IUYILET

[Country | ROVIFIUZ NS Japan Z&IRUET .

[Time ZonelROYIHISUZ RS timezones.GMT+9:00 #EIRLFT .
[ZIP/Post Code|7+AMNRWIRICEHDEMEESEANILET,

[Expiry DatelTFZXNRYIAIC CWS BIZRIVTS > OBMIAREADILES . CD5%
EFEZEETEEEA.

[Seats]TF AN CWS BT ROV T3> OB Y- AIUET . COKE
FEETEFEEA

@ [SavelN7>%IIWILET,

©® 006

©

(C) 2016 Networld Corporation
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a4 )
Cisco Cloud Web Securit Portugués English
cisco y i ppi@networld.co.jp logged into: Networld Corporation Help | Guides | Release Notes | Logout

Spyware Web Filtering

-
Your Account icatis g 4 HTTPS Inspection 4 Downloads

Account Details

Global Account Details - Should these details need to be amended please change below and dick 'Save’

Organization Details (ID g B-=5)

Country

‘B I Japan
o

Time Zone

I timezones.GMT+9:00

ZIP/Post Code
I 1010051
Expiry Date

I Mar 19, 2016

- 0

® 2016, Cisco Systems, Inc. | Privacy Palicy | Discisimer

11 ScanCenter DA—/\=1—Y=7hU> MO—IBIRDRE

3.2.3 7YvJ'7—MNEXDRE
PB—ERDA>TFRPIZIE. TO5) SOFHEREBNIHAEZ B DIEIR(E. ScanCenter THESR
TEFI, INSDIBEIREZEF AN TRELWGER. BT 2EHRBIOKEFXDEF AT RL
AZREVET , CCTREI DB TA-INTRLRG K7y TT— NBRIOB#INA T ScanSafe H—
EX({ERINET,

(1) ScanCenter O7vJ7—NBRIOEEBEICEBEILEI .. [AdmIin]¥T27UvILEY . [Yo
ur Account]ROVFAIUZ M5 Notifications JUR MEIUwILET

(C) 2016 Networld Corporation
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Cisco Cloud Web Securit Portuaués English
Cisco V mhpum@networld.co.jp logged into: Networld Corporation Lekl‘ Gu\desl Release Notes | Logout
Dashboard Web Virus Admin Reports

4 Audit

etails need to be amended please change below and dick "Save’

® 2015, Cisco Systems, Inc. | Privacy Policy | Disclsimer

12 ScanCenter O7vJ'7— MBI DERE

(2) BAEZFEB 7y ST — NOFESEE . 7Yy T — NBAISEOEF AT RLAZRELET . 7Y
T7 - NBRISEOEFX—IVT RLAZEEEIRT 2IHEE. QLd. FE®OLQEEFA-ITR
LADEIZHEDRUET .
® [Manage Service Update Settingsl LA %=IIWILET
@ Y-ERICEIZIEHRZZITEBHSE. [Send Service Update Emails|F1viiky
DACFIVIZ ANT T,
® Y—-EXICEET3IBEHRERZITESZHZS(E. [Send Service Update Emails 5+ MR
VIR CTYTT— MBI DEF AT RLAZAFUET .
@ [Add RecipientlM9>%IUvILET .
® JOYYIMNCET 31EHRE = ITES5A(E. [Send Product and Feature Update E
mails |FIYIMRYIRCFIVIZ ANET
® JO4YMNCRET31EHRZ2ZITER%H&(E. [Send Product and Feature Update E
mails |7+ A MO RCPYTT — NBAISEDEF AT RLAEAFILET
@ [Add Recipient/iN7>%&7UvILET .
[Apply IN5F>=IUvIUET,

(C) 2016 Networld Corporation
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a4 )
Cisco Cloud Web Securit Portugués English
cisco y u g-w8 @networld.co.jp logged into: Networld Corporation Help | Guides | Release Notes | Logout

Spyware Web Filtering

-
4 HTTPS Inspection 4 Downloads

| * Manage Service Update Settings ¥, Unsaved changes

You can opt to receive notifications by e-mail about service maintenance and outages, new features, and functional

changes. To receive these e-mails, select the relevant check boxes and provide an e-mail address in the
corresponding field. We will use these email addresses only for the purpose of sending such notifications. You can

change your e-mail notification preferences at any time. Whether or not you elect to be notified by e-mail, we will
also provide online notifications in ScanCen@

Send Service Update -| F = @netwnﬂa.co.]p l_

Se..dpmd.m..ma@ %1 | ISR T |

Update Emails : :

You have 1 notification, 0 unread

(N Status Subject Category Date Received
Service Notification - CWS Advisory:
O — cy Maintel - mEe OC &

13 Feb 2016 15:34 GMT

One item found.

Remove Selected

@ 2016, Cisco Systems, Inc. | Privacy Policy | Disclaimer

13 ScanCenter O7vJ'5F— MNEMOEE (F¥4)

3.2.4 75— MNEADRE
ScanCenter OOJ4ICKBIUIBEC, FFEDTBIRICEFA-INTT 53— NBAIZEETEET,
CDEHRZEBFA-ITREUWVEER. BT ITEHROEF ANV RVAZRELET, £z, 22
T(&. ScanCenter AOOJA I(HEEE KL TOVISNIET AT MOV OERBR % MKEE I 2585
DEFA-INTRLABHE TRELET,

(1) ScanCenter O75— NBAIDE EEE(CEEILEYT , [Admin19T%JUvIUET, [Audit]
ROVFFIUZ ST Access Settings [UZ MeAUWILET

(C) 2016 Networld Corporation
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mli 2@ networld.co.jp logged into: Netwpgd Corporation Help | GLIIdESl Release Notes ‘ Logout

Dashboard Web Virus .o

Your Account 4 icatic 4 | Audit ~ JHTTPS Inspection f 4 7Dﬂ“|l|ﬂﬂd§
ScanCenter Access
i ScanCenter Activi
Account Details Lo TR

Log Extraction Activity
Global Account Details - Should these details need to be amended please change below and | paport Management

et g . . . "
.clls'clo' Cisco Cloud Web Security , o Portuués Engish
Admi

Report Execution

Personal Details e

Organization Details (ID o~ z— E-8-)

General Details

® 2015, Cisco Systems, Inc. | Privacy Policy | Disclzimer

14 ScanCenter 73— MNEXIDEE

(2) 75— NBHIDEETEFXA-ITRUR, 7HU> NOYIBRBRRREFZ OB FX—IL7RUR, 7
S—MNBXISEDEFA-ITRUVA 8LV 75— MNBHOETHIRZEELE T 75— MNBAISTOD
ETF AT RLRAZEETR I DIHEE. @ZBFA—ILT RLADLITFHEDRUFT .

@ T[Alert email sender address: |7FXMNNWIRICTT— MBHIDXEBEDEF X)L
7RLAZANUET , COfEZIEELRVMEE . BEIE T noreply@scansafe.net hh&{5
BLUTGREINET,

@ [Contact email in the login failure message: |7FANRYIRICTZHD> ~OWH
BRFOOYIERBRDMFESTTDEF AT RLAZANIUVET . COEZIEELRVGS. BT
ETA=/N\=1-HY-THhI> MDEFA—IT RUAMEFEF L TRESNE T

® [Enable email alerts|FIyIMyIR(CFIVIZANET .

@ [Email addresses to be alerted in the event of login failureslFFX My
DACT5—NEIREZETDEFA-INTRLAZAILET . RAT S5 20EBFX=IL7R
LRAZRETEET,

® [Limit the rate of email alerts (Max frequency) |ROYIFAISUZMS—IE
IR M EEIRUET . 75— MNBAIOHNCORTEICEUIZEICEFA-INNEE
EnEd,

® [Limit the rate of email alerts (Period) ]ROYIAIIIZR SRS MR R
RUET . 75— NBAIORIRNCOEEIGEUIBEICEFA-IMREINET,

@ [SavelN7>%IIWILET,

(C) 2016 Networld Corporation
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vl . . )
Cisco Cloud Web Securit Portuqués English
cisco Y ~a . @networld.co.jp logged into: Networld Corporation Help | Guides ‘ Release Notes ‘ Logout

Spyware Web Filtering

-
Your Account icatiy L} 4 HTTPS Inspection 4 Downloads

I Access Settings

rAlert Email Sender Add

This email address will be used as the 'From’ address for administrator messages and email alerts. If left blank the
default is 'noreply@scansafe.net’. Any SPF rules attached to the configured domain must permit emails that
originate from this server.

Alert email sender address: [ | | |

rLogin Failure Message Settings

If the contact email is left blank, the superuser's email address will be used.

Contact email in the login failure message: [ | I@

- Email Alert Setting:

Enable email alerts @ m

Email addresses to be alerted in the event 3 B@networld.co.jp

of login failures @
Limit the rate of email alerts 3 @

@ 2016, Cisco Systems, Inc. | Privacy Policy | Disdaimer

15 ScanCenter O75—MNEHIODRE (GHH)

3.2.5 Portal 2.0 D5E
CCETERAUE ScanCenter OEE(L. Portal 1.0 (L& TIRMASNTVET, CC T FEHE
R=AI)D Portal 2.0 DEARKTEZFEITUEY . Portal 2.0 Tl&. CWS D7 I71ET1Z DI 31
DOLNBE. TR, TERA - T1—-AMRHENF T,

(1) ScanCenter @ Portal 2.0 ((#&UF9 . [Homel¥T%9)yHIUFd, [Launch Portal |
NI ZIIWILETD,

(C) 2016 Networld Corporation
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Cisco Cloud Web Seq Portugués English
Cisco = ~-me@networld.co.jp logged into: Networld Corporation LE|E| Guides | Release Notes ‘ Logout

——— m Dashboard § Web Virus Spyware Web Filtering Adwmin

Launch Portal | for Dashboard, Drilldown and Analysis

") Reports = Dashboard = (54 web Policy =

Create a New Report.. Composite Reports:- Web Virus Blocks-. Spyware Blocks Filters:: Schedules:-
Application Reports:: Web Filtering Blocks:: Facebook Usage:: AMP Blocks

© 2016, Cisco Systems, Inc. | Privacy Policy | Disclaimer

16 ScanCenter Ok—A

(2) ScanCenter @ Portal 2.0 O EEIE CFBEILE T, [F1ILIINTI>ZTIVILET .

(C) 2016 Networld Corporation
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Rules higher in the list will take priority over the lower ones. Use the armows to change the priority of each rule by moving them up or down in the list.

Please note that anonymization rules are treated separately from the main policy. Hence these appear in a separate part of the table. These can be ordered in the same way as the rest of the
rules, and anonymization will always take precedence.

There is a maximum of 100 enabled rules allowed for the palicy.
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Access Denied

The website -URL- has been deemed unsuitable for browsing by your administrator
and has been blocked.

Reason: The category of site has been blocked by your System Administrator

If you have any questions or anything, please do not hesitate to contact me.
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Warning!

The web site you have tried to access may not conform to the company's Acceptable
Usage Policy

-URL-

If you want to continue to this website click the "Accept” button below to proceed
which will give you temporary access to this website. Please note that all web access
iz monitored.

If you have any questions or anything, please do not hesitate to contact me.
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Rules higher in the list will take priority over the lower ones. Use the armows to change the priority of each rule by moving them up or down in the list.

Please note that anonymization rules are treated separately from the main policy. Hence these appear in a separate part of the table. These can be ordered in the same way as the rest of the
rules, and anonymization will always take precedence.

There is a maximum of 100 enabled rules allowed for the palicy.

Move Rules Groups/Users/IPs Filter (& Schedule Action Active Edit Exceptions
default Anyone Anything Anytime o B
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Notification Home Dashboard Web Virus Spyware Web Filtering Admin Reports Threats
Management - i } 4
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LES anage Policy
Schedules
Policy i= Manage Policy =V = Create Rule
Quotas

2 priority over the lower ones. Use the arrows to change the priority of each rule by moving them up or down in the list.

Global Settings
1 rules are treated separately from the main policy. Hence these appear in a separate part of the table. These can be ordered in the same way as the rest of the

Cloud Bypass
ilways take precedence.
Policy Backup / Restore
There is a maximum of 100 enabled rules allowed for the policy.
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Web Filtering
-

4

Web Filtering > Management > Filters » Manage Filters

i= Manaqe Filters £ Edit Filter J 55 Create Filter

Created on
03-Feb-2016 06:48 UTC
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(3) Web J(IWAV T DIV %RELET .
@ [Filter Name: 17+ MNYIRICTINA—-DZETZASILET .
@ [Domains U273/ &7IvILET,
® [DomainslTFAMWIR(C youtube.com ZAHDULFEY , COTFFAMWIR(C(E, 18
HORX D 2%FIETEET  BEORX O RZERAITZIHEE LITICL1DORAA>E

ZANLET,
@ [Save all SettingsIh7>%zoUvILE T,
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Notification Home Dashboard Web Virus Spyware Web Filtering Admin Reports Threats
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1 i i 1

Web Filtering » Management » Filters » Edit Filter

i= Manage Filters =7 Edit Filter 15 Create Filter

Filter Name: @

Enter the Do etworks/IPs to be included in the filter

! Unsaved changes

— D i

[youtube.com

% Inbound Filters

Categories

)| E=SN—

Lontent Iypes

()

File Types

4% Bi-directional Filters

Applications
Domains can be entered as an explicit URL or as domain names (without the "/" suffix). You must omit the "httpz//". You may specify sub-domains and

Exceptions paths.

Custom User Agents

r Networks/IPs

Networks/IPs can be entered as a specific network address or a single IP address(without the "f" suffix, the default netmask would be 32).
Cancel]
@ Save all Settings
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3.7.2 A3 1-)VDER%
WD (WHEN) J4IILA—DXRICTDINE. ATS1—-IVTHELED,

(1) Web J4IWA ORI 1—- VD& EBEICEEILET ., [Web Filteringl97%#7UvIUE
9, [Management| ROYIAI IR MSTSchedules JUZ MEOUYILET
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Web Filtering

anage Policy

= Manage Policy =7 = Create Rule

2 priority over the lower ones. Use the arrows to change the priority of each rule by moving them up or down in the list.
Global Settings

Cloud B 1 rules are treated separately from the main policy. Hence these appear in a separate part of the table. These can be ordered in the same way as the rest of the
ilways take precedence.
Policy Backup / Restore
There is a maximum of 100 enabled rules allowed for the policy.

Rules ‘Groups/Users/IPs Filter (& Schedule
default Anyone Anything Anytime

® 2016, Cisco Systems, Inc. | Privacy Policy | Disclaimer
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(2) Web VAV DRI 1—- )V ERUES . [Create Schedulel57%7Uv L%,

"cllls'élc;' Cisco Cloud Web Security
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4

Web Filtering » Management > Schedules > Manage Schedules

£ Manage Schedules £} Edit Schedule

Schedule Name Time Days

lunch From 12:00 To 14:00 GMT Mon - Tue - Wed - Thu - Fri
working hours From 09:00 Te 18:00 GMT Mon - Tue - Wed - Thu - Fri
anytime From 00:00 To 00:00 GMT Everyday

@ 2016, Cisca Systems, Inc. | Privacy Policy | Disdlaimer
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[Schedule Name: |7+ AMNNYIRICAT S 1-)LD&FIZADIUET,
[From:(Hours) |ROYIFFI A RS 00 Z#IRLET
[From:(Mins)1ROYIAI)ZRS 00 ZEIRLET .

[To:(Hours) I ROVIAIUZA NS 00 ZBIRLET .

[To:(Mins) | ROYIFIUZA RS 00 ZEIRLET .

[Time Zone]ROYIFFIUZ RS GMT+09:00 ZEIRLET

[Everyday | FIYIMYIRICFIVIZANET  INZRTEITDE. INTOEHOF 1YY
AR ICEEICFIVINADET,

[Create Schedule/N9>%9wILET

alal.
Cisco Cloud Web Securit Portuaués English
Cisco V m=m p@networld.co.jp logged into: Networld Corporation Lekl‘ Gu\desl Release Notes | Logout

SHONGRCNORONGC)

Web Filtering » Management » Schedules > Create Schedule

= Manage Schedules =7 Edit Schedule = Create Schedule

Schedule Name B
the time interval and Ly "I zone:
o J
Time Zone GMT+09:00 [ V]

Select the days @

[w] Monday o Tuesday o Wednesday E‘Thulsdav il Friday s Saturday ] Sunday

I [ Everyday I@

© 2014, Cisco Systems, Inc. | Privacy Policy | Disclaimer
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3.7.3 b—IVDYER%
JV5—Tsf (WHO) (fEz%E4T (DO) I9h . - THELFT. S AETRI-Y-
PIIN-TBONS Ty DRI ELEERIZERL TVWRWZSH. IRTOI—T—(THIBOIL—)LHNE
AHEnzd.

(1) Web J4LAV T DI -V O&EBmEICEEILET . [Web Filteringl57%7UvIUEY . [M
anagement] ROYIAIUZ M1 Policy IV MNeIUWILET
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Web Filtering

Policy > Manage Policy
@ i= Manage Policy = = Create Rule

2 priority over the lower ones. Use the arrows to change the priority of each rule by moving them up or down in the list.
Global Settings

Cloud Bypass
Policy Backup / Restore
There is a maximum of 100 enabled rules allowed for the policy.

1 rules are treated separately from the main policy. Hence these appear in a separate part of the table. These can be ordered in the same way as the rest of the
ilways take precedence.

Rules Groups/Users/IPs Filter
default Anyone

& Schedule
Anything Anytime

® 2016, Cisco Systems, Inc. | Privacy Policy | Disclaimer
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Web Filtering
-
3 o

Web Filtering > Management > Policy > Manage Policy

Manage Policy £ = Create Rule

Rules higher in the list will take priority over the lower ones. Use the arrows to change the priority of each rule by moving them up or down in the list.

Please note that anonymization rules are treated separately from the main policy. Hence these appear in a separate part of the table. These can be ordered in the same way as the rest of the
rules, and anonymization will always take precedence.

There is a maximum of 100 enabled rules allowed for the policy.

Rules Groups/Users/IPs Filter
default Anyone

& Schedule
Anything Anytime

® 2016, Cisco Systems, Inc. | Privacy Policy | Disclaimer
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[Namel7F+AMRYIR (L= DOZETEAILET .

[Active |[FTYIRYIRCFIVIZANET

[ Description |7+ X MRYIR (I —)LDFREAZ AN ULET

[Rule Action|ROYIFIUZ MY Block Z#IRLET .

[Add Filter!ROYIAI2)Z NS BlockYoutube ZEIRUET

[Add + IRF>&IIWILET,

[Add Schedule]ROYIADI2UZ MY BlockEveryday #i#RUE Y,

[Add + [R5 &I IWILET,

[Delete IIN7>%7UwIUT. [Schedule VAR5 anytime 2T 21—V ZHIBRUE T,
[Create RulelM5>%0)vILE T,

® ©® Q0 ©®O®e o e

Cisco Cloud Web Securit Portugués English
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Web Filtering
P

Management 4 Notifications 4

Web Filtering » Management > Policy » Create Rule

@ i= Manage Policy 7 iz Create Rule
® (2)
Description Block the access to youtube.com ﬂ
Rule Action @
r Define Group ("WHO™) 4
Search for a group by clicking on "Add Gi " To set a group as an exception to the rule, select the corresponding "Set as Exception” box {action of NOT).

If mo group is selected, this rule will apply to anyone. Adding multiple groups has the action of "OR", so users will need to be in any of the groups listed for
the rule to take effect.If a user is a member of both a regular group and an exception group the rule will not be matched.

Group Set as Exception Delete
- Define Filters ("WHAT™)
Choose a Filter from the list and click "Add". To set a Filter as an exception to the rule, select the corresponding "Set as Exception™ box {action of NOT).

Add Filter BlockYoutube @

Filter Set as Exception Delete
Blockyoutube ] T

- Define Schedule ("WHEN")

Choose a Schedule from the list and dick "Add". To set a Schedule as an exception to the rule, select the corresponding "Set as Exception™ box (action of
NOT).
Adding multiple schedule is not recommended unless one is going to be "Set as Exception”™ (action of "AND NOT™)

add schedulcfBlocEveryday 3 |

Schedule Set as Exception Delete
o

BlockEveryday [l

Create Rule -

® 2016, Cisco Systems, Inc. | Privacy Policy | Disclaimer

47 Web JANIULIDN—NORRE (FE4H)

3.8 CWS S1EYAF—DFIT

A THE IS CWS A2 AF-2FITLET COED CWS /2 2AF—FSttF—¢&
IE(EN. COF—TEREEENLINTO RS II(ICFEBOTF VTN —NEAEINEY, t+1UF

(C) 2016 Networld Corporation




@ Cisco Start Router g

Networld EXTEN—17J)L Cisco Cloud Web Security Cisco 841M J

1RUS —DRIE%E EFRICE 1T =) —TEA CHEHI 201 - —F—FEIIN-TH-
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(1) ScanCenter OFREENEEBECEELET . [AdmMIin]FTZIIvILET . [ Authenticati
on]ROVIHIUZ MBI Company Key [UZ MeHUwHLET

a4 )
Portugués English
cisco Clsco CIOUd WEb Secunty =g @networld.co.jp logged into: Networld Corporation _E|2| Guides | Release Notes | Logout

9 i Spyware Web Filtering

' 4 HTTPS Inspection :1 Downloads

T icati f wm
Icumpalwl(ﬂ' I( 3 )
Account Details P e
User Keys
Global Account Details - Shoult Eag) Messages
Management

Personal Details User Messages

1ded please change below and dick 'Save'

Organization Details (ID slies_==., )

General Details

@ 2016, Cisco Systems, Inc. | Privacy Policy | Disclaimer
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(2) 2ttF—%/ERUE Y, [Create New I hF>%0IwILET,

alvalne o, .
Portugués English
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Spyware Web Filtering

4 HTTPS Inspection

Company

Networld Corporation

©]==
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Spyware Web Filtering

Your Account L]

-
4 HTTPS Inspection 4 Downloads

] Authentication Keys

The following Authentication Keys have been created. You are advised to immediately copy these to a text file, save in a secure location,
and email to the designated administrator for safe keeping. Key values are stored in an encrypted format, and it is not possible for them to

be displayed again, after navigating away from this page.
Name Authentication Key Type Authentication Key
Networld Corporation Company — ——

® 2015, Cisco Systems, Inc. | Privacy Palicy | Discizimer
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4 HTTPS Inspection 4 Downloads

Authentication key for Networld Corporation

MName: Networld Corporation
Key Ref: 39EE
State: Active

© 2016, Cisco Systems, Inc. | Privacy Policy | Disclaimer
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Cisco 841M ] 31)—Z® CWS Connector O#JEAtY N7y T2 E=TUET,

4.1Y->0OHE

BEED WAN V=& LAN Y =22, CWS TIERT 21> J1—-A%EIDHTES, Y-(IR)S
—DRHREAFT. RIS =Y -2 ORT (U CGERAINE T . BRTEFINIRIMY CWS Con
nector ([C&oT CWS (U1 LI RN BTzl (&, CWS TIERT 15— J1—-ANFiIE I3V —>IC
MUT, EHasFal 3 3RS -2/ EIIMNENGDDET Y- (U TRUS—DEIDE TN TR
WSS BBETIRTONI1vIhEZE (Drop) anZxd.,

4.1.1 WAN Y -V DHE
BEED WAN Y—2(Z, CWS TfERTS WAN BI1>5—J1—2%EN0HTET,

(1) 1>9-J1—-AOEEBEICEEILEFT o [ 29—T1A RLIER IIRF>Z TV IUET . IR— L
BEEMNRRSNTORWSER [R—LIRT>ZIV9IF 20 FldSa—bhybXZa1—-n511>
A=A ZIRI>= I IWIUTLIEE W,

a0

()]
0 ®‘. A
AT A A DNS/DHCP/R ARG FATITFATA

TEEINTAREL LTI I — o —EEAL.
TR - EEELET .

FHAZMAEAE, FAA 8, DNST —1iL 1Pvd
DDHCPH — L EERELE T .

LAN/WANA 28 —2x4 &, TTDF
A DA 5= DA ZFERELE S DSL -
Tyt 3GAG ) E T VLANAL — a2
DRIz A 2R A R0 o AR

BLET.
B -7 GO FSIF NI AT — \DOFE

1Pvad IPvEDEEIL —H FEEELET o

FE A —F A

Pingd 7zl3 TracerouteZE AL DIPvaF -3
IPVBMFEA DI IEE ST i 2 —F L
T

U

a7

FrAT A=)l RABKEL VPN LU ILT
vtz ol ARREERA SRR EE T
AR FETIREEVLS ) 2~

N =R Y SRR AV SRR E R TLE T
J I R Rt NP (00 Eor e 8 e ) S - i
P E E DS 2 CPUDFI AT £
IIETLET,

FEDI= K
1057 FEREL. showd 7K #ETLES .

M

DA w i Eyb o d ot —

2D o —F R R T S| T WAN/LANTER
DERRH T T . TTICERRFEADIL — I
AL TS

FSEF NI AT = iR T L T
AEBEERELEY .

[+

S AAF T AFFE A —
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(2) WAN fl1>4—-J1—-2%#mELFT . [ GigabitEthernet0/4 I5NLRAD[ #REE IMNI> 27y
JUEY.

A3 —TTA R 1L =232 iEN VLANGBAD " HIF%
ot creastethernecorioiners (@ 57 <ot 9
= VUWAN:: GigabitEthernet0/4(Dialer1) AN Z T FWAN: FfE Ry
AT Pva 7FL 2 P FELR  EIERE  EMERE 2 P

HRIETRER R =7z 2

O GigabitEthernet0/0 ® up &
O GigabitEthernet0/1 (O] down F
O GigabitEthernet0/s2 ™ down &
[ GigabitEtherneto/3 O] down F @
O GigabitEthernet0r4 (O] up @ E
O GigabitEthernet0/s ()] down F @
O vian1 10.10.10.1 ©) up $ETH_LANS Z ®
FABERD a2
NVIO (O] up ]
Virtual-Access1 ® up jz]
Virtual-Access2 (O] up o]
Dialer1 192.0.2.1 ® up o]
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NTY,

001: aaa new-model

002: aaa authentication login local_access local
003: aaa session-id common

004: parameter-map type cws global

005: server primary name xxxx.scansafe.net port http 8080 https 8080
006: server secondary name yyyy.cws.sco.cisco.com port http 8080 https 8080
007: 1license 8 XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
008: source interface Loopback199

009: timeout server 10

010: timeout session-inactivity 100

011: logging

012: server on-failure block-all

013: object-group service INTERNAL_UTM SERVICE
014: object-group network local cws_net

015: host 10.1.1.1

016: class-map type inspect match-any INTERNAL_DOMAIN FILTER
017: match protocol msnmsgr

018: match protocol ymsgr

019: zone security VPN

020: zone security DMZ

021: interface Loopback199

022: ip address 10.1.1.1 255.255.255.255

023: ip virtual-reassembly in

024: interface Dialerl

025: ip virtual-reassembly out

026: cws out

027: ip access-list extended nat-list

028: permit ip object-group local_cws_net any
029: 1ine con ©

030: login authentication local_access

031: 1line vty 0 4
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032: login authentication local_access
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