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(1)  Exec)SSARI S BEIRUET .

(2) THFAMNWIRCA T OOV FEASLET

— copy running-config <file name>

(3) ION>REEITINI>ZIIILET . IEBICEITSNNE, BIEC"[OK]"HERRENET
Destination filename [startup-config]?

Building configuration..

[OK]
CLUZ&AEERE
CLI B EIZ /e — R DI Vo R T O TR TET AL, 2TDI0S (UITARFALHTEET
@
) Configure
2 ) copy running-config startup-config I
3 ) 27

Destination filename [startup-config]?
Building configuration...

[OK]
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BEIE PC 15 ASDM (L&D ASA (C7ITZATERIRRES LU, VPN Z#&imd mimd ASA AL
19—y MU T GE1/1(outside)[CPIZATERIRREZAIHREL TVE T,

GE1/2 GE1/1 GE1/1 GE1/2
inside outside outside inside
172.16.1.254/24 DHCP D 72.16.2.254/24 _
] | h a3 .
| | E

Y-l ASA-L i “IPsec bl i ASA2  IDY-IL ’
9547YNPC # ASA 5506W % xeA 5506WIx 9547+ PC #
=18 PC-1 &8 PC-2
172.16.1.1/24 172.16.2.1/24
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12 HEBRE 0S BLUT7TWr—33> 2yNT—HERE
Firewall ASA 5506W- | OS Version 9.5(2)2 ASA-1
X ASDM Version 7.5(2)153 GE1/1

nameif:outside (FI#4)LK)

IP 7RLZ:DHCP(FJ#)L 1)

security level:0(7I#ILE)
GE1/2

nameif:inside (77#4JL1)

IP 7R X:172.16.1.254/24

Security level:100(F J#)L k)

ASA-2

GE1/1
nameif:outside (F7#JL1)
IP 7RLZ:DHCP(F AL )
security level:0(FI#ILK)

GE1/2
nameif:inside (F7#ILK)
IP7RLR:172.16.2.254/24
Security level:100(F7#JLK)

D3(T7>h PC 3 0S : Windows 7 H54T7 >k PC-1

SR PC H—ZFNTIr—23> (Tera Term) | 4129J1—RIP 7RLR:172.16.1.1/24
Cisco ASDM-IDM Launcher v1.7 | 547>k PC-2
(0) 1>4971—-2 1P 7RLR:172.16.2.1/24
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ASA-1 | outside T DHCP (DT Tl ML — NeBYE | 5856:172.16.2.0/24

W=74>7 FHZNT:ASA-2 O outside @ IP 7RLZ
ASA-2 | outside T DHCP (Z&DF I MNL—MNeBwE | 58%5:172.16.1.0/24

FHZANRYTASA-1 O outside D IP 7RLX

NAT inside(IRTDI5T71vJ)—outside AD PAT

&4 VPN ORUS—

REHEs | EZIP7RLR O-AllryhD—4 JE—RRYNT—4 Pre-shared Key NAT B9+
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Site VPN Wizard 1ZFZ£9,

= . = il
A T R ek € rmns_D te ®TWizards 1> [VPNWizards]> [Site
Device List [zards. 3 Site-to-site VPN Wizard...
hee —

=}
- -to-Site VPN Wizard|%zF;
o add T Oeket= Unified Communication Wizard... Clientless SSL VPN Wizard. B
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EEY,

ASDM Identity Certificate Wizsrd, | ISIERREIEETRES
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Packet Capture Wizar...

TPsec (IKEv2) Remote Access VPN Wizard...
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0

The Top 10 Services featue is disabled in the Security Appliae
s Fleass click the button 10 enble 1.
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2 Site-to-Site VPN Wizard ZB<
2) Site-to-Site VPN Wizard HBEiEENEY . [Next|zHUwIU THRISEHET

r
[& Site-to-site VPN Connection Setup Wizard

- ==

Introduction

Use this wizard to sstup new site-to=site VPN tunnel. A tunnel between two devices is called a site-to-site tunnel and is bidirectional. A
site-torsite VPN tunnel pratects the data using the Psec protacol

Site-to-Site VPN

Remote

3 Site-to-Site VPN Wizard DBifa
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3) [Peer IP Address]iC VPN E7¢R2% IP 7RLZ(ZCTIE ASA-2 M ouside)z AU, VPN
Access Interfacel(d[Outside |Zi#IRU. [NextlzoUvIULFE T,

-
[ Site-to-site VPN Connection Setup Wizard

=)

Steps
1. Introduction

2. Peer Device
Identification

9. Traffic ta protect
4. Security
5. NAT Exempt

6. Summary

Peer Device Identification

This step lets you identify the peer VPN device by its IP address and the interface used to access the peer.

@YUYILET

Peer IP Address: L ®VPN E?m IP TFLIXE
PN Access terfacd) outside .| @loutside |ZEIRLET

ABLET

4 VPN E7DRE

4) [Local Networkl(CO=AILDORYRNT=HEH X NIZTIE ASA-1 O LAN)%. [Remote Net
work [ EMBIORY NI -1 X MZZTE ASA-2 @ LAN)ZAFU. [Next)&27UvILE

a-O
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[ Site-to-site VPN Connection Setup Wizard

=23

Steps
1. Introduction

2. Peer Device
Identification

3. Traffic to protect
4. Security

'_ 5. NAT Exempt

|5 Summary

Traffic to protect

This step lets you identify the local network and remote network. between which the traffic is to be protected using [Psec encryption.

OO-hHDFYy~I—

Local Network: ({17216 10/2¢ ™ | .
Remate Network{ 17218 20728 = (#:172.16.1.0/2
@QUE-hD3RYHFI—

(B : 172.16.2.0/2

®IIYILEYT

HEANLET
ft)
PEANLET
ft)

5 O-H-YE-PRYND -V DETE




Cisco Start Firewall

Newarg  C1SCO ASA 5506-X B4 Ml VPN DFRTE

5) Pre-shared Key (Z|aiHEH)Z2 AU, [Nextlz2UvIULET,
—— g

r
Site-to-site VPN Connection Setup Wizard

Steps Security

1. Introduction This step lets you secure the selected traffic

2. Peer Device

Identification @ Simple Gonfiguration

3. Traffic to protect ASA uses the pre—shared key sntered here to authenticate this device with the peer. ASDM will select comman IKE and ISAKMP security

4. Security parameters for that will allow tunnel establishment. It is recommended that this option is also selected when configuring the remote peer

5. NAT R KE @Pre-shared Key #A5LEF(HI : cisco) |
B. Summary

() Customized Gonfiguration

*fou can use pre—shared key or digital certificate for authentication with the peer device. You can also fine tune the data encryption aleorithms: L
ASDM selected for you

Cee [Coo ) @ouwoLas L]
6 Pre-shared Key Di%E
6) NAT BRIDEETEZ AU, [Next]ZIUvIUET,

Steps NAT Exempt

1. Intradustion This step allows you to exempt the local network addresses from network translation

2. Peer Device

|
Identificat I vI insi 3
lentification Exampt ASA sids hosthetwork from sddiess ranclationl inside @inside ZEIRULFT
3. Traffic to protect

4 Security OFIVIEANET
5. NAT Exempt

6. Summary

BouYILET e

7 NAT RS 0EsE
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7) [Finish]Z27)y)UL. s2EZ57%E T UEY.

-
[ Site-to-site VPN Connection Setup Wizard -

Summary

Hers is the summary of the configuration

Name Walue

B Summary -
Peer Device IF Address 000 B
WPN Access Interface outside

Local Netwark: 172.16.1.0/24

Pratected Traffic Remote Network: 172.16.2.0/24

IKE Version Allowsd IKE version 1 and IKE version 2
£l Authentication Msthod
IKE v1 Use pre-shared key

Use pre-shared key when local device access the peer

IKE v2 Use pra—chare key when peer device acesss the Iocal device .
= Encryption Policy
Perfect Farward Secrecy (FFS] Disabled
B IKE vi

tsa-sig-ass-256-sha, pre-share-ass—256-sha, rsa-sig-aes—192-sha,

IKE Policy pre-share—aes- |42-sha, rea-sig-aes—sha, pre-share-aes-sha,
tsa-sie-3des-sha, pre-share-ides—sha, rsa-sig-des-sha, pre-share-des—sha
ESP-AES-123-SHA, ESP-AES-126-MDG, ESP-AES-102-5HA,

IPsec Proposal ESP-AES-192-MD5, ESP-AES-256-SHA, ESP-AES-056-MDS,
ESP-3DES-SHA, ESP-3DES-MDS, ESP-DES-SHA, ESP-DES-MDS B

= IKE w2
ass-256-cha—cha, aes-192-sha-cha, ses—sha-cha, ddes—sha-sha,
IKE Policy des-sha-sha —

8 WEDRET
8) ASAICETINZIVUROTLVEI-HERESNZDT. [Send&2IUvILTEITUET,

[Ej Preview CLI Commands ﬂ

The fallowine GLI commands are eenerated bazed on the chanees vou made in A50M. To zend the commands
to the ASA, click Send. To not send the commands and continue making changes in AS0DM, click Cancel.

object network NETWORK OB 172162024 -
subnet 172.16.20 255256 2550 |
object network NETWORK OBJ_172.16.1.024 L
subnet 172.16.1.0 2552552550 5
access—lizt outzide cryptomap line 1 extended permit ip 172.16.1.0 26525525560 1721620 2552652551
eraup—policy GroupPalicy. 1 ImI% " internal
group-palicy GroupPalicy, | IR . attributes
vph-tunhel-protocal ikew? kewl
exit
turnel-eroup 17 L 233 tvpe ipzec-12
tunhel-group | °1 = general-attributes
default-eroup—policy GroupPolicy "0 | "&: ©
tunnel-group 1. 1. " 287 ipgec—attributes W
ikew 1 pre—zhared-key srrrrrt
ikew? local-authentication pre—shared-key stk
ikew? remote—authentication pre—shared-key Sttt
izak.mp keepalive threshold 10 retry 2
crvpto kev 1 policy 70
encryption aes
authentication crack
crypto ikev 1 policy 80
encryption aes
authentication rsa-sig -

[« n | il

[ Send ]I[ Gancel ] [ Save To File..

9 I¥YROIVE1I—-

(C) 2016 Networld Corporation




Cisco Start Firewall

Newarg  C1SCO ASA 5506-X B4 Ml VPN DFRTE

9) BACHR—rENTORWIYY RS FBIIS-HFRENBIHENHD. [Close 127Uy ILFET,
'@ Error in sending command ﬁ1

[0K] means success, [ERROR] means failure, [INFO] means information and [WARNING] means

@ ASDM received messages below when one or more of the commands below were sent to the ASA.
warhing message received.

[DK] kev? remote-authentication pre-shared-key *ekecbor -
[0K] izakmp kespalive threshald 10 retry 2
[OK] crypto kev1 policy 70

crypto ikev 1 policy 70
[0K] encryption aes
[ERROR] authentication crack

| |

ERROR: IKEv1 policy authentication method crack iz no
loneer supported, Removing ikev 1 policy 70

[OK] crypta ikev1 policy 80 |
crvpto ikev 1 policy 80 |

[0K] encryption aes

[OK] authentication rsa-sie

[2K] crypta kev1 policy 90
crvpto ikev 1 policy 90

[OK] encryption aes

[0K] erypta ikev1 policy 40
crypto ikev1 palicy 40

[0K] encryption aes-192

[ERRCR] authentication crack

ERROF: IKEv1 palicy aut_hen_tication r_nethod crack iz no =

4| m | F
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10) BEIN> ROFRITZROENZBENHDFT .

@ Site-to-site VPN Connection Setup Wizard

Summary
Here is the summary of the configuration
Narme Walug
E Summary o
Peer Device IP Address 10.10.153.2 ¥
WPM Access Interface outsids
g Local Metwork: 172.16.1.0/24
sl Wi Remote Network: 172.15.2.0/24 i
IKE Version Allowed IKE version 1 and IKE version 2 i
= Authentication Method
IKE v1 Uze pre-zhared key b |
KE v2 Use pre-shared key when local devics access the peer T
¥ Use pre-share key when peer device access the local device
[ Encryption Policy

Perfect Formard Secrecy (PFS) Disabled
= IKE w1
crack-ags—sha, rea-sig-aes—sha, pre—share-aes-sha, crack-aes—192-sha,
rza-gig-aes—192-sha, pre-share-aes—192-sha, crack-aes—256-sha,

IKE Policy rea-gig-aes-28f-sha, pre-share-aes—266-sha, crack-3des-sha, m
rea-sig-3des—sha, pre-share-3des-sha, crack-des-sha, rea-sig-des-sha,
pre-share-des-sha
ESP-AES-128-5HA, ESP-AES-128-MD5, ESP-AES-192-5HA,

IPsec Proposal ESP-AES-102-MDb, ESP-AES-266-5HA, ESP-AES-256-MDE,

ESP-3DES-SHA, ESP-3DES-MDE, ESP-DES-SHA, ESP-DES-MDE
I IKE v2 <

s

i — =

Preview CLI Commands @

The followine GLI commands are generated based on the changes wou made in ASDM. To send the commands
to the ASA, click Send. To nat send the commands and continue making changes in ASDOM, click Gancel.

access-list outside_cryptomap_1 line 1 extended permit ip 1721610 2652562550 172.16.2.0 2652556 2550
crypto map outside_map 2 match address outslde :_cryptomap_|

crypto map outzide_map 2 zet peer ©  THAZ

crypto map outzide_map 2 set kew1 transform-zet ESP-AES-128-SHA ESP-AES-128-MDE ESP-AES-1
cryplo map outside_map 2 set kevd ipsec-proposal AESIGE AES192 AES 3DES DES

| I ]l GCowsl | [ SaveToFile. |

11 OV ROBRT
11) CLI®F0-/)VULa> 749 —33>F—RT, EOUE—hpyhI—4(inside Bloxy hD—2) (X
IRIN—TA I DERERITVET,

asa-1(config)#route outside 172.16.2.0 255.255.255.0 <ASA-2 0 outside ® IP 7RL-ZX>

12) FEHROETEZ ASA-2 THITL) PC-1 & PC-2 ORI TEBENRRINUIEERTETT TERDET.
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3.2 Y4 Ml VPN Y3 3> DR

AEITIETA ME VPN Oty 3> [BEROMER A ECOVWTERBLET,
1) ASDM TIMonitoring|>VPNI> VPN Statistics]> [ Sessions]zfZ. VPN tv3a>0
Bz ERLE T, (PC BITBEZRLEIERVEEYSIVEFRRENFEA)

& Cisco ASDM 7.5(2)153 for ASA - 172.16.1.254 - - ﬂ"

@I Monitoring J#JUyILES oo o1 v ERT

File View Tools Wizgd

@) Home 0 Confieuratif eff (i save @ Retvesn| Q) Back () Forverd | D He cisco
Device List | Bookmarks Monitoring > VPN > VPN Statistics > Sessions o
Device List IS
DR [I)Be e Tyme Active Curmulative Peak Concurrent Tnactive
Find Go VPN 1 4 1
P8 172.16.1.254 | IKEw Psec 1 1

@VPN Y>3 BRI RREN TV EEHELET

PR"Stétistics:> [ Sessivist#IUyIbEFd I

Gonnection Prafile Frotocal Login Time Bytes Tx o futht G Details

®IUYILET

g s
Gompression Statistics
Encryption Statistics

=

B Global IKE/TPses Statistios
| Ehmsee= | GORERSNTVS VPN YAV EBIRLET

B/ MDM Proxy Statistics
B MDM Proxy Sessions

i '

EIUYILEY

To sort WPN sessions, right-click on the sbove table and select Table Sort Order from popup menu

Logout By: [ All Sessions —
QE Loeeine
i Last Updatect 16/03/02 189508
Data Refreshed Successfully admiy |15 (B 160u/0 65202 UTS

12 Y4 M VPN y2a s BiOR=
2) YA OFEHBERIRIRINET,

Session Details

Gonnection Profile Protacol Login Tims Bytes Tx

TP Address Encryption Duration Bytes Rx Ger Auth It Ger Auth Left
T T IKEVD IPsec 9301:68 TG Wed Mar 2 2016 780
ST IKEv2 (DAES256 [Pses: €. OhDim27s 750

Details | AGL

D || Local Addr. / Subret Mask / Protocol /Port oo Bytes Tx
e Remote Addr / Subnet Mask / Protacol / Port  ENErPHEN a Bites Rx
IKEv2 AES-258  Tunnel ID: 5.1 -
Loc Auth Made: preSharedKeys 7
Fem Auth Mode: preSharedKeys
LDP Source Port 500
UDP Destination Port 500
i Authentication Made: preSharedieys
LUDP Source Port 500
| UDP Destination Port 500
Hashing: SHA 1
PRF: SHAT
| Authentication Mode: preSharedieys
LDP Source Port 500
| UDP Destination Port 500
| IKE Meeotiation Mode: none
Hashing: SHA 1
Diffie-Hellman Group: §
Rekey Time Interval: 86400 Seconds
Rekey Left(T): 85373 Seconds
IPsec 172.16.1.0/258 266 255.0/0/0 AES-258  Tunnel ID: 52 780
172.16.2.0/255 255 255.0/0,1 Hashing: SHA 1 780
Encapsulation: Tunnel
Rekey Time Interval: 26800 Seconds L4
Rekey Left(T): 28773 Seconds
Rekey Data Interval: 4603000 K-Bytes
Rekey Left(D): 4608000 K-Bytes
Idle Time Out: 30 Minute:

More

(]

[ Fefresh | [ Glose | [ Help |

Last Updated: 16/03/03 10:51:20
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