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(1)  Exec)SSARI S BEIRUET .

(2) THFANRYIR A TFQINY R ASLET .

— copy running-config <file name>

(3) ION>REEITINI>ZIIILET . IEBICEITSNNE, BIEC"[OK]"HERRENET
Destination filename [startup-config]?

Building configuration..

[OK]
CLIZ&%EEE
CLR L N—F DT R TO T CRTARELRE ¥, 2TOI0S (UITAFANTEES
@
) Configure
2 ) copy running-config startup-config I
3 ) 27

Destination filename [startup-config]?
Building configuration...

[OK]
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£2 H10&RBEMIIONT
@ | ASA 5506-X Ffz(d ASA 5506W-X Sv—3 @ | BOIY-IWTr-TNSLUSUTIL PC H—3F
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3 ASA 5506-X Ffzld ASA 5506W-X OEE

&/ 3 & LED. K—MAFIOWVT

I—XR

@® | AF-H9ALED % LED THERDIREEZLA T OLIITRULET
-Power HIT : BIRAT
FRICSUT - BRA>
-Status  #% 1 SAFTARIEBICHEE
ALST RO 1 DF(FHEROIITADIVBIRER RS TS5 —L—)\—
ROITZEREYIRIIY IDR-22 MOEARRBIEE. @BEUK
&, ST EHESMOBE
-Active HRICERAT : J1—IWA-N-RVHERCEMEFRTT ., ASA /¥ HA RFTRIFN
(. LED [FE(CHRTT
-WLAN(ASA 5506W-X TOMEAEINET)
BFOFr—E>Y  IERICEMELTVEIN, D1V I54T72 NIdDEB Ao
& IEBICEMELTED. DRKED 1 DOTAVLR I317> MIBEER TS
nonEds.
ALSOE : VINITIT PyTIL—RhSEITHR T,
B IR ALV OIETHAT : Discovery/Join JOTANMEITHTY,
RO+ A —HRyh UDINMERTEE A
JHIT : D1V L AZERTEER A,
@ | EFRI-RYIYE BRI 2RI DEIRVIYNTT,
(E) ASA (3 AC BIRICHE I BLBIEMEASNF T,
Q@ | *RYNI=IT-H4>57T | BEDGFHEY M —HRYIRI-454>H-T1AZTT, IR—MNIF(ZENSH()1.

2. 3.4.5.6. 7. 8OBESHELHINTHY, 3=E _L(FGigabit Ethernetl/1
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h5Gigabit Ethernetl/8E THEFIEERSMIFSNTVET,

@ | BEAHII-R Ry NI -V BB IEZAOFHEY M —BRY M >H-T14XTY, RI-45
T—JITEHLE I . ASA D CLI Tld Management1/1. FirePOWER £>
1-J)LTF eth0 ERRIEBESMIITENTVEY,

® | >Y-JURk=b 2fEDII7IR—NZZ USB 9147 B BLUMREE RI-45)1Y PCRENSOEER
TOCARRMEINET,

® | USBAR—h 1#E USB 917 A IR—hTT . KBEAR —SREDHNBT I\ 2D E]
BETI.

@ | VeybRE> INSRIBDAHBIDRI>TY . 9 3 UL LT E ASA Utyhan, iRoUD

—MECTHERF 0T A MRRRICRDE Y s EZ N TIHHERFT I
MUY hENF T, 2. I39221FHIBRENZRVZs, T ILEHEIBRENEE
Ao

(GE) service sw-reset-button ZFEALT. VoY R EENETEE
¥ TIANTRBENCROTVET.

(CF) ASA 5506W-X QUL NRIVEIBLTE AP SRECFFELEEAN
SAT LN BIREIENS6H, RFENTORVWAPEREFRIONET SXTLD
UJ—h&. FIA S AP DFRFENRERZS(E hw-module module wi
an recover configuration JY>RZERLT. AP FEEZDOIEL TS
Lo

Ov A0y bk Kensington 1Z# T ){—0OOYIXAZXAICHIEL. ASA DTF1)TZIREL
F9

2.1.2 ASA 5506-X DFAIMITIZM
ASA 5506-X %7 A _E(TKFE(CELZELED, TAINMN NI NTEET, ASA O L7 2.5cm
(1 1>F)BAYe, mRIBLUBEED 1.3 cm (0.5 1>F) AL, BEIOISHFIRZERYIEE
PIDBRVESCUTZEW. ASA (CASEOTLARORIZERDIERNTLIEEWN, TNSEBUIRNSAID
D ETY,

4 FER:ASA Sv—> EADBID ASA Sv—SREHERFE
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3. ASA 5506-X D#IHAERTE

AETIFASA 5506-X3 L UFirePOWEREZ 1 —)LOHIEREREFIRIC DWW TEHRALET .

3.1 AT LA

AEOHTEFIBEUTDSRAT LMMBRRICEDIVTITOHNE T, ASA 5506-X O GE1/1 (& outsi
de LU security level 0&ULT. GE1/2 (L inside $&U security level ELTFIAILS 100 T
ERTESNTHD. 2OFFFEALET . security level NEWAMSBRWAAD NI vILBEBRTEE
IH FEHEDI I I BB TEEE Ao

A>A—2w MAICIESE IS GE1/1 ( DHCP(FT IAINTERD)CED IP 7RLZAET TAIL ML— D
REZHMSLFET . GE1/2 ([C(F IP 7 RLAZEETEL. LAN IRy NI =005 — 1A ERDFE T, FIT.
ASA OEIZRDA>AII—-A6F R TVET,

ASA 5506-X [#F74JLRT any—outside O NAT(PAT)ASRESNTHD. SEIFA>I—Rvh
NDBEICZOFFEALET,
GE1/2 ASA 5506W-X

- GE1/1
&l s
] B PC inside (ASA EIEF) outside
4 1121611724 172.16.1.254/24 DHCP O omet,
= 22v-) | NAT

5 JATLIBE
R4 FETEAVLEMB LT ENSDOIATLARIE

*%%‘%E *%%Eg% 0S BLUT7 Vo —23> -3V Ny Yy
Firewall ASA 5506W-X | OS Version 9.5(2) GE1/1
ASDM Version 7.5(2)153% nameif:outside (FI#4)LK)

IP 7RLZ:DHCP (F7#4ILK)

security level:0(7I#ILE)
GE1/2

nameif:inside (T7#4JL1)

IP 7RLR:172.16.1.254/24

Security level:100(F J#)L k)
NAT

any—outside A® PAT (FTI#ILK)
=711

DHCP (C&D1 >4 -2y MUINDT TA)L

NL—N2EUS

IR PC OS : Windows 7 1>5971-XIP 7RV X:172.16.1.1/24
A=ZFINTIWr—23> (Tera Term)
Web J57H(Internet Exploreril)

%ASDM (& Version 7.5(2)Uk§ERBULTTEL
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3.2 ASA 5506-X OHIFAGSTE

3.2.1 I>Y-=)lHh5D ASA 5506-X OHIHAEEE
EIE PC N5 ASA [C77ERT 21 DHEAEREZ > Y —IL(CLI)NMSITWE T,
1) EIEA PC H5 ASA OI2Y—-IUITIEAL. LT OFIET ASA OHEARREZITVET,
ciscoasa> enable  OfFEE—RNBEILET
Password: QOB ANET IO A—F—%IHUET
ciscoasa#
ciscoasa# configure terminal ®70-/ULJ>J4JL -3 E—RICBEILEY
ciscoasa(config)#

Help to improve the ASA platform by enabling anonymous reporting,
which allows Cisco to securely receive minimal error and health
information from the device. To learn more about this feature,
please visit: http://www.cisco.com/go/smartcall

Would you like to enable anonymous error reporting to help improve
the product? [Y]es, [N]o, [Alsk later: n  @EFETIS—LR—MDEEEEIRLET (CITE n BEIRLEY)

In the future, if you would like to enable this feature,
issue the command "call-home reporting anonymous".

Please remember to save your configuration.

ciscoasa(config)#

ciscoasa(config)# interface gigabitEthernet 1/2 ®1>9T1—~Z GE1/2 DIV —33aUFH%
ciscoasa(config-if)# ip address 172.16.1.254 255.255.255.0 L. IP 7RLRAZRELET

Interface address is not on same subnet as DHCP pool

WARNING: DHCPD bindings cleared on interface 'inside', address pool removed

ciscoasa(config-if)# exit

ciscoasa(config)# http 172.16.1.0 255.255.255.0 inside  ®inside '50 http(ASDM) 77 A% aILET
ciscoasa(config)# policy-map global_policy @70-)NLRYS =y T#IBELET
ciscoasa(config-pmap)# class inspection_default ®1>2AR723>0DI52%ZEELET
ciscoasa(config-pmap-c)# inspect icmp ~ @icmp ZA> 2RI OIRIAEELE S (Ping BEICLBIBIEEITIH
ciscoasa(config-pmap-c)#end DFHTETI . TF1V71 LENCINSIHZEIFHELBNT FEW)
ciscoasa#

ciscoasa# write memory OREZERFLET

Building configuration...

Cryptochecksum: 71c4ec3e fbc391a9 f704ac94 eed7f814

7334 bytes copied in 0.160 secs
[OK]

(C) 2016 Networld Corporation
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3.2.2 &HH PC AD ASDM-IDM Launcher ®1>AR=)
ASDM (3 ASA BB I 37V —23> T, AIATIE ASDM (CFIERTBY—-ILTHD
ASDM-IDM Launcher #&I2 PC A1 A=) 3 5FIE%HBLET

1) EIEA PC T Web J3UYEIEEENL. https://172.16.1.254 (CPIEALEFT . TFa1UF1diE
BEOEE X - IPRREINFINBEEZHITLUTTFE0,

2) BUTFoE@E(CClInstall ASDM Launcher|z7UvIUEYS,

B4, cisco ASDM 7.5(2) il

cisco

Cisco ASDM 7.5(2) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application or as a Java Web Start application.

Run Cisco ASDM as a local application

When you run Cisco ASDM as a local applicatio s to applianee from your
desktDD using seL. Running Ciacs ASN 2 an aDuIlcat\cn has these advantages

-Yn kASDMFomad ktphrt ut. No

browser red.
< desktop shortcut allow act to multole securty appiances.

Install ASDM Launcher

Run Cisco ASDM as a Java Web Start application

Java Web Start is required to run ASDM, but it is not installed on this computer.

Install Java Web Start

Copyright © 2006-2015 Cisco Systems, Inc. All rights reserved.

6 Web 7595 H50 ASDM-IDM Launcher O1>AM—JLBiA
3) 1-HY&BLUNRT-REEEREINFIN, AHDEFTOK" ZIIvILET,

= v —

Wmdows TFIUT A M

The server 172.16.1.254 is asking for your user name and
password. The server reports that it is from Authentication.

(ad i b-v-# I
|E JEAT—R |

[ EEEgzaETs

[ ok |[Jxr>tu |

—

7 1-Y%&. KAT—-ROER
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4) [dm-launcher.msi |ORITE(IMRIFZENMEIOT, [FIT127)ILET . FiT7T(CHE
9IES vE— b‘%méﬂi@”b‘ ZDFEET b'C"Fél,\

e ) S
By aE
I7AILF) RBEE) FR(V) BRCADR) Y-T) ~T(H)
~
i N
=% Cisco ASDM 7.5(2) el
Cisco
Cisco ASDM 7.5(2) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.
Cisco ASDM can run as a local application or as a Java Web Start application.
Run Cisco ASDM as a local application
When you run Cisca ASDM as a local application, it connects to your security appliance from your
desktop using SSL. Running Cisco ASDM as an application has these advanta
« You can invoke ASDM from a desktop shortcut. No browser is require
o One desktop shortcut allows you to connect to multiple security appliances.
Install ASDM Launcher
Run Cisco ASDM as a Java Web Start application
Java Web Start is required to run ASDM, but it is not installed on this computer.
172.16.1.254 £3 dm-launcher.msi (757 KB) ZEFTEERFLETH?
@ COEEOT7EPC CHSEEC TR
“ RES) |v | Frouo) v

8 ASDM-IDM Launcher 1A b=5—0DR{T
5) ASDM-IDM Launcher O1>AM=3—-HEELEUIS. [Next]Zz7UvILET,

r - -~ — A
P4 Cisco ASDM-IDM Latncher - Instalishield wizard M

Welcome to the InstallShield Wizard for Cisco
ASDM-IDM Launcher

The InstallShield(R) Wizard will install Cisco ASDM-IDM
Launcher v1.6(0) on your computer.

To continue, dick Mext.

WARNING: This program is protected by copyright law and
international treaties. I

< Back] | hext> | Cancel ]

9 ASDM 1 YAM-5—-DicH

6) ASDM-IDM Launcher D4 >ZAR=)LIANAEEHINEI DT, ZOFEI Next | =I)vILE
¥ (4% Cisco ASDM-IDM Launcher - Instalishield Wizard [=5=)

Destination Folder \
Click Next to install to this folder, or dick Change to install to a different folder.

Install Cisco ASDM-IDM Launcher to:
| J C:¥Program Files¥Cisco Systems¥ASDM¥

InstaliShield

<Back] [ next> Cancel

10 ASDM-IDM Launcher 1>AM=)L5ETAINS DEIR

(C) 2016 Networld Corporation
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7) AYARNIEERITIBNEIMNEIOT, [Install ZERITLUET

|
2l Cisco ASDM-IDM Launcher - InstaliShield Wizard [

Ready to Install the Program \
The wizard is ready to begin installation.

Click Install to begin the installation.
If you want to review or change any of your installation settings, dick Back. Click Cancel to
f exit the wizard.
Installshield
< Back Cancel

11 ASDM-IDM Launcher 1> AM—=JVDOET
8) ASDM-IDM Launcher O1>AR=ILAEITENET,

4 Cisco ASDM-IDM Launcher - InstallShield Wizard =l =

Installing Cisco ASDM-IDM Launcher \
The program features you selected are being installed.
]

Please wait while the Installshield Wizard installs Cisco ASDM-IDM Launcher.
This may take several minutes.
I Status:
9
InstallShield
< Back Mext >

12 ASDM-IDM Launcher 1>A M=)V DHEST
9) [Finishlz7UyJIUTA>AM=ILZ2T TUEY.

.
14 Cisco ASDM-IDM Launcher - InstaliShield Wizard [

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Cisco
ASDM-IDM Launcher. Click Finish to exit the wizard.

Back Finish Cancel

13 ASDM-IDM Launcher 1>AM=ILDFRT

(C) 2016 Networld Corporation
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3.2.3 ASDM-IDM Launcher »5 ASA 5506-X ADF7 IR
AIAET(E ASDM-IDM Launcher ZfEFALT ASA 5506-X A7J1A3 5FEZ:HALET .
1) “Cisco ASDM-IDM Launcher"Zi#c&)U. "Device IP Address / Name”Dif#lc ASA O
GE1/2 @ IP 7RLZ(ZCTlE 172.16.1.254)2 A L. "Username”H LU Password” (&
ZEROFE. “OK"Z2IIWILFET , TF1VTHEENRRINFINEATLE T

~

(£ Cisco ASDM-IDM Launcher v1.6(0) ]

L, Cisco ASOM-DM Launcher Al

cisco

Device IP Address / Manfe: [EERIRIFH

=1
Uszername:
l Pazsword:
[ Remember the username of the specified device an this computer

[] Run in Demo Mode

@& &

14 ASDM-IDM Launcher [C&d ASA ADFIER
2) FirePOWER €2 1—-)UICPIEATERVELDIRAYE—IRFRRENEIN, Fv>ILzI)wILT
FIESHET,

m — N
Cannot connect to the ASA FirePOWER module. @

‘-0-‘ Cannot connect to the ASA FirePOWER module. Check that it is correctly configured and on the network.
¥ 1rs also possible that the management address is being translated by NAT.
Please verify the IP address/Hostname and port.

1P Address:
172.16.1.253
Port:

[l 443

15 FirePOWER ®51—-)V7JEA%HA]

Device List L 3 Device Dashbosrd | B2 Frewell Destbosrd | [ ASA FrePOWER Status
e nect |

ot [ Oelete FComect [ =

Pt S e St

C Garseal | License Inerizce I Addesa/Mask  Line Link,

e st Mame: cincora inaite B 0w Ow

ASA Version 95(1)  Device Uptine: 8d 10 10m 25 joutside oL 0w 0w
ASDM Version  16(2)153 Deviee Type:  ASA S505W il SiEbI0H Ow Ouw

Fremsl Mode  Rowted  Context Mode: Sinle
Erwirorment Statuz % K Totsl Flesh 8192 MB
Seloct an nterface to view input and output Kbps

WPH Sessicn: Failaver Status
IPrec 0 Glieiess S5LUPH 8 ArCorrect Glient 8 Defoils Failover pat configured. Glck the I ta contigure i c
System Resources Stata Traffic Status
Tatal Memory Usage | Total CPU Usage | Gore Usage | Details. Canrections Per Second Ussge.
Memcey Usage: (M) ]
503 mos  osos  osps
o WUDR 0 WTOR 0 W Totst 0
“outside’ Interice Traftic Us 5
e | (2000 se= (Vbps)
1050 Liwyes
Letest ASDM Syskos Messsess oaex
ASOM loggire is disabled Ta enable ASDM kogsing with nformational level, slick the button belom
Device configuration loaded successfully. =) (B 16/01/20 5ores Uy

16 ASDM ODiEHE)

(C) 2016 Networld Corporation
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3.2.4 ASDM (&% ASA 5506-X DIHAFEE
AIAT(E ASDM Z{ERLT ASA 5506-X OFIEAEEEZ1TOFIBZERALET .
1) ASDM [CLZ5%TFEZERFC ASA (CEITENZ IV R ZBRIICHER TE3LI(CT D18, [To
ols1> [Preferencel> %ZfZ. [Preview command before sending~ l(CFIvI% A

n. roKJzouysuLEd,

File View Tools Wizards Wjadow ialn [Tire iz Ga
” A [ preferences T - mmm
A : — cisco

Indicate your preferences and click O to activate them. Ta restore the default settines.
Device List | Bookmarks | 1| click Default, then click OK o save them. I u}

Device List T8 X

% Add T Delete & Gorrect General | Rule Tables | Syslos 3

F'Hd@ Go Warn that configuration in ASDM is out of sync with the configuration on the ASHA 9 Line Link Kope

2 19216810 [] Show configuration restriction message ta read-only user O u Ouw ¢
15
Show configuration restriction message on a slave unit in an ASA cluster ©w 0w
O w 0w ]
Gonfirm before exiting ASDM
WWarn that Easy VPN is enabled when visiting VPN Saction
[7] Enable soreen reader support (requires ASDM restart) d output Kbps
WWarn of insufficient ASA memory when ASDM bads I
Warn of upcoming license expiration when ASDM loads \llink to configure it Condigu|
Display warning |30 | days before expiration [
R
eview commands before sending them 1o the device I
Enabls cumulative (batch) GLI delivery o508 05:08 o5
Minimum Gonfiguration Sending Timeout: §0 seconds (default 61)
Logging
[ Enable logging to the ASDM Java console
Loeging Level: |2
Packet Gapture Wizard
Specify the path ta your netwark sniffer application (such as Ethereal/Vireshark) which will be
used by the Packet Gapturs Wizard ta display the captured packets. i no path is specitied, the
default application for pcap files mill be used
MNetwork Sniffer Application:
(L Festore Dot | | — )

rﬁ] 16/01/29 B:10:15 UTC

<admin> 15

17 SREZEERIOIVY RRREE

Device configuration leaded successiully.

(C) 2016 Networld Corporation
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[ Configuration]> Device Setupl> [System Timel> [ClockF/z(EINTP1 T
REZITVET  KE T Clock I TOFEIEREZITVE T, [Time Zonelld(GMT+9:0
0)TokyolZ:#ERU. [Datel[CFEAH. [TimellckXzs&EL. [ Apply 1Z27UvILUTEE%E

RERLET .

2)

B Cisco ASDM 7.5(2)153 for ASATI72/16.1. o
File Vi Tools Wizard: Hi (Type topic t h ¢!
ile iew ‘ools izards = guratlonJ GIJ“ big_ ype tapic 1o searct 0 '|I|'||"
@ o o%} Gonfieuration ﬂ Mnmlnmg Sove QU Refresh Back () Farward| 2 Help cisco
Dewce CARE A Configuration > Device Setup > System Time > Glock =]
:Iv:du}] — ‘;‘;w‘:ej Confiure the AS date and clock. @[ Time ZoneJ’ir(GMT+9 : OO)TO kyOJ CUFE
F\nd@ Go l Time Zone: (GMT+08:00) Tﬂ&n Iv
] 72.16.1.25« IR
= 19206810 L) P
I ] ©lDate ABMEABICRELET
Time
Devics Setup a8 . =
e [ e ] OTime ERERAICRELET
g "‘;;Z""S‘: Settines Updote Displayed Time
+
(=€) System Time

~O ®ISystem Timel> [Clock]z/UyIULET

%gwsm | @[ Device SetuplzgUvILEY
= Firewall

Qg Remote Access VPN

G ste-te-sie ven

[7 Device Menagement
-
<admin> 18 BB (@) 16/01/20 51856 UTG

18 BSZIEE

3) ASA (GREINZINVROTVEI-NERIRENBSend 127U TREZRRSEF T,

S

The following CLI commands are generated based on the changes you made in ASDM. To send the commands
to the ASA, click Send. To not send the commands and continue making changes in ASDOM, click Gancel.

F
[Ey Preview CLI Commands

clock timezone JST 910
clock et 14:18:0 JAN 29 2016

r—
I Send ] I Cancel ] [ Save To File...
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