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—@ PExecSTANIVEBIRUET,

@ TFAMRNYIRICATOON> FZANLET,
— copy running-config <file name>

@ [ONYREEITINI>ZIIILET , IER(CEITENNE, BIE(C'[OK]"HFTRENET,
Destination filename [startup-config]?
Building configuration:---

[OK]
CLUZ&AEERE
CLI B EIZ /e — R DI Vo R T O TR TET AL, 2TDI0S (UITARFALHTEET
@
) Configure
2 ) copy running-config startup-config I
3 ) 27

Destination filename [startup-config]?
Building configuration...

[OK]
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1.2 PPPOE [cDW\T

PPPOE &3, 128y NITIERF BB —HOT7A P IA—NREDA —HRYMM>HTT—R
ZFIFALT ISP LIEHTI 2BRICEAT 30N T,

1.3 EnIlCARI360

> ISP hBiEESNI PPPOE 1—H%, PPPOE /{ZXD—R, MTU B4 X, MSS 14X

(C) 2016 Networld Corporation




@ Cisco Start Firewall
Cisco ASA 5506-X PPPOE (C&BIEHDERTE n

Networld

2. SAT LB

2.1 AT LB

AETOREFIRELAT O RT MERRICEDIVWTITONE .

ASA (3 ISP & PPPOE ([C&DIERL . 1>9—RYNIT7IERTBIed® IP 7 RLAZEMSLE Y . GE
1/1 @ PPPoE FHELIMIBIHEI Cisco ASA 5506-X J14YIRS—MiA RICEIWTZE TLTL
DHITRERDFT

GE1/2
s GE1/1
&I PC inside (ASA EIEFA) ASA 5506W-X

outside
]172.16.1.1/24 172.16.1.254/24 PPPoE : Internet \
!¢! p L _ 4
= V- NAT

1 SATLEBRE

R 2 FETEAVLEMB LT ENSDOIATLARIE

*%%‘%E *%%Eg% 0S BLUT7 Vo —23> -3V Ny Yy
Firewall ASA 5506W-X | OS Version 9.5(2) GE1/1
ASDM Version 7.5(2)153 nameif:outside (FI#4)LK)

IP 7RL R :PPPoE TEUS
security level:0(7I#IL1)
GE1/2
nameif:inside (77#4JL1)
IP 7RLR:172.16.1.254/24
Security level:100(F J#)L k)
NAT
any—outside A® PAT (FTJ#IL1)
W=F1>%
PPPOE (Z&DA>4—2y MUADT TA
VNV —NZEUS
IR PC OS : Windows 7 1>5971-XIP 7RV X:172.16.1.1/24
A=ZFINTIWr—23> (Tera Term)
Web J3UH(Internet Exploreril)
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3.1 PPPOE [C & 3#EHEDEHTE

1) &EI2 PC T ASDM %##2E)L T ASA (C3EHtL. [Configuration > [Device Setupl]> lNnterfa

ces Settingl> lNnterfaces |%RE. [GigabitEthernet1/1 1z:#RU Tl Edit127UyIUFE

[5 cisco aspm 7: ihl@:m 16.1.
File View Tools Wizards Cmflguratlonjfé’]'}y’]bi@“v c o o

g e

onitoring | (1] Save (@ Retrech | Q) Back () Forward | D Hep cisco

= G > Device Setup > Interface Settings > Interfaces o
a8 x
ﬁ Delete 5 Gonnect merface ()| (G103 Db TR NET 1 /Rlud S 3 Hr et G5 I
N m | BIEditizoyILES
Enl
=l 192.168.1.1 GieabitEthernet 1/3 Delete
L T f

GigabitEthernet 1/9

Interfate SettlngJ> FInterfacesJ%’}H"‘f’]bia'

= EtherChanne!
S VHLAN
+3+ Rauting
Devics Name/Passward
© System Time

l
Device Setu
piesw | Q[ Device Setup 1&7UvILET
5 Firewall QP -
£43 Femote Accese UPN (7] Enable traffic between two or more interfaces nhich are configured with same security levels
N &2
@ Site-to-Site VPN 7] Enable traffic bitusen tio or mors hasts conhestsd to the sams interface
7] Enable jumbo frame reservation
[, Devios Menagenent

Cadmin> 15

2 ,am_?a'r/w:—mﬁm
2) (>#471—RIC PPPoE D& TEEZANUET , ISP [CIBTESNIZ PPPOE 1—-H&H LI T—R,
ROV ERTELFD,

[f Edit Interface

General}| Advanced | IPvE
Hardmare Port: GieabitEthernet 1/1 Gonfigure Hardware Properties...

Interface Mame: |outside

16/02/01 18:49:20 J5T|

S

Y - —~ -

Zone: — Hone Manage € Threat Detection is ensbled
Fiaute Map: —More .

Security Levet |1

[] Dedicate this interface to management anly

Ghannel Group:

| | EIVTEP source interface

Enable Interface

IP Addrezs
) Use Static IP () Obtain Address via DHGP

®lUse PPPoEJ’é‘:L}Rbi‘r
: Jinterneét

Group Name e 2PPPOE ‘ 9
PPPOE Usermame: [39PPPOE MD1— U%’E)UJ L,H (f: useroq)

PPPoE Passwors: | e ded @PPPOE ONZXT—KZ2ANLET (Hl:passwond)
Confirm Passward: | S 9SSSS® @t&))\l’j Rz ANDLET m
i PPP Authentication () PAP L&1 = MSCHA ERE l/ ;‘E Rbia’({ﬁ“ CHAD

] Store username and password in local flash || I Address and Route Settines.. | ()WL E 9~

Desoription

[ ok ][ Cancel ][ Help |
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3) PPPOE (&3 IP 7RLRET TAN ML — OB DR TEZLEY o

r ——— N
[Ej PPPoE IP Address and Route settings ﬁ

IP Address

(o s e vees I@FObtain IP Address using PPPOE|l@:&RULE Y (PPPOE (C
) Specify an IP address &0 IP 7 RLAZEUSLEY)
IP Address Subret Mas.. 25602562660

(| Foute Settings |

@Il Obtail default route using PPPoH]%&IRL%Y (PPPOE (C
EDFTAI M- MEEELET)

PPPoE learned route metr... |1
|7] Enable tracking for PPPoE learned route
(@) Primary Tra..
Track I0: Track IP Address:
SL& ID: Monitoring Option...
Secondary Track

Secondary Track L.

OIOK Iz ILES
I [s]4 I[ Ciancel ] [ Help ]

4 IP 7 RLALI— MDFRTE
4) TOKIZIIWILES

3
Edit Interface &’

Hardware Port: 11 Gonfigure Hardware Froperties.

Interface Name: outeide

Zone: - Nore Manage @ Threat Detection is enabled
Fioute Map [~ Hore.. w

Security Level |0

[T] Dedicate this interface to management anly

Ghannel Group:

I [T]TEP source interface

Enable Interface

IP Address
(©) Use Static IP () Obtain Address via DHGP @) Use PFPoE

Graup Name internet

PPPoE Password: | @SS SS0ES
Confirm Password | OGS SSE
PPP Authentisation: () PAP @ GHAP ) MSGHAP

[C] Store username and passward in local flash | [P Address and Raute Settins.. ~

PPPoE Username:  |userf0! ‘

Description:

I[ ok || cancel | Help
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[S)

-
@ Static routes on Interface

This interface has static route configured. Any change in zone configuration
would remove static routes configuration from it

A

Do vou want to continue?

Gancel

[ Cisco ASDM 7.5(2)153 W\m,
File View Tools Wizards Window Help [Tyme topic to search Wil
—— = = = nin
@ Home 0% Configuration @ Monitorine B Save (W Refresh o Back () Forward ? Help cisco
Device List | Bookmarks Configuration > Device Setup > Interface Settings > Interfaces =}
% Add T Delete 4 Connect Thterface Name  Zone Route Map
Find Go I R
GigabitEthermet 1/2 inside Enabled
A I WEPATEA GigabitEthernet 1/3 Disabled Delete
GigabitEthemet 1/4 Disabled
GigabitEthemet 1/5 Disabled
176 Disabled
Device Setup | ASDM Assist. | ) Disabled
Device Setup a8 | 178 Disabled
Startup Wizard GigabitEthemet 1/9 wifi Enabled
B Interface Settings Management 1,1 Enabled

& Traffic Zones
S EtherChannel
S VALAN
[1-+3+ Routing
” Device Mame/Passmord
© System Time

5h, Devies Setun
5 Fremal T .

40 Remote fccess VPN

G sie-to-site wPH
@ Device Management

Enable traffic between tro or more interfaces which are configured with same security levels

(] Enable traffic between two or mare hosts connected to the same interface

[T Enable jumbo frame reservation

»

Device configuration loaded successtully, <admin 15

7 HEDER
7) ASA [(EAENZINYRATLE1-EN3DT. [Send 1Z2VyIL TN REEITLET,

16/02/02 18:43:50 JST)

Preview CLI Commands

==

The following GLI commands are generated based on the changes you made in ASDM. To send the commands
to the ASA, click Send. To not send the commands and continue making changes in ASDM, click Gancel

wpdn group internet request dialout pppoe
“wpdn eroup internet ppp authentication chap
wpdn group internet locahame user001
wpdn username user(l1 passwaord ek
na dhep-client client-id interface outside
Interface GigabitEthernet1/1

hoip address

pppoe client vpdn eroup internet

ip address  pppoe setroute

I Send ]I[ Cancel ] [ Save To File

8 ¥V RDIVE1—-
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8) I>Y—-ILhS ASA @ CLI (C7HEAL. ISP MIETESNT MTU BLU MSS Y/ X%&TELE T,
ZZTlE MTU Y4 X% 1454, MSS Y4 X% 1414 TIEESNIIEADOREZIHUTVET,

ciscoasa> enable

Password:

ciscoasa#

ciscoasa# configure terminal

ciscoasa(config)# mtu outside 1454 @Doutside 1>4571—20 MTU YA AZ&EELES (1, 1454 /(A1)

ciscoasa (config)# sysopt connection tcpmss 1414 MSS HAZX%BELET(H:1414 )N/ )

9) :&%E#%. IMonitoring]> lNnterfaces|> [PPPoE Client %R, [Select PPPOE interfac
el Tloutside |Z#EIRL. PPPOE (C&D IP 7 RLANERTESN TLINMESRLET .

r(] Monitoring

. - mmm
Sav pech | Q) Back () Forwars | D rep cisco
evice List ook marl > Interfaces > PPPoE Glient [m]
PPPOE Client Lease Information
|| % acd [ Dekete 8 Gonnect
Find: Go
IR 72.15.1.25+ I A 5
b = re2i6s10 Select a PPPoE. m,qm @ rOutSIdeJ’&E?erig_ W
bterlaces LiDH xot PPPoE Assisned IP addr 17 5B ™ 256.265.265256 an Interface: outside I ’
e o8 Remate IP addr 11 =1 @PPPC E (:J:O Py f\l/Xh‘%UOé’l‘CBﬂ
TLAHEERLE] .

PPoE Clientlz/UyJULEd

Jr

o= | @l Interfaces &7y LEYS

5 VPN
4 Refrash
,% Routig li==
& Properties

£l Loceine

Last Undatedt 16/02/02 1%11:05
Dats Refreshed Successtuly. <admin> 15 =] (&) [16e02/02 194200 JST

9 PPPOE &R
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