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(2) TEZMYIRICUFOITY REASLET,

— copy running-config <file name>

(3) O RZFEITINIZIIWILET . IEB(CEITENNIE, BEC"[OK]"HFTRENET .
Destination filename [startup-config]?
Building configuration:---

[OK]
CLUZ&AEERE
CLI B EIZ /e — R DI Vo R T O TR TET AL, 2TDI0S (UITARFALHTEET
@
) Configure
2 ) copy running-config startup-config I
3 ) 27

Destination filename [startup-config]?
Building configuration...

[OK]
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EIEA PC ASA 5506W-X
' GEL/2 GE1/1

|:| inside (ASA EIEF) outside . Internet ..
= 72.16.1.1/24 172.16.1.254/24 DHCP - 4
= V- NAT

1 SATLEBRE

R 2 FETEAVLEMB LT ENSDOIATLARIE

rEas e, 0S BLUTTWr—23> PGy
Firewall ASA 5506W-X | OS Version 9.5(2) GE1/1
ASDM Version 7.5(2)153 nameif:outside (FI#4)LK)

IP 7RLZ:DHCP (F7#4ILK)

security level:0(7I#ILE)
GE1/2

nameif:inside (77#4JL1)

IP 7RLR:172.16.1.254/24

Security level:100(F J#)L k)
NAT

any—outside A® PAT (FTJ#IL1)
W=F1>%

DHCP (C&DA >4 —2y MAIADT TA)L
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1) EIEA PC 15 ASDM ZEEENL T ASA (C77IEAL. [ToolsI> [Backup Configurations|

zards  window  Help [Type topic to search
\and Line Interface... © Forwerd| D oo
Show Commands Ignored by ASDM on Device
Device o
Device List Packet Tracer... board | T8 A5 FrePOWER Status
*e @ (G5 Interface Status
Finct
in Traceroute... Interface P Adress/Mask  Line Link Kops
T s File Management... inside 172160250/ Ow ©Ouw ¢
Check for ASA/ASDM Updates... jptime: 0d Oh 15m 375 ”“:S‘de :gz‘?a‘a?ﬂ,eia g up : v ;7
wifi w w
Upgrade Software from Local Computer... o= GSI B30T
Mode: Single
Downgrade Software... 4 OERD
Backup Configurations | Select an interface to view input and output Kbps
Failover Status
System Reload... nnect Client: 0 Details Failaver not canfigured. Click the link to configure it Confie
Administrator's Alert to Clientless SSL VPN Users... Er——
Migrate Network Object Group Members... re Usage | Details Gonnections Per Second Usage
Praferences... 2 |
ASDM Java Console... 1400 1401 1402 1403
W UDP | MTCPR 0 M Totak 0
‘outside’ Iterface Traftic Usage (Kbps)
v | (2000
w0
1000 E
]
1400 1401 1402 1403
- Ty M Input Kbps: 17 B Qutput Kbps: 0
R i ] r
Latest ASDM Syslog Messages oo 8 x
Severity Date Time  Syslog D Source [P Source Destination IP Destin: Description 4
Iy - m
5 FsbOT2016 160350 302015 10151078 65 255256256285 67 Teadown UDP comnection 50 for outsiderl0IS 118 |
& -
] it ] v
Device configuration Ioaded successfully. <admin) 15 @ e/oa/r k0t ssT

2 Backup Configurations &<
2) [Browse Locallz/wIUL%E9d,

[E) Backup Configurations ﬂ

Backup File:

HMote: During the backup. new SSH sessions to the ASA will fail.

Backup All
Rurinine-canfiguration I
l Startup-configuration I
1 All Security Images
I Cizco Secure Desktop and Host Scan images I
Cizco Secure Deskiop and Host Scan settings
AriConnect client images and profiles
fryCionnect customizations and transfarms
Identity Certificates

WPM Pre-zhared Keys

All S5L WPN Configurations I
S5L WPN Configurations ¥ I
|

[ Backup ] [ Cloge ] [ Help ]

3 Backup Configurations
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4) [Backup Configurations]ICERD. [Backup AllJ[CFIvo% AN, [Backuplz/UyiLT/\w)
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[By Backup Configurations M

Mote: During the backup, new 55H sessions to the ASA will fail.

Backup All

Rurinine-canfiguration

fl Startup-configuration il
A1l Security Images
I Cizco Secure Deskiop and Host Scan images I
Gizeo Secure Deskiop and Host Scan settings
AnvConnect client images and profiles
AnyConnect customizations and transforms
Hentity Certificates

WPM Pre-—zhared Keys

All 5L VPN Configurations I
85L WPN Configurations * I
H

Close Help
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fEy Backup Progress 8 s e . — — " S

Froeress Messages:

DOdUF, WP rark=1d e LGuie rorir uriwdroer idrigudes |4
Back up translation-table webvpn laneuaee fr

Back up translation-table customization laneuaes fr
Back up translation—table PortFaorwarder language fr
Backing up Customization

Back up customization DfltCustomization

Back up customization Template

Backing up Bookmarks

Backing up Plug-in

Back up url-list Template [
Backing up VPN Pre-shared Keys

Backing up ‘Web Content

Backing up Cizco Secure Deckiop and Host Scan Image
Backing up AnyGonnect(SWC) Glient Imazes and Profiles [
Backing up AnyConnect Localized Transforms

Backing up AnyConnect Customizations

Backing up Cizco Secure Desktop and Hozt Scan Settines
Backing up Prosy futo-Config

Backing up Application Profile Custom Framework
Backing up Pre—fill Scripts for Gonnection Profile

Backing up Dvnamic Access Policy

m

Backup finished in 4 seconds.
More technical details can be found in the ASDM menu Tools - Java Console.
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6) [Backup Statistics | TIOK1&IUwILEY , \woT7vTI7(IVHEIE PC EICAERESNTLSH
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.
Backup Statistics s T M

Backup Statiztice Report:
CCE:

Running-conf izurat ion available
Startup-conf izurat ion available
Translation table available
Customizat ion available

" |Booknarks available

[|Failure messages: i

-
=
=}

Certificates available

m

(|No Plug-in available W
Dynamic Access Policy available

Mo Pre-fill Scripts for Connection Profile available
fpplication Profile Custom Framework available

Cisco Secure Desktop and Host Scan Settings available
fnyConnect Customizations available

AnyConnect Localized Transforms available

#nyConnect (SVC) Client Images and Profiles available
Mo Cisco Secure Desktop and Host Scan Imeze available I
Mo Web Content available
Mo ¥PM Pre-shared Kews available | 4

=
=
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1) EIEA PCH'5 ASDM (LD ASA ([C7ITALET . #MHAIRRED ASA D IP 7 RLXTH3[192.
168.1.1]%[Device IP AddressliCAFILTIOKIZIUYILET . X EIRA PC O IP 7RL
A6, ZD IP 7RLVAICHU T IERATERLICEEL TBMENHDE T,

[E Cisco ASDM-IDM Launcher [E=EE )

B, Cisco ASOM-IDM Launche iy

Device IP Address / Namef |192.168.1.1 j

Lizername:
Fazsword:

7] Remember the username of the specified device on this computer

7] Fun in Dema hMode

olsa

9 IHIRRERMD ASA ADT I A
2) 04J1>%. [Cisco Small Call Home D&% EBEANF ReNFI . [Do not enable Call
Home |%Zi#IRLTIOK1Z5UwILET . ASDM (CLB[Cisco Small Call HomelDEKECD
WTRRNERREINDDT, [OKIZIUYIL THEISEHFT

- =
Cisco Smart Call Home S s S S ﬂ

. -
I-o-l () Anonymous
.'\. ./..

'_' Help to improve the ASA& platform by enabling anonymaous reporting, which
allows Cizco to zecurely receive minimal error and health information from
the device. Learn More

[l () Registered

Registering this 454 with Smart Call Home (SCH) allows custamers with |
zupport contracts to log in to the SCH Portal for a personalized view of all
| their SCH connected devices. The portal dizplave messages sent fram the |
device, as well az providing notification of any device that iz impacted by a
PSIRT advizary. Additionally, registering allows one to receive real-time
notifications on problems with the device, as well az the proactive creation
of a TAG case.

Learn More

To begin the registration process, please enter your e-mail address below.

Email Address: Customize thiz feature

I OK I Remind Me Later

[} Cisco Smart Call Home T [

@ Smart Gall Home has not been enabled on this device. You can enable it
later under Configuration —> Device Management -> Smart Gall Home

10 lCisco Small Call HomelD:&E
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3) ASDM ([cBWT. [Tools|> [Restore Configurations|ZfE£9,

Sipeiuininieg A5 TSR LI
izards Window Help
() Home mand Line Interface..
Deveel|  S"ow Commands Ignored by ASDM on Davioe

Dovice list | Packet Trocer...
L XTI | Ping...
Find Traceroute...

& 1726,

B File Management...

Check for ASA/ASOM Updates...
Upgrade Saftware fram Local Computer...
Downgrade Software...

Migrate Network Object Group Members...
Preferences...

ASDM Java Consae...

Administrator’s Alert o Clientiess SSL VPN Users...

5 [ Y cisco
o
hbourd | 18 ASA FrePOWER Status
Interface Status
Interface TP Address/Mask. Line. Link. Fbps
irside 19216811724 Q0w Quw &
it 0 b 420 8 i 10051178722 Ow ©uw 1"
e Hataw will 19216810.1/24 O@w ©Ouw
Mode Sinele
hsh 8192 MB
Select an nterface to view rput and oulput Kbps
Failover Status. |
bnrect Client: 8 Details Failover not configured. Click the link to configure it Contiews
Traffic Status |
re Usage | Detais. Cornections Per Second Usage |
1 ~ |
ol ! : asahapad
e mar  ma  osm osa
M UDP 0 ETCP 2 M Total 2
‘outside’ Interface Traific Usage (Kbps)
n ns "
LLELLELED o

o528 053

w03 o5z osar

Latest ASDM Syshe Messages

ASOM bgging is

) wear 52
gt Fops 19 B Outpud Kbps 0
2 osz ol e o e

Og 8 x

disabled To endble ASDM logging with nfarmational leval, click the bution below

| Ensbie Loesine

in? 15 B ER B 602/ samsa uTo

Device confieuration refreshed successfully. Cadimi

11 Restore Configurations &R
4) ARSIy IT7vI D74\ %187E S B[ Restore Configurations]TIBrose Locall%z’
DyiL. BIE PC LD/\wI7y T I74 IV ZBTEL Tl Select file)#VUw LT, [Restore Conf
igurations | Tl Next]Z27UvIUEY,

[£j Restore Configurations PRy gy — @
Select Zip File: | Browse Local. || [|D4ywsL g
[ Next ] l Close ] [ Help ]
[ setect e . QNI T Tr I ORFFEERUES =
I OLOEFRD| || ASA Backup - & =@
] _backup.zij “ N
L ———| S S e s
B
| \
FA0ky7
|
 Ex b
L
e @IUIILER
L ==l
D AT (gt =

[Ej Restore Conﬁguratmns- —

Htanabu¥ Desktop¥ A5 A¥ASA_Backup¥aza backupzip

577w
Mext Close Help

12 UAMPIBI\YIPYT I74 IV DIETE

Select Zip File:

(C) 2016 Networld Corporation




@ Cisco Start Firewall D
Cisco ASA 5506-X &ED/\wI7yTEUZXNTFIE

Networld

5) Z£TOIRBE(CFIv)%ZAN. [RestorelZ/UyILET.

F i
fEy Restore Configurations ﬂ

— i

Backup created on Mon Feb 01 05:06:00 UTS 2016
[}

[ Start-up configuration

All Security Inages
Cizco Secure Desktop and Host Scan images
Cizco Secure Dezktop and Host Scan settines
AnyConnect client images and profiles
AryZonnect customizations and transforms

Identity Certificates

WPM Pre-zhared Keve @ |
#All 551 VPM Configurations I
S5L VPN Configurations ¥
[ Restore ] [ Gloze ] [ Help ]

— - )
13 YAMFEEOFIVY

6) JIMINA-N-[CBIFIESHTRRINEIN. [(FVIZTIILTHRICEHFT .

Device used in failover pair u

Device is currently used in a failover pair. Restoring an old running

= configuration may delete current certificates. Do you really want to proceed?

LI ()

14 JIANA-N-CRATIES
7) REFLEEZEEFIZDT. [ReplacelzFyIUET,

- N
Running Configuration Restore =5

'.6.' Do you want to replace or merge with the current configuration?

WARNING: Restoring the running configuration may disconnect your
network sessions.

IERepIace” Merge ] ’ Skip ]

15 BED LESORE
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[E5 Restore Progress S .-— — ﬂ

[ | %

Progress Messages:

Restare url-list Template
Start restoring Translation table

Finigh restoring Bookmarks

Restare translation—table customization language fr customization po

Restare tranzlation-table PortForwarder language fr PortForwarder po i
Restare translation-table webvpn language fr webvpnpo
Restore tranzlation-1able customization languaee ja customizationpo i [l

Restare translation-table PortForwarder languaee ja PortForwarder po
Restore tranglation-table webwpn languaee ja webvpnpo

Restare tranzlation-table customization language ru customizationpo
Restare translation—table PortForwarder language ru PortForwarder po l
Restare tranzlation-table webvpn language ru webyvpnpo
Uploadine file flash:/fr_customizationpo

Uploading file {lash./fr_PortForwarder po

Uploadine file flagh:/fr_webvpnpo

Uploading file flash:/ja_customiz ation po

Uploading file flash:/ja_PortForwarder po

Uploadine file flash:/js_mebvpnpo

Uploadine file flash /ru_customization po

Uploadine file flagh:/ru_PortForwarder po

Uploading file flash:/ru_webvpnpo -

m
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