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(1)  Exec)SSARI S BEIRUET .

(2) THFAMNWIRCA T OOV FEASLET

— copy running-config <file name>

(3) ION>REEITINI>ZIIILET . IEBICEITSNNE, BIEC"[OK]"HERRENET
Destination filename [startup-config]?

Building configuration..

[OK]
CLUZ&AEERE
CLI B EIZ /e — R DI Vo R T O TR TET AL, 2TDI0S (UITARFALHTEET
@
) Configure
2 ) copy running-config startup-config I
3 ) 27

Destination filename [startup-config]?
Building configuration...

[OK]
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2.1 AT LB

AETOREFIREUATOSAT MBRRICEDVTITONE T, SREIREE(LBIFKI Cisco ASA
5506-X J4wIAA— M1 RIBLUTCisco ASA 5506-X Network Object & Service Grou
p OFRTENCEDVRTEDTT THERD, BIE PC O ASDM H'5 ASA (CE#E TE. Network Obj
ect Group MERSNIARREZETEL TVET,

347> PC

172.16.1.10
172.16.1.11

Sales-Group-1

ASA 5506W-X

GE1/2
inside (ASA EBIEF)
172.16.1.254/24

ay-b

GE1/1
outside

DHCP

L2 Z1vF

Internet

172.16.1.1/24

1 SATLEBRE

R 2 FETEAVLEMB LT ENSDIATLARIE

HE2S Hass 0S BLUYT T —23> FyNI—URE
Firewall ASA 5506W-X | OS Version 9.5(2) GE1/1
ASDM Version 7.5(2)153 nameif:outside (FJ#JL1K)
IP 7RLZ:DHCP (F7#4ILK)
security level:0(7I#ILE)
GE1/2
nameif:inside (77#4JL1)
IP 7RLR:172.16.1.254/24
Security level:100(F J#)L k)
L2 ZAyF | SG-110D
%}E}Eﬁ PC OS : Windows 7 A4>2971—XIP 7RV R:172.16.1.1/24
A=ZFINTTIVr—23> (Tera Term)
Web 759 (Internet Explorerll)

&/ 3 ASA 5506-X DRy MNI—J5STE

=744 DHCP (Z&DA1 49—y MUIADT TA)L ML — MBS
Object Network Object Sales-PC-01(172.16.1.10), Sale-PC-02(172.16.1.11)
Network Object Group Sales-Group-1(Sales-PC-01, Sale-PC-02)
Service Group Sales-Group-1-Service(http,https,imap4,smtp)
NAT inside(IRTDIST1vJ)—>outside AD PAT
Frel&
inside(Sales-PC-01 i"5D hZJ1v%)—outside AD PAT
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3. PAT DES3E

3.1 #IFERTE

ARBEFRTT IAINTERESNTLS NAT )L—ILZHBIBRUET
1) &I PC h'5 ASDM (c&b ASA (C77EAU. [Configuration]> [Firewall]> NAT Rules|
ZFE. TIAWRTERESN TS NAT JL—)LZHIBRUET .

Cisco ASDM 7.5(2)1 6.1
File Vi

Type topic to search o

() onitoring | (i) seve @ Refresh | ) Back () Forward | D Helo cisco
e - > Fitewall > NAT Rk  Addresses | Services |
hy
[ v
Device List — C eFJE EJJ b Doresses o8 x|
@

iadram 74 Paeket
4 add [0 Delete Gonmect Add - @ Edit [ Delete| & Where Used Q Not Used

Match Criteria- Original Packet

it = Sowce btf  Desthtf  Source Destination Sorvioe | 1" = el
(RN — ijnaii el
T Thnv @ v 'a Netwerk Obiects
— = 5, @ any
— _ @5 AL NRED NAT JL—)L & iRUE S e
irewal a @ anyb

-5 inside=networl/24
AT Rules|z70yILEd o oyon
o AAA Rules i g outside-network/1§
~22% Filter Rules % wifi-retwork /24
[ Public Servers
B URL Filtering Servers
&) Threat Detection
Iientity Options:
Tientity by TrustSec
Obiects
Uified Commurications
B Advanced

Device Setup

5 Firemal D[ Firewall |20y LES

62, Remote Access VPN

g Site-to-Site VPN

‘ 0 ] v

7, Device Management

admis |15 5] (B [16/02/18 133846 JT

2 FIAINERTED NAT -V ZHIBR
2) NATIL—ILOHIBR#. [Apply1Z27UyILT ASA (R EZBRALEY.

[E Cisco ASDM 7.5(2)153 far 16.1. =T |
File View Tools Wizards Window Help [Tupe topic 1o search ETT
— = — = alraln
) Hone |y Cunﬁsuvatmn‘ @ Wonitoring | () Save (¥ Refresh | () Back () Fornard | D Heo cIsco
Device List | Bookmarks > Firewal 1l > NAT Rules o Addresses | Services
Device List a B x Addresses a B X
% Add - B Edit [ Delete| # | & B8 B - | Q Find EH Diasram M Packet ‘ ‘
% Add [ Delete S Cornect & Add - B Edit fll Delete| & Uers Used @ Nat Used
it . Match Criteria: Original Packet
in io Filter: Filter|Clear|
@ Source Intf  Dest Intf  Source Destination Service 1
B 19216811 "Hetwork Dbjest” NAT (o rules] Name
= Network Objects
@ any
e @ anyt
Firewall a5 @ anyd
;ﬁ Access Rules B inside-network /24
JHAT Rules | 5B o
ANy,
2. i‘:x‘fﬂ ‘Z“:‘Ey Fules o outside-network/ 16
er Fules 5 wifi-netnork/24
iblic Servers
= L Filtering Servers
& Threat Detection
entity Options
Hentity by TrustSec
Objects
Unified Gommunicatians
Advancer
&) Device Setup
5 Fremen
G5 Bemate Accass VPN
59 sie-to-site weN
[, Device Menagement < L | o
> ==
<admin> 15 BEE (&) 160208 183456 JST

3 EEDER
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3) NAT F-JILO clear DEEEEN'®HDFI DT, [Yes |2y ILFT .

F B
[Ej Clear NAT Translation Table ==

The MAT configuration has chaneed. If vou do not want to wait for existing
tranzlations to time out before the new MAT configuration iz used, vou will
need to clear the translation table. However, clearing the translation table
disconnects the current connections that use the translations.

If wou remove a dwnamic MAT ar PAT rule, and then add a new rule with
mapped addresses that overlap the addreszes in the remaved rule, then the
new rule will ot be used until all connections associated with the removed
rule time out or the translations for the rule are cleared. This safeguard
enszures that the same address iz not asziened to multiple hosts.

‘Would vou like to clear the MAT translation table for the rules that have
been changed?

]

[ Do nat show this message again

‘ez Mo

4 NAT 72D clear
4) ASAICETINZINUROTLVE1-HFRESNZD T, [Send]ZIUvILTEITUETS

r A
Preview CLI Commands -—— - @

The following GLI commands are generated based on the chanees you made in ASDM. To send the commands
to the ASA, click Send. To not send the commands and continue making changes in ASDM, click Cancel

abject netwark abj_any
no nat (anyoutside) dynamic interface

[ Send | [N Cancel | [ SaveToFik. |

5 YV ROITVE1-
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3.2 PAT OFE (2TOMST1vIEMWSR)

AREIT(E inside N5 outside ADETH RS T1wI%ZXTSREUTE PAT OEEFIBICDOWTEHEALE
a-o

1) [Configuration]> [Firewalll> [NAT Rules|%BaZ. [Add]1z/)y U TIAdd NAT Rule
Before “Network Object” NAT Rules]zFZ£9.,

£ Cisco ASDM 7.5(2)1"
File Vi "

V@Fé&nﬁgurationj’&’] DyILFd o topic o o
onitoring | (1) Save Q@ (9]

- - “ vl
@) Home I g ve (@ Fetresh | () Back () Formard| D belp ciIsco
Devicd o Addresses Services
Device List a8 x Addresses a8 x
4 Add[~] @f Edit if Delete |+ | % B B8 -| Q Find B Diaghar M Packet
% Add ] Delete g Comect T o e TR I e % Add - @ it l Delete| & Wihere Used G Mot Used
Find Go B e efre eovork obec? T s | Filtr: Filter|Olear
] = i
& atioty Add NAT e Afer Nt dd"NAT.RuUle Before~ 1&/Uv)LEY
) Network Objects
3 @ any
F @ any
@
AT Rules]z7)yIUEd 2
afl
[FirewallJZ7)yILEd
£44, Bemote Acoess VPN
G sie-to-ite ven
@ Rl —— v
Devioe Management
2 Aeply
Gonfieuration changes saved successfully. <admin> 15 =] (@] 16702708 133836 ST

6 NAT JL—ILDRFEICISED
2) [Source Interface]Zzlinsidel. [ Destination Interface]%[outsidel&U. [Source NA
T TypellZlDynamic PAT (Hide) |%i&RU. [Source Address|®l - 1&9)wILET,

-

[y Add NAT Rule > 9 - has ﬂ
Match Criteria Original Packet lnSIdeJE:l‘%}Rbig—

Qfoutside ERUET
D

any

Source Iterface:

Source Address || Destination Address: |any ]

Service any B
[Dynamic (Hide) |%Z#iRLET

Dynamic PAT (Hids] =
h

Actior: Translated Packst
Source NAT Type

Source Address:

| Destination Address: |- Original — B
Use ane=to-one address translation @IwILFET
PAT Pool Translated Address: Sarvice -~ Original — [+
Found Robin

Extend FAT uniqueness to per destination instead of per interface
Translate TGP and UDF ports into flat ranes 1024-65535 Ihclude range 1-1028
Enable Block Allocation

Block size of 612 and maximum block allocation per host 4 has been configured. To chanee click here
Fall through to interface PAT

Use 1Pwhi for source interface PAT Use TP« for destination interface PAT

Options
Enable rule
[T Translate DNS replies that match this rule

Disable Proxy ARF on eeress interface

Lookup route table to locate eeress interface
Directior: | Both

Desoription

[ ok ][ Camcel |[  Help |

7 NAT L=V DERE
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3) ZHED Source address &1r34>AJ1—AZIEELF Y, [Original Translated Source
Address %[ outside |(CFEELE T,

r
[ Browse Translated Seurce Address =

% Add + [ Edit ] Delete | @, Whers Ussd @ Not Ussd

Filter: Filter|Clear
Cal
MName IP Addrezs Netmask Description Object NAT Addre.

E-Interfaces

| e I I A
" @®loutside J&ERLET

' DHLES
@7UwILET C ok || m=

8 Translated Source Address Di%E
4) NAT IIL-IDRECRD. [OK1ZIUYIL TR TUET,

By Add NAT Rule s e - ==
Match Criteria: Original Packet
Source Interface: inside ~ | Destination Interface: [outside
Source Address: any [] Destination Address: |any [
Servics any [
Action: Translated Packet
Source NAT Type: Dimamic EAT.(Hided......| ~
|| ource Adcress: outside [-] Destination Address: |— Original -- [
Use one—to-one address translation
PAT Poo Translated Address: Service - Original -- [
Faund Robin
Exterd PAT uniqueness to per destination instead of per interface
Translate TOP and UDP parts into flat rance 102465538 [ | Inchude range 1-1022
Enable Black Allocation
Biock size of 612 and maximum block. allacation per host 4 has been confieured. To change click here
Fall throueh to interface PAT
7] Use [Py for source infertace PAT Use Py for destination interface PAT
Options

Enable ruile

(7] Translate DNS replies that match this rule
Disable Proxy ARP on egress interface
Lookup route table fo locate sgress interface

Direction: Bath

Description:

oK Ganeel Help

9 NAT JL—-ILDiEhN
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5) NAT IL—ILIMERRSNTWSEZMEEEL. [Apply 1Z7UvIUT ASA (R EZBRALEFET .

/5 Cisco ASDM 7.5(2)1

File View Tools Wizards Window Type topic to search

Go
= mm
) Hame | 6% Canfiwration| [ 7] Menitaring [B Save Q¥ Reesh | Q) Back () Fowerd | D He cisco
Device List | Baokmarke Configuration > Firenall > NAT Rules o Addresses | Services

m A 5 8 x

e . [% poa-| & Edit [l Delte| + | % B B <[ Q Find B Diseram % Packet = . ‘
4 Add [ Delete & Gonnect % Add - @ Edit [l Delete| & there Used @ Not Used
) Match Criteria: Original Packet
Find 6o o 7 N X - Filter FilterlClear

=
Hame

= Network Objects

"(ONAT JL— )Lb\{’ﬁﬁxanu\ﬂ il

-2} 19216811

L@ anys
-l insidenetwork/24
Lles o obj_any
;L\ f\:’;‘“;f”"” Fles - Y cutside-netmork /16
s H
B Fller Rules S wifi-network /24

@ Public Servers

“Z URL Filtering Servers
Threat Detection
Lientity Options
Identity by TrustSec
Obiects

Unified Gommunications
1 Advanced

&) Devics Setup
) Fromal

475 Remote Access VPN

Bl T APDy JEIILES

B Aol

10 EDEA
6) ASA(CETENZINVROTLEI-NFRENBDT. [Send 120Uy ILTEITLES

(B |1s02/08 1345:06 JST

. =

The following GLI commands are generated based on the changes you made in ASDM. To send the commands
to the ASA, click Send. To not =end the commands and continue making changes in ASOM, click Cancel

-
Preview CLI Commands — -

nat {inzide.outside) 1 source dywamic any interface

Send I Gancel ] [ Save To File ]

11 XY ROIVE1—-
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3.3 PAT ORE (WHRDIS5T1vI%Z1E%E)

AEITE PAT OFHR NS T1wH% Network Object (CEDIETEITBIHEDEE
LEY, CCT(ERIFKICisco ASA 5506-X Network Object Group & Service Group @

TYERKUTZ Network Object Group Z{EREULEY,

EFNECOVNTERA

SXIE

1) [Configuration]> [Firewalll> [NAT Rules|%BaZ. [Add]1z/)y U TIAdd NAT Rule

Before “Network Object” NAT Rules]zFZ£9.,

[ Cisco ASDM 7.5(2)1 161
Fie Ve W15 Ceinfiguration |22 LES [boe i o seach il
@) Home I ] Vonitrine | (1) Save (@ Fetresh | Q) Back () Forvard | D belp ciIsco
Devicd o hddresses Services
Devics List a8 x Addresses a8 x
4 Add|~| @ Edit @l Delete |+ | % B B -| Q Find B3 Diadlam M Packet
% Add ] Delete g Comect [ T o e TR I e % Add - @ it l Delete| & Wihere Used G Mot Used
Find: Filter: Filter|Glear]
] i = i
= 1921811 Add NAT Rule After "Netwar A" RAT.RUle Berore~ 127y

1 Network Objects

& @ any
& @ anyh
B aryh

AT Rules|zJ0yILEd

[Firewall 290y IUES

Apply

LE9

<admin> 15 (=] @

16702708 1338:36 JST

12 NAT L—I)VDEEFEICTEED
2) [Source Interfacel%linsidel]. [Destination Interfacel%[outside]
dress|®[ - &9y IULFET,

Match Criteria: Original Packet % §Rb§g—

DI outside =) I

Source Iterface: inside ~ | Westination Interfa

Source Address: any lul Destination Address: |any =]
OFILET™ L

Aotion: Translated Packst

Source NAT Type Static -

Source Address: — Original — [-] Destination Address: |-- Original - [E]

Use ore-to-one address translation

PAT Pool Translated Address: Service:

B

— Original -
Round Rebin
Extend PAT uniqueness to per destination instead of per interface
Translate TGP and UDP ports into flat range: 1024-66635 ] nclude range 1-1023
Enable Block Allocation
Block size of 612 and maximum black allocation per host 4 has been configued. To change click here
Fall through to interface PAT
Use IPVE for source interface PAT Use IP6 for destination interface PAT
Options
Enable rule
[T Translate DNS replies that match this rule
[7] Disable Praxy ARP on seress interface
[7] Loakup raute table to locate eeress interface
[Both

Direction: -

Dezcription:

[

0K

J [

13 NAT L—-ILDETE
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Cance|

]

Help
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3) PAT OXI5RERS Source Address (C Network Object #38ELE Y. [Network Object
Groups] Tl Sales-Group-11%zi&RU. [OK1ZIUwILET,

-
[ Browse Original Source Address g

% Add ~ & Edit ] Delete | Q ihere Used Q Mot Used

Filter: Filter| Glear|
1
Mame IP Address Netmazk Description Object NAT Addre..
= Network Objects
-G any
8 objany 0000 0000

B Sales-p.. 17216.1.10
=) Sales-P. 17218.1.11

Dl Sales-Group-1 | Z#EIRUET
d_

Sales.. 17218111

Selected Original Source Address

Sales-Group-1 OU“ Oljia-
@QIvILES

14 Source Address Ic Network Object Group %87
1) [Source NAT TypelldlDynamic PAT (Hide) 1%&3#RU. [Source AddressI®l---1%
PIWILES,

- N
[ Add NAT Rule Oe= O § - =)

Match Criteria: Original Packet

Source Interface: inside +| Destination Intertace: |outside =]
Source Address Sales-GGroup-1 [] Destination Address: |any I
Service any I
At Translotod Packet ®[Dynamic _(Hide) 1%#iRLET
Source NAT Type: raiic PAT (Hide) = +
|| sourse Adress Destination Adthess: |- Driginal -— [
Lize one-to-one address translation @IUwILFxE9
PAT Pool Translsted Address -| service - Original — @)
Raund Fokin
Extend PAT uniqueness to per destination instesd of per interface
Translate TGP and UDP ports into flst range 1024-65535 [ | Include range: 1-1023
Enable Block Allocation
Block size of 512 and maximum block allocation per host § has been confiewred. To change click here
Fall through to interface PAT
Use IP4£ for source interface PAT Use IPy§ for destination interface PAT
Options

Enable rule

[] Translate DNS replies that match this rule
Dizable Proxy ARP on seress interface
Lookup route table to locate eeress interface

Dirsction: | Both

Description:

[ ok [ ocacel |[ Hep |

15 NAT JL—-ILESE
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2) ZEHE0 Source Address 7231 >5J1—R% [ outside |(CIEEL. [OK1ZIUYILET,

r
Browse Translated Source Address g

% Add - 2 Edit T Delete | Q Where Used Q4 Mat Used

Filter: Filter|Clear!
=
Name TP fiddress Metmask Deseription Cbject NAT Addre
== Original ==

EFMetwork Objects
3 Sales-P., 172.16.110
| - B Sales-P. 17216111
ENetwork Object Groups
i Sales-G

e[ outside | ZEIRLET
! [ |

~EBwifi

i S >

e I ILES

@’J'J‘H’Jbi@'
16 Translated Source Address D%E

3) [OK1Z7)yIU. NAT L=l ZENMULFET .

outside

r )
[y AdINATRule e O - (S
Match Griteria: Original Packet
Source Iterface: [inside + | Destination Interface: |outside
Source Address: Sales-Group-1 D Destination Address:  any B

Service: any B

Action: Translated Facket
Source NAT Type:

|| Souwee Address outside [ Destination Address: | — Original -- &
Use one-to-one address translation
PAT Paal Translated Address: Service: — Original -—— B
Round Robin
Extend PAT uniqueness to per destination instead of per interface
Tranglate TGP and UDP ports into flat range 1024-65535 Include range 1-1023
Enable Block Allocation
Block size of 512 and mazimum hlock allocation per host 4 has been configured. To change click here
Fall through to interface PAT
[7] Use IPv6 for source interface PAT Lse IPv6 for destination interface PAT
Options

Enable rule

[] Translate DMS replies that match this rule
Dizable Proxy ARP on egress interface
Lookup route table to locate eeress interface

Diraction: Both

Description:

I QK I Gancel Help

17 NAT -V @iEM
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4) NAT IL—ILAYEREN TW\SEZHERL. [Apply 127Uy IUT ASA (GGREZBERALEY.

Cisco ASDM 7.5(2)1 T6.1.
File View Tools Wizards Window Help Tope fopic to search G, b
— == = = = in
) Home i Cunhguraimn‘ [ enitoring | () save @ Fetresh | ) Bask () Fornzd | D he cisco
Device List | Bookmarks | Confi ion > Firenall > NAT Rules o Addresses | Services
Device List Y [ Adoresses a8 x|
Edit [ Delete| + % | & B3 L -|Q Find B Disgram < Packet
4 add i Delete S Gorrect - % Add ~ @ Edit [ Delete| @, here Used @ Not Used
‘ Match Griteria: Original Packet
Find Go i Filter Filter|Clear!
- @ T
IS RTIRTTYT] rside joutside [t p=1 | ¢ any & any QTE b
Hctvork. Obiect, AT o rules . N etmark Objects
ONAT IL=)LIMERREN TVES @
— @ anyd
Firemall a 8 @ amb
B Access Rules e ——Ty
NAT Rulzs 5 abjany
Q Service Palicy Rules 8P} outsice-network /15
B ARA Rules
B8 Filer Rules - 8] Sales-FC-01
B Public Servers B Sales-FC-02
“ELUIRL Filtering Servers 3 wifi-networke/24
&) Threat Detection - Netwark Object Graups
entity Options {58 Sales-Group=1
- §58 Hentity by TrustSec
Objscts
Unified Communications
A Advanced

&) Device Setup
£ Frewal

Remote Access VPN

%%7 4 @ Apply [ ILET
o

18 SREDEM
5) ASA(CEITENZIVYROTLEI-HFRRENZDT. [Send 127UyILTRITLET

(B 16/02/08 141715 ST

-
Preview CLI Commands i S— — ﬂ

The following CLI commands are generated bazed on the changes you made in AS0M. To send the commands
to the ASA, click Send. To not send the commands and continue making changes in ASDM, click Gancel.

nat (inzide.outside) | source dwamic Sales-Group—1 interface

L Send ) [ Gameel ] LS ToFien )

19 I¥YROIVE1-
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3.4 PAT DR

AKETTE D472 NiRHSA > A=y M\ PAT ZTU TP ITCATETVDIREET. ASA O PA
T OO %MER I 2F Bz HBALET .
1) [Tools|>[Command Line InterfacelZBiE%d,

[Ecisco ApEZoIaE RIAWE
File vienfl Tools | Wizards Window Help Wit
@ vore ‘Command Line Interface.. LD Formad | P ke cisco
] T T T oD o Device o
Davicn List Packet Tracer... oo | 18 ASA FraPOWER Stans
*a @ eing Iarface Statas ]
i ia=mas nerlaze I Addese/Mast  Lne  Lek s
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2) [show xlatelz:#RUTIsend]Zz/wIL., N FZEITUET,
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Type & command ta be sent directly to the device, For cammand help, type a command followed by a
question mark. For commands that mould prompt for confirmation, add an apprapriate noconfirm option as
parameter to the command and send it to the device. To make the changes permanent, use the Fils >
Save Rumning Gonfiuration to Flash menu option to save the configuration to flash
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3) [Responsellc PAT (C&D inside 0D Source Address H' outside #ID Source Address
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Type a command to be sent directly to the device. For command help, type a command followed by 5
question mark. For commands that would prompt for confirmation, add an appropriate noconfirm option as
parameter to the command and send it to the device. To make the changes permanent, use the File >
Save Running Configuration to Flash menu option to save the configuration to flash.

Gommand
@ Single Line () Multiple Line Enable context sensitive help (7
show xlate -
0
Response:
I| |Result of the command: "show xlate” [
5 in use, 43 most used
|| |Flagst D - DNS, e - extended, I - identity, i - dynamic, r - portmap, |
= - static, T - twice. N - net-to-net [

|| |MAT from outside:0.0.0.0/0 to inside:0.0.0.0/0
flags =IT idle 0:23:58 timeout 0:00:00

TCP PAT from inside:172.

| 161 ide: 10,10, 163 riidle 0:02:34 ti
TCP PAT from inside:172.16.1.10/69808 to outside:10.10.153.1/59808 flags ri idle 0:02:34 ti
TCP PAT from inside:172.16.1.10/59806 to cutside:10.10.153.1/59308 flags ri idle 0:02:34 ti| |
TCP PAT from inside:172.16.1.10/59769 to outside:10.10,153.1/59769 flags ri idle 0:21:65 ti

ll q 1 | 3
i Clear Response

reemd [ Glese || Help ]
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