Cisco Start Firewall Sole e

% 1.0 ik
Cisco ASA 5506-X FirePOWER 51> AF%E

KAy NI —ILR

@)) Networld



@ Cisco Start Firewall
Cisco ASA 5506-X FirePOWER 31/t X%

Networld

eRET B

&S  eRETH tXETE SETAE

1.0 2016 £3H 11H FYhI—-)L R o iR




@ Cisco Start Firewall
Cisco ASA 5506-X FirePOWER 31/t X%

Networld

REFEH

AEOTHIAR. BEHRIBBOEECBVTITONZEDLLET  ABICEEH I BIFIRICON
T BRASHRYNI LR (AT B )NMBEECERBS LUERVLEIH EHAIAT
DEFROEEMAES L VTR ZRIETDEDTEIIEVEE A,

B (L BERPAREDNSCAFINBIRICIDEEULHSDZIFEICEAL T, —tIn&EEZ
BUERA. T REBLUARZ (LU INEESNTVSMBOEIRTHNSHISSN L BIEIBIR
OZHAICIOTELUHSPBIEEICEL T, —tI0EEZEVEEA.

B3 ABCEEBITDINTOEEFE—8Z. BEBRNOFRIOEIRUICEE TSR
LEIBBENTEVET BE . BHNIAREZZEHIBULEZHHIRI LD TS VEEA.




@ Cisco Start Firewall
Cisco ASA 5506-X FirePOWER 31/t X%

Networld

Rkl
s BROB
- TIeEmEsS) F—. FEAMRYIR, STARTSBEOATITI

- bold(FR—JL kX=) ANFGERT HME
italic(4 9w I3LF) ADNFRERT HME(ZER)

® [ONVYRERITINI>ZIVYILET . ER(CERITENNE, BEC"[OK]"H&RRENEY,

L D@EsR) ANERERIRTZATSTIN
| (ZEBIERE)  FonenE
- et | mmeancmcen)
1 =wom)
D TExec | SYUARIVEBEIRUET . |
L@ FERMRYIRCTOIR MEANLET, i
i :--> copy running-config <file name> i
i V
i CLIZ&BE%E

O

() Configure

copy running-config startup-config I
el

Destination filename [startup-config]?
Building configuration...

[OK]




@ Cisco Start Firewall
Cisco ASA 5506-X FirePOWER 31/t X%

Networld

BHiR
O X 7. ) PP 1
1L R BR . i e 1
1.2 FirePOWER £ 1—I)LOMEREB JUSA T RAICDNT e 1
IR IR =T 1P == = e <5 ST/ L 1
2. D AT IRBIR oot e 2
D N Gl A, -1/ 2
3. FirePOWER EZI=I LD TAT U RATETE vvevererererenenenenenetieteieneaenensssasesesesesenenenens 3
3.1 SATDRATTAIVDEIIS ..o e 3
O O R A e )< | = 3
3.1.2 PAK(Product Authorization Key)DHEER ......cvvviriiiiiiiiieiieieiee i eeneean 4
3.1.3 TAT Y RTTAIUDEIIG v 5
3.2 T R R vt e 10
3.2.1 SAEYATFAIDRBEDTIE — i 10
3.2.2 TA S AT R e e 11

. BRI R 14




@ Cisco Start Firewall
Cisco ASA 5506-X FirePOWER 31/t X%

Networld

1. [@UsIC

AZE(& Cisco ASA 5506-X ([CFEEINTLVS FirePOWER D31 > A% E I DFIEICONT
EELTVET,

1.1 XySkilids
AETHRELTVSHEERIILU T (CRDET

R 1 FEOMSKHEE

ASA 5506-X ASA 5506W-X
(ASA5506-K9) (ASA5506W-Q-K9)
v o

1.2 FirePOWER DH#EES LT T AICONT

FirePOWER (C(EZLL T OHEEEN ®DE T o

> IPS(Intrusion Prevention System)4Z2AB5LEI AT/

> AMP(Advanced Malware Protection):i=E /L1 7 BA1H

» URL Filtering

CNSOMEEZFIAR T ZBR(CE. BIRIVTS > EAL. ST A EMIERTEIT ZREN DD
E

1.3 EnIlCARI360

> Cisco.com ID
Cisco.com ID OHUESEIZLLTO URL #ZS8BTFa0\,
https://tools.cisco.com/IDREG/guestRegistration.do?locale=ja_JP

>  Product Authorization Key (PAK)
PAK (Z ASA 5506-X [CEWRDAMRS LUX—IVCTEISUE T . GE(EZIRTERBAL TV
F9)

Copyright Networld Corporation 2016 All Rights Reserved.



https://tools.cisco.com/IDREG/guestRegistration.do?locale=ja_JP

@ Cisco Start Firewall
Cisco ASA 5506-X FirePOWER 311> X%TE

Networld

2.  SATLIBRY

2.1 AT LB

ARETO FirePOWER O34 2 AEREFIAIA T OSRT LMBRRICEIVTITONE T . s¥EIR
RE(FHIHRI Cisco ASA 5506-X B&U FirePOWER J4vJR5— N4 RIDERETT TEERD, B
18 PC O ASDM N5 ASA 84U FirePOWER H(THEHT CEDARAEEIZOTVE T,

S PC L2 ZAvF GEL2  AgA 5506W-X  GE1/1
— inside (ASA EIEA) outside
172.16.1.1/24 - 172.16.1.254/24 DHCP ( Internet \
LT )
g Y- )

Management1/1 (eth0)
172.16.1.253/24 (FirePower EIEF)

1 SATLEBRE

R 2 FETEAVLHEMB LT ENSDOIATLARIEE

123 H2sE 0S BLUTFWr—33> Ry N —585E
Firewall ASA 5506W-X | OS Version 9.5(1) GE1/1 outside (FTAILK)
ASDM Version 7.5(1)% IP 7RLZ:DHCP (FI4ILK)

FirePOWER (Sourcefire3D) Versi | GE1/2 inside (TJ#)LK)
on 5.4.1 (Build 211) IP 7R R:172.16.1.254/24
Management1/1(eth0)

IP 7RLR:172.16.1.253/24
NAT
any—outside AD PAT (F7#IL1)
=517
DHCP (2&D1>A—2y MAINDT T4,
N —MEEE

L2 Z{vF | SG110D-08
EIEA PC 0S : Windows 7 125712 1P PRLZ:172.16.1.1/24

A=ZFINTTIVr—23> (Tera Term)

Web 759 (Internet Explorerll)
¥ ZZTIX ASDM Version 7.5(1)&EALTVWEITH, REBICERIIEICE 7.5(2) U F%E
FERULTTFEL

Copyright Networld Corporation 2016 All Rights Reserved.




@ Cisco Start Firewall
Cisco ASA 5506-X FirePOWER 31/t X%

Networld

3. FirePOWER D31t AKE
AETIE FirePOWER O3> A EFIRICOVWTERALET
3.1 SAEYRIPANOBE

FirePOWER D31 RZHEITBCHIO T FA ATV EEIF T 2ENDDET . AEH
TEIMEZATPAIVOBASFIEICOWTEREALE T,
3.1.1 License Key DH{S
1) ASDM (C&? ASA #E#E#&(C. [Configuration]> TASA FirePOWER Configuration]>
[Licensel>[Add New License|DIEICIUYILET,

Type topic to search

D ek cisco
igurati [u]
Device List o B X
% add [ Delete & Connect
Find Go
:gmzlﬁen @[Add New License |%#/UvIUET

ASA FirePOWER Configura.. &1 8
= Palicies

I, Device Management
A2 Object Management
Local

1ses | ZIWWILET

P, Devics Satp
5 Firenal

é_fq Bemote Access VPN
71 site-to-site VPN

% A54 FirgPOWER Confieurati.

@I ASA FirePOWER Configuration |Z7UyJUE Y

[_ZAE Device Management

»

<admin> 15 & 1601715 152217 JST

2 FirePOWER ADSA Y ASKE

Copyright Networld Corporation 2016 All Rights Reserved.




@ Cisco Start Firewall
Cisco ASA 5506-X FirePOWER 31/t X%

Networld

2) [License KeylDHEICFRRESN TVIEZIEZTHEFT,

.5 Cisco ASDM 7.5 for ASA - 16.1.25¢ |

File View Tools Wizards Window Help [Tspe topic to ssarch & | || |||
= = = = = = ) L] )
@) Home [ Confieuration (] Menitring | (1) Save AS# Chanezs (¥ Refresn | Q) Back (L) Fermard | 9 Help ciIsco

Device List | Bookmarks Configuration > ASA FirePOWER Configuration > Licenses o

Device List &8 X

% Add [ Delete & Cornect | (3 Add New License |
Find: Go

| Add Feature License
=) 192.168.1.1
e E

ASA FirsPOWER Donfigura. %

LT Policies

I, Devics Mansgsment

Object Management
B4 Local
§ System Information License
- |
P
Device Sety

&3* P | Get License || verify License || Submit License |

g@ Firsmall If you need to obtain a license for the IPS feature and your web browser cannat aceess the

e Internet, you must switch to a host with Internet access and navigate to

(TR (=3 WAL hittns://keyserver.sourcefire. com.

Eiftetie-fiim WHAY Using the license key, 72:58:AC:78:2B:57:7D, follow the on-screen instructions to

| B i FirzPOWER Confieurat Gsia ety
Note: You do not need a license on the sensor to use RNA.
(], Device Manaeement
»
<admin> 15 ] & es11s 152307 JST

3 License Key OHS

3.1.2 PAK(Product Authorization Key)®D#:?
IPS. URL Filtering. AMP OHYJ )73 #BEAUBR(C(E 2 DO PAK h'EefcNEd. 5
A AT71 I ZBUS I BBRICIEZD PAK e BERDET,
1) ASA5506-CTRL-LIC
ASA 5506-X [CEHRSNTWET . (CCTIE ASA 5506W-X O PAK <UL TWVEY)

Product Name Product Description
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Enter multiple email Request Tool , or contact GLO support. Contact numbers provided in the Contact Us specified email addresses.
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