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(2) TEZMYIRICUFOITY REASLET,

— copy running-config <file name>

(3) O RZFEITINIZIIWILET . IEB(CEITENNIE, BEC"[OK]"HFTRENET .
Destination filename [startup-config]?
Building configuration:---

[OK]
CLUZ&AEERE
CLI B EIZ /e — R DI Vo R T O TR TET AL, 2TDI0S (UITARFALHTEET
@
) Configure
2 ) copy running-config startup-config I
3 ) 27

Destination filename [startup-config]?
Building configuration...

[OK]
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1. [FUSIC

ZAZ(4 Cisco ASA 5506-X [CHIFD AnyConnect VPN D& EFIBEICDOWTERIALTVE T,

1.1 XySkilids
AETHRELTVSHEERIILU T (CRDET

R 1 FEOMSKHEE

ASA 5506-X ASA 5506W-X
(ASA5506-K9) (ASA5506W-Q-K9)
v o

1.2 AnyConnect VPN [cD\T

AnyConnect VPN &(d. Cisco ASA 5500 ) —-XE##LIREBEEL T, PCREDVE— NmER
H5 VPN 521 TOBRICISA 7> MR BYINIT T B JUBLREDZFF T,

AnyConnect VPN Z1T27csblc(E. AnyConnect Plus 54 t>AFcld AnyConnect Apex 3
A AZBAL ASA KEKTTITANR=23> (BIME) T2 ENGBDET . FATIRDT )TN
IV FINEICDOWTIERIFEI Cisco ASA 5506-X AnyConnect A RAT7IT74R—23> | #SEL
TR,

1.3 FERICRAELTHE

»  AnyConnect Plus 51t>2Ffz(d AnyConnect Apex SA T ADTHTAR—3>

»  AnyConnect Secure Mobility Client D1 X—>J74)l, (Windows F3. Web depl
oy) % Cisco.com &h45>0—RU. ASA® Flash AOIE-LTHEFT ., 47>0—REF(Z(F C
isco.com ID (C AnyConnect Plus 31 t>X%/z(Z AnyConnect Apex 51t ADERHE
SMEOVTVIRENHDEY
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2. SAT LB

2.1 SATLERE

AZETO AnyConnect VPN REFIAGLLTF DI AT MMERKICEDIVWTTONET , SXEIREE
(FBUFEICisco ASA 5506-X V1w IRA—M4 RIDERKTET T#&ERD, BIE PC D ASDM H'5 A
SA ([EE TE AR MEVIEATEZREZBTELTVET ,, £z, ASA O outside D14
J1—2Z(GE1/1)HUTISA Tk PC HBA -2y NBUICT I A TEBCENFHRERDE T,

=~
EIEA PC GE1/2  ASA 5506W-X GE1/1 347>k PC

inside (ASA EIEF) outside —
|:| 172.16.1.1/24 172.16.1.254/24 DHCP . ks
U1 SSL >l | =

1 SATLEBRE

R 2 FETEAVLEMB LT ENSDOIATLARIE

HE2R Haza 0S BLUY7 IV —23> FyNI—TRE
Firewall ASA 5506W- | OS Version 9.5(2) GE1/1
X ASDM Version 7.5(2)153 nameif:outside (FJ#JL1)
AnyConnect Secure Mobility Clie IP 7RLZ:DHCP(FJ#)L 1)
nt Version 4.2.010353% security level:0(7I#ILE)
AnyConnect Plus 1/t>& GE1/2

nameif:inside (77#4JL1)
IP 7RLR:172.16.1.254/24
Security level:100(F J#)L k)

I8 PC 0S : Windows 7 A4>971—-2 1P 7RLR:172.16.1.1/24
A=ZFINTTIWr—23> (Tera Term)
Web J57H (Internet Exploreril)

9347k PC OS : Windows 7 4>471—2X IP 7 RL X :DHCP
Web J35UH(Internet Exploreril)

¥AnyConnect Secure Mobility Client D1 A=37741)IEFTIAIRTIE ASA @ Flash
[EADTWR W, FBHIIC Cisco.com &DHD>0—RUT Flash [CANTHHBENHDFT
#+ 3 ASA 5506-X DRV MNI—DRE

N=5421 ARy MIAF T NL— Mg DHCP (C&DES

NAT -any—outside A® PAT (FTJ#)LK)

£ 4 AnyConnect VPN ORUS—

VPN 77t | VPN JORJ)L | AnyConnect 547 | IP Address —Jl (7 | NAT BgFtL—IL Y OULIN =)

128971—R SMA-T —$) J(ACL %)

outside SSL anyconnect-win-4. | 192.168.1.1-250/24 | inside, 172.16.1.0/24
2.01035-k9.pkg (Pool) 172.16.1.0/24 | (split)
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3. AnyConnect VPN D5&7E

3.1 AnyConnect VPN ORUS—&7E

AEITE. AnyConnect VPN ORUS —5&EFIB%HBALET .
1) &I PC N5 ASDM (L&D ASA (L7 AU. [Wizards]> VPN Wizards1> [AnyCon
nect VPN Wizard | ZzRZ% 9.

[ Cisco ASDM 7.5(2)153 for ASA 2.16.1.254 o TS
File View Toollf| Wizards | Window Help Type tapic to search =l
alraln
oS,;, Cor Startup Wizard... ack € Formard | P belp ci1sco
Dovics List | 4 ‘ VPN wizards 4 Site-to-site VPN Wizard... )
Device List High Availability and Scalability Wizard... AnyConnect VPN Wizard... ‘
% Add [ Delete O Corneaion wioare.. lentiess izar...
ASDM Identity Certificate Wizard...
Fmd@ — ity IPsec (IKEv1) Remote Access VPN Wizard... Adcress/Mackamm e ik ops
= 1916011 Packet Capture Wizard... TPsec (IKEv2) Remote Access VPN Wizard... 16.1.254/24 Ow Ouw
454 Version 9520 Device Uptime: 3d 13h 85m 32 outside R Ow Ow I
ASDM Version:  7.5(2)153 Device Type:  ASA 5506W wifi Toa1Be10:172¢ Ow Ow 0
Fiewall Mode:  Routed  Gontext Mode: Single
Ervionment Statu % OK  Total Flash: 8192 MB

Select an interfacs to view input and output Kbps

VPN Sessions Failover Status
Pseci 0 Glientless SSLWPN: 0 AnyConect Client 0 Details Failover rot confieured. Olick the lirk to confieure it Confieu
System Resources Status Trafic Status
Total Memory Ussee | Total CPU Usaee | Core Ussee | Details| Gornections Pet Second Usage
Memory Usage (MB) 4
2
°
o850 osis1 oeis2 ossa 004
3000 W UDP. 0 M TOP: 0 M Totol 0
v | o0 ‘outside’ nterface Traffi Usage (Kops)
2000
1000 000
o
0050 08551 osis2 0053 o054
B fnput Kbps: 17 B Output Kops: 0
oo osso_ oss1 oo  osss  ossa ot e e
< W ]
Latest ASDM Sysiog Messages Oa 2 x

ASDM logeine is disabledTo enable ASDM logging with informational level, click the button belom.

Ensble Logeine
<admin> 15 (& 16/02/01 65482 UST

2 AnyConnect VPN Wizard %Bi¢
2) AnyConnect VPN Connection Setup Wizard H'BitaaNE9 . [NextzJUvILET,

r
@ AnyConnect VPN Connection Setup Wizard ﬂ

Itroduction

Use this wizard to configure the ASA to accept WPN connections fram the AnyConnect WPN Client. The cornections
will be protected using either the IFsec or the 55L protocal. The ASA will automatically upload the AnyCannect VPN
Glient to the end user's device when a WPN connection is established

VPN Remote Access
Local

Remote

Bk
|

3 AnyConnect VPN Connection setup Wizard ORiia
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3) [Connection Profile NamelB&UTVPN Access Interface |%:&TEL Tl Next1z27UyIL
F9,

r - T —
[E AnyConnect VPN Connection Setup Wizard =
—— — —
Steps Gonnection Profile Identification
1. Introduction Thiz step allows you to configure a Gonnection Profile Mame and the Interface the remote access users will access for

X

Gonnection Profile VPN connections

" Identification i i 1] :1% -
\I;:N ;;m;s A NamFConectlon Profile NamelZz ABULFS (f5:$SL-VPN)
Glient Images PN o o @FVPN Access I'nterfaceJ(CFoutsideJ’ii%ﬁbi‘g“

Authentication Methods

Client Address
Azzienment

o oen e s

-

Network, Name Resolut
Servers

MAT Exempt

AnyConnect Client
Deplayment

= o

10. Summary

@INext|&I)wILET
i

4 Connection Profile D{ER

4) fERTS VPN Z&ERU. [NextlZUyILET,

r - -
AnyConnect VPN Connection Setup Wizard &l
Steps WPN Protocols
1. Introduction AmyConnect can use either the IPsec or SSL protocal to protect the data traffic. Please select which protocol or

pratocals you would like this connection profile ta support

. Connection Profile

o P DSSL [CFTvIE ANET

. Client Images [C]1Psee
. Authentication Methods

Client Address
Agsignment

Device Gertificate il
Device certificate identifies the ASA to the remote access clients. Certain
AryConnect features (Always—On, IPsec/IKEw2) require that valid device certificate
Netmork Name Resolut | be availsbls on the ASA

Servers

NAT Exempt Device Gertificats: | —— Mone — bl

AryGonnect Glisnt
Deployment

10. Summary

@[Next|&z7UwILES

5 VPN Di#EiR
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5) [Add]%ZJUvIUT Client Image DIEEIEHFT

T — ﬂ

r —
AnyConnect VPN Connection Setup Wizard

Steps Glient Images

Tntroduction ASA can automatically upload the latest AnyConnect package to the client device when it accesszes the enterprize
network

Gonnection Profile

Identification A regular expression can be used to match the user-agent of a browser to an image

3. VPM Protocals “You can also minimize connection setup time by moving the image used by the most commonly encountered operation
. system to the top of the list.
4. Glient Images
. [

5. Authentication Methods & Add a Replace ﬂ Delete | 4 | ¥ l
f. Glient Address

Aszignment Image Regular expression to match user—agent
7. Metwork Name Resolut

Servers u
8. MAT Exempt
9. AnyConnect Client

Deployment
10, Summary

*fou can dovnload AmdGonnect Glient packages from Cisco by searching 'AnyConnect WPN Glient' or click here

6 Client Image DIEE(1)
6) [Browse Flash1z7UyIU% 9,

Add AnyConnect Client Image * @

ArmyConnect Image: || I Erowse Flagh.. I

Regular expression to match user-agent ¥

[ (814 ] [ Cancel ] [ Help ]

7 Client Image DIEE(2)

7) AnyConnect Client Image Z38%EU. [OK]ZJUvILE T,

F - — — Bl
[Ej Browse Flash — - — M
Folders Files
=1
w FileMams Size (bytes) Date Modified
(o .
(D crypto_archive O coredumpino -
(1 coredumpinfo glm‘m—"‘mh“’e @®AnyConnect Client Image Z&RUFF|
g
I boot string  (9):@Nyconnect-wjn-4.2.01035-k9.pkg
anyconnect—win-4.201.. 19,183,882 I
anvconnect-win-4 201 FEETIRET] = I
azalbi-Ilbff—kEspa 74,369,668 1
azalh2-Itbff-kaSPA 42,335,584
agdm=751hin 25,025,404
azdm-752-153 bin 25,629,676
fr_customizationpo 2686
fr_PortForwarder po 4,148 0
fr_webvpn po 34,638
ja_custamization po 2827
ja_PortForwarder po 4481
ia wahurn ry 2g 080 S
i Rom Q@IOKIZIUSILEYS
[ Ok ] [ Cancel ] [ Refresh ]

8 Client Image DIEE(3)
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8) [OKIz&JUyILT Client Image DIEEZT TUFET,

-
[Ey Add AnyConnect Client Image

BrwConnect Image: |disk A amconnect-win-4.2 01035-k 9 pke

Regular expreszion to match user-agent

>
w

I |

QK

J

Cancel

Help ]

9 Client Image DIEE(4)

9) [NextlZ/UyIUTHRISEHFTT.

B
[ AnyConnect VPN Connection Setup Wizard wus S S ﬂ
Steps Glient Images
1. Introduction ASA can automatically upload the latest AnyConnect package to the client device when it accesses the enterprise
. . rietwork.
2. Gonnection Prafile
Hentifization A regular expression can be used to match the user-agent of a browser to an image
3. WPN Protocols You can alsa minimize connection setup time by moving the image used by the most commonly encountered operation
R system to the top of the list
I 4. Client Images
§. Authentication Methods & Add Replace Delete| 4 | ¥
I
. Glient Address
Bezignment Regular expression to match user-agent
7. Network Name Fesolot vt 2 I
Servers
8. NAT Exempt
9. AnyConnect Glient
Deployment
10, Summary
| ‘You can download AnyConnect Glient packages fram Gisco by searching 'AmyGonnect WPH Glient' or click here
[
|| 5
| L

10 Client Image DIEE(5)

10) AnyConnect VPN THE§t 929547 NesReE 93D 17 hD> NeBhlu. [Next]%9

WWILET,

AnyConnect VPN Cennection Setup Wizard s S S

==

Steps

Authentication Methods:

Introduction

Caonnection Profile
Identification

WPN Protocols

This step lets you specify the location of the authentication server,
“ou can click on the "New_ " button to create a new server group.

- New.

AAA Server Group: | LOG.

ThiepnenfcEz#803

|+ clint Iages ®1—
5. Authentication Local User Database Details
| Methods issiil] I
B Glient fiddress
Assignment User 1o b fdded

(C) 2016 Networld Corporation

7. Metwork Name Resolut | Username userl ; 359
o pemia | e s\ T Add J RSO T~ FEENILET.
%, NAT Exempt Delete
9, AnyGannect Client isaallssssss
Deployment 2 - N
10. Summary ®J_U%BJU}\XC - h’&ljj L/E‘g”

@IIILET

11 AnyConnect VPN 1—H¥7h7U> bDiEhl
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11) VPN TIE#H I 2951 7 NiRICEIDE TS IP 7RL AT = IV Z/ERL T 3128, [New 127UvIUE

Networld

g' ~
° AnyConnect VPN Connection Setup Wizard wus S s @
Steps Client Address Assignment
1. Introdustion This step allows you to create a new address pool or select an existing address pool for IPvd and TPv6. The

3 Connastion Profile finyGonnect clients will be sssigned addresses from the pools when they connect

Identification
2 VPN Protocols

IPwf address poal is only supported for S5L connection.

|| lint mazes TPt Adsress Pool | IP 6
| 5. Authentication Methods | |Address Poak |=== Select ~.. |
O e s Details of the selected address pool

Network Mame Resolut
Servers

. NAT Exempt

AnyGonnect Glient
Deployment

10, Summary

r

12 IP Address Pool DER%(1)
12) IP 7RLAT - OEEZATIL. [OKIZIUYILET .

.
[Ey Add IPv4 Pool — =

Name: [ ] o7-neexnuss
Startig I Addese] 10215811 ] @7 FURRBIDBIET R 24N LES (f1:192.168.1.1)

Endine IF Address: 7 hbx%ﬁ@%ﬁng/X% A7 bi@“({‘iﬂ 192.168. 1.250)
Subnet Mask: @HTRYMRDE X DLES (f:255.255.255.0)
I Ok I gance Help

13 IP Address Pool DYERL(2)
13) FEFEVERRUTE Pool ZiEIRU. [Next]ZJUwILET,

-
[y AnyConnect VPN Connection Setup Wizard s S S ﬂ
Steps Client Address Assignment
1. Intraduction Thiz step allows wou to create a new address pool of select an existing address pool for IPv4 and IPvE. The
. " AryConnect clients will be assiened addresses from the pooks when they connect.
2. Gonnection Profile
Ientification IPv6 address pool i only supported for S5L connection
3. WPN Protocols
l| ¢ Otient Imsges IP 4 Ad
5. Authentication Methods | |Address Pool .
l . HEIRLET
6. Client Address .
Assignment Detailz of the zelected address pool
7. Metwork Name Resolut Starting [P Address: 19216811 B
Servers B
Ending IP Address:  192.168.1.250
& NAT Exempt neine T fadrese
8. AngGonnant Glient Subnet Mask: 965255 265 0 -
Deployment
10. Bummary
|

@IUyILES

14 IP Address Pool D{ER%(3)
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14) 7347> MR MERA TS DNS H—/{07 RLAZ A DU, [NextlZ27UyILET,

B
AnyConnect VPN Connection Setup Wizard s S ﬂ
Steps Network Name Resolution Servers
1. Introduction This step lets you specify how domain names are resolved for the remote user when accessing the internal network
2. Gonnection Profile S— o
Ient fication ons servers f1921081261 JODNS H—/V/RUAZADUES (1:192.168.1.251)
3. VPN Protocols WINS Servers:
I 4. Glient Images Bemets Mems
B. Authentication Methods
| fi. Client Address
Assignment
7. Hetwork Name
Resolution Servers
8. NAT Exempt
4. ArpConnect Glient
Deployment
10, Summary
Ll
! @IUILES
H
| ETTE ] ik

15 DNS H—=N\7RLADEE
15) NAT BRSO -V ZERRLET

-
@ AnyConnect VPN Connection Setup Wizard s S S @
Steps NAT Exempt
1. Introduction If network address translation iz enabled on the ASA, the VPN traffic must be exempt from thiz translation.
2. Garnection Profile
Hentification N = st Ve it o rsiwark atksss wariaion | OF TVILET
3. WPN Protocols Ihside Interface iz the interface directly connected to vour intsrnal
k

|| ¢ client Images ety - . .

5. Authentication Methods Inside ME”E":I inside = I ®r|n5|deJ;&1<_~.‘TrRlJ$g-
|

B Cllent Address Local Network iz the netwark address(es) of the intermal network that

client can access
7. Network Name Resolut
Servers Local Metmork:  anyt E ®IIWILFET
§. NAT Exempt
E S"y?m"g':‘l Glient The traffic between AnyConnect client and internal netwark will be
Bploymen exempt from network, address translation.
10, Summary

Ll
|
H
f LR

16 NAT BR4ML—ILODEE(L)
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16) NAT DBRIMT2D Local Network #3&IRU. [OK1&IUvILET,
r@ Browse Local Network .-'-' o'-' -

[B==)

4 Add - (2] Edit [l Delete | © Where Lised @, Mot Used
Filter: Filter|Clear

Object NAT Addre

1
Mame 1P Address

- Metwerk Objects

Netmask Description

®linside-network | ZiE#RULE T

obj_any outside

H B witi-net
= Interfaces
B inside
B outside
- B wifi

182.168.10.0 255.255.255.0

AN

Selected Local

inside—netwark./ 24

BIOK 2!

17 NAT BBSHL—ILDSRTE(2)
17) TNext) &Yy L THISEHET .

wILET

r m
AnyConnect VPN Connection Setup Wizard s S S =)
Steps NAT Exempt
1. Introduction If network. address translation is enabled on the ASA, the WPN traffic must be exempt from this translation
2. Gonnection Profile
Identification Exempt VPN traffic from network_address franslatiors

3. VPN Protacols Ingide Irterface iz the interface directly conhected to your internal
I 4. Glient Images el .
[ o rtentcatin wethos hisids Interface: jiiaida =

§ ggzvgln}:niir;ass Lacal Netwark iz the netwark address{es) of the internal netwark. that

client can access
7. Metwork Mame Resolut
Sorvers Local Network: | 172 16.10/24 B
8. NAT Exempt
B SW‘SM"EC“ Glient The traffic between AnyConnect client and internal network will be
ERIOYMER exempt from netwark address translation
10. Summary

|
I
H
f < Back Next > Ei]

18 NAT B4V —ILDEETE(3)
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18) Next|Z27UyIUTHIEHFT .

~
AnyConnect VPN Connection Setup Wizard wus S ﬂ
Steps AnyConnect Glient Deployment
1. Introduction AryConnect client program can be installed to a client device by one of the following two methods:
2. Bannection Profile 13 ieb launch - On accessing the ASA uging a Web Browser, the AnyConnect client package will be automatically
Wentification instalod
3. WPN Pratocals 2} Pre-deployment - Manually install the AnyGonnect client package.
I 4. Client Images
B, Authentication Methods
' 6. Client Address
Assignment
7. Metwork. Name Resolut
Servers
8. NAT Exempt
9. AnyGonnect Glient
Deployment
10. Summary
|
I
Wl

19 AnyConnect VPN Client 1 >YAb-)F5iE
19) [Finish1z7UyJUT Wizard Z5 TUE Y,

~
AnyConnect VPN Connection Setup Wizard s S s &
" VPN Wizard -
ummary
Here is the summary of the configuration.
Name: Walue
E Summary
Mame/Aliss of the Gonnection Profile S5L-WPN
WPN Access Interface outside
Device Digital Gertificate == hong ——
VPN Protocals Enabled S5L only
AnyGonnect Glient Images 1 packags
Authentication Server Group LOCAL
Address Pool for the Glient 182.168.1.1 - 192.168.1.250
Server:
RS Domein Name

The protected traffic iz not subjected to netwark address

Metwork Address Translation tramglation

20 Wizard 05T
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20) ASA [CEfTEN2IVVROTLE1-HFRRENDBDT. [Send 1 Z2IUvILTEITUET.

B ~
Preview CLI Commands ﬁ

The following GLI commandzs are generated bazed on the changes wou made in AS0OM. To zend the commands
to the ASA, click Send. To not send the commands and continue making changes in ASDM, click Cancel.

DUJEC T TS T T TVE T O T T T
zubnet 192.168.1.0 2552552550 0
ohject network NETWORK OB 172.16.1.0_24
subnet 172.16.1.0 255.255.255.0
webvpn mL
tunnel-group-list enable
anyconnect image disk D/ anyconnect-win-4.2.01035-k9pke 1
anyconnect enable
uzername user(ll password WlptjPy 18cdyPTJ8 encrypted privilegs 2
eroup-policy GroupPolicy SSL-%PM internal
eroup—policy GroupPaolicy_S5L-VPM attributes
wpr—tunnel-pratacal ssl-client
dnz—server value 192.168.1.251
Wing-Server none
default-domain none
exit
tunnel-group S5L-PM type remote-access
tunnel-group S5L-VPN general-attributes
default-group-policy GroupPolicy_S5L-VPN
addrezz-ponl Poal
tunnel-group S5L-WPN webvpn-attributes
eroup-alias S5L-FPMN enable
nat (inzidecutzide) | source static NETWORK_OBJ_172.16.1.0_24 NETWORK_OBJ_172.16.1.0_24 destinzl

m

1| m | 3

I [ Send ]l Gancel ] [ Save To File...

21 OV ROIVE1-
21) [Configuration>[Remote Access VPNI>[Network (Client) Access]> Group Po
licies]ZFAZ. [ GroupPolicy_SSL-VPN1%&IRU. [Edit1Z9UvIULET,

isco ASDM 7.5(2)153 | @-

File View Tools Wizards 8 rﬁgﬁ Tpe topic to search Ga
o e COrtiguration 1% 20y LES il
@) Foned 9 Corfiurstion 505 Oorfiguration | ] Monitoring | [ Save (W Refresh Back () Forward | D Help ciIsco
Device List | Gockmarks Gonfiguration > Remote Access VPN > Network (Glient) Access > Group Policies O
Device List o & X
Manage WPN group policies & YPN group is a collection of authorization pairs that may
% add [ Delete ¥ Connect be stored intemally on the device or externally on & RADIUS/LDAP server. The eroup policy information is referenced
by VPN connection profiles and user accounts.
Find Go
) ation attributes from an LDAP server vou must use an LDAP attribute man.
-2 192.168.1.1
| Cornection Profiles/Users
! Remote Acce. | ASDM Assis. R
|| Remote Access VPN g 7

TAtraduEtion =
werk (Clent) fogess  © @ FGroupPollcy_SSL VPNJ’& }Rbi@“
AnyConnect Cannection Pr|
AnyConnect Gustomizatior
AnyConnect Glient Profile |=
AnyConnect Glient Saftwar
licies
_@P{ emote Access VPNIZ7UyILET
‘Ction
IPseciIKEv2) Connection P
A Secure Mability Salution
Address Assienment
Advanced -
FR T — v

b v s
% Firenall

mote Access WPN

@[IRemote Access VPN]z7wILET

to-Site VPN

Eind © @ [ Mateh Case
@ Device Managsment
| <admin> 15 R (& 1602202 160840 95T
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22) AN RYS T DS TERE

TVET, ATV NSRS I(CED, VPN 547> NME VPN ANiEfck

(IR 3ERL TFIVTARESNTY A M LTRESNTOR WY A b7 (IR I
ENTEET,

Edit Internal Group Policy: GroupPolicy_SSL-VP! ===

A U [ Cilit—T, A Il —
s (DT A VNG it b Gl vt bt e o moviane e pepe pramerers 1 oty and = I
DNS Narmes: Therit
Rl 5 1 05 Lo Theeh Tt WS Do [y T F T H% 9L [ Tunnel Network LList Below J#&IRUFS
IPsec(IKEw1) Client Policy: it I Tunnel Network List Below
IPYE Policy: it
Metwork List: i

Network ListI0Fry%&st &S

Pressing this bution to set up split exlusion for
Set up Split Exclu

Interospt DHGP Gonfiguration Message from Misrosaft Glients

[ ok ][ Caeel |[ Hep |

23 RAJVUYRNIRUSIDERTE(L)
23) AlCA70-)LL. [Manage|#9)vILET,

Jecit Intemal Group Policy: GroupPolicy_SSL-

basis of a natwork It that can ba specified belw by praviding the proper parameters fo Palicy and Hetwork List fiids

M

@ FaeclKEw 1) Client | Funnel Natwork List Below.

- bone -~

fecurty proxies

# Clints.
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24) [AddJ> [Add ACLI%ZRIZZET,

.
[E ACL Manager

Standard AGL E ended ACL

% Add - B el WDelete |+ & | % B -|

% AddACL..|

Action Description

+ Add ACE
& [Insert
% Insert Afte

25 ACL D387E(1)
25) [ACL Namel&# AU, TOK|&IUYILET .,

@ Add AC

'DIACL Namel#AHLES it)
ACL Name] |split |

[ (0] 4 ]i[ Cancel ] [ Help ]

oYW TR ST -2
&7 TTTURT

26 ACL DRFE(2)
26) [Add|>TAdd ACE|%#BAZ%Y.

-
[E§ ACL Manager

Standard ACL | Extended AGL

& od -| @ Edit fifDelete | + ¥ | % B -
4 Add ACL...

Action Description

® Addace. | |

% Insert
W% Insert After.
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27) ACE DR EZLFT
(@ add Ace S

Di Permit RS
() Deny

Address: ®9U“J9L/§§_

Description:

Action: | &

Ok ] [ Cancel ] [ Help ]

28 ACE DE(2)
28) linside-network JZ:#RU. [OK1ZIUvILET,

r M
5 Browse Address ===
& Edit [l Delete | Q there Used Q Mot Used
Filter: Filter|Clear
=T
MName IP Address MNetmask Descriptian Object NAT Addre..

= Network Objects

®linside-network | Zi#RULE T
g 0 ]

i et e —
QIIWILES

29 ACE D% (3)
29) [OK &I WWILTHRICEH Y

(5 Add ace [F5=)
Action: @ § () Dery
Addrese: | 172.16.1.0/24 (]
Dezcription:
I[ QF ]I[ GCancel | | Help ]
| 9
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30) [OK1Z7)yUT ACL D% EZT TUFT.

' ACL Manager &‘
£
& Add - [ Edit [ Delets | + % | % En WA - |

Networld

Mo Address Action Description
& split
£ 72161042 cfomit ]

L E— =

31 ACL DEEEDET
31) [OKI&DUYIL. ZTUYSRYS ) O ER T UET.

General The VP client makes spiit funneling decisians on the basis of a network [t hat can be specHied below by providing he praper parameters ta Palicy and ~
- Servers M
[E-Advanced DNS Names: Tnherit
[0t Tin
Send All DNS Lookups Through Tunnet [@]Tnherit — Yes Mo [Space, comma, or semicolon delimited entries.
AnyConnect Client
IPsec{IKEv 1} Glient || pjicy: [C)Tnherit | Tunnel Network List Below
1Put Policy: Trherit
Network List [ Therit [spit

Freszine this button to set up split exlusion for Web Security proxies.

Set up Split Exclusion for Web Security

Intereept DHOP Gonfiguration Message from Microsaft Glients

n

Find: ® et @ Frevious

I[ ok [N cancel ][ Hep |
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32) [Apply1Z7UvIUT ASA (R TEZRBRUEF T .

|[£) Cisco ASDM 7.5(2)153 for ASA - 172.16.1.254 [E=E=

File View Tools Wizards Window Help Type topic to search

. wlle
@) Home |2y Canfieuration| [75] Menitorine | () Save Q¥ Fefresh | ) Back () Fornard | D Help cisco
Device List | Bookmarks Gonfiguration > Remote Access VPN > Network {(Client) Access > Group Policies [m}

Manage WP eraup policies A WP eroup is & collaction of user-oriented authorization attribute/valus pairs that may

% add [ Delete S8 Connect be stored intemally on the device o externally an @ RADIUS/LDAP server. The eraup palicy information is refersnced
by VPN connestion profiles and user accounts

Find o

To enforce suthoriz tion stiributes fram an LDAP ssrver you must use sn LDAP stirbute map

] 172.15.1.25¢ N
~B 18216811 B add +| [ Edit| [ Delets ¥5% Assien

Name Tupe Tunneling Protocol

Gonnestion Profiles/Users
Aszigned To

Remote Acce. | ASDM Assis

J_Jinternal ______ssk-client /PN
Rsmats Aocess VRN o R DiltGrp! (Syst.. Internal kew likev Zssl-clientless;| 2tp-ip... DefaultRAGroup, DefaultL 2L Group;Defaul

B AnyConnect Connection Pr|
T AnyGonnect Customiz atior|
[T AnyGonnect Client Profile |=
- AnyGonnect Client Softear

| 55 Policies

IPsecIKEv 1) Connestion P
IPsectIKEv2) Gonnection P
Secure Mobility Solution
Address Assignment
Advanced =
<

o Do conr
@’{3 Firemall

£§] Remate Access VPN
@ Site-to-Site VPN
@ Device Management

7] Match Gase

=

Eind

i3
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33 Group Policy DFEEST T LREDKIR
33) ASA [CEITEN3IV ROTLE1-HFRRENZDT. [Send 1 Z5Uv U TEITUET .

d T W @ - oo = — B
[Ey Preview CLI Commands. S i S M

The following GLI commands are generated based on the changes vou made in ASDM. To zend the commands
to the ASA, click Send. To not send the commands and continue making chanees in ASDM, click Cancel.

accezz-lizt eplit standard permit 172.16.1.0 265 2556 2550

group—policy GroupPolicy S5L-WPN attributes
split-tunnel-policy  tunnelspecified
zplit-tunnel-network-list value split

exit

[ Send ] [ Cancel ] [ Save To File..
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3.2 9547> b PC ® AnyConnect VPN %7E

AETTEIZ147> b~ PC T AnyConnect VPN ZE&XEIBZFIBICDOVTERBALE T,
3.2.1 AnyConnect Secure Mobility Client D1>AM=)b
1) 347>k PC T WEB J3UH%#2EIL. URL (CMhttp://<ASA @ outside @ IP 7RLZ> 1%
ABUASA (L7TEALET , [ 35 OLIICRRENDDT, [ZOYA MBI EZHITI D12y

IUTHRISEHFT .
. ETRSTS—: FES—2=2ETJ0vHENEUL. - Windows Internet Explorer =N ch <
@uv 4http e B S IO ‘7 xl Bing yeol vl
DASA (D’)EI )Ul/ IP TRUZZAAUET

W BRUCAD |35 B BITOHA b v @] Web X5
|@ERETS—: TS —>a.. | v B v @y R—3P)y E-TF74(S)v Y-ILO)v @~

-

\@ Z®D Web U~ Otz T ERE(CIZHEN B DET,

CD Web B hTIRRSNZEF USSR, SRSN/SGIAREN SHEITSNIZEOTI
FtA.

Z0 Web B hTIRRSNIEF2 U SEAEE. B0 Web B b7 FLRA(CRITENT
£

m

2 T BRI £oT, B, HELOISEL—S—HEH—)(—(CRESNE
EHEE RS TEEN TS RAN BT,
ZOR—SEBGT, T Web ¥ FOBBESRLBNT L EEBLET.
@ CCEIUYOLTTO Web X—S%BG 3.
|2 cov+ romszrarsz we=nzen). f@rwsLEs

@ FHEER .
< T ] »
@ 15 —Fu b | REE—F: B Ay ®100% v

35 9347~k PC 5 ASA ADTFIER
2) ASA TREUR VPN J517>  D1-F2E/XT-RE A HLTOT1LET,

i?\J Login

Please enter your username and password.

GROUP: OIN—TEERUET

USERNAME] |user01 ) ] )
PASSWORD| [eeeeee @1-Y&ENRXT-FEAPLET

Login | |e7uwsLss
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3) AnyConnect Secure Mobility Client D4>ZAr=ILZIT\ET, 37 OEIE Tl skiplZI)y
JUFET,

/& Installation - Windows Internet Explorer (=0 Een <)
O ) ~ [eliEiatans - ] s o]x) [ sing » -l

W BREAD |5 FBITOHA( v g Web RSARXFr5... v

@ Installation ‘ BB -0 @ R—3(P)y -IF<(S)y Y-IO)v @~

© = Web H( M. 'Cisco Systems, Inc.’ H'50D 'AnyConnect Secure Mobility Client’ 7 RAYZA YA M—ILULDE X
UTWET. Web b1 hEFRADEERU. ZRADZA VAR -LTBICE TTEIVYHUTIEZ V.. ‘

-

cisco AnyConnect Secure Mobility Client

(§ WebLaunch Using ActiveX for

Please look at the top of your browser for the |
information bar:

[0

_Platform
Detection

- ActiveX What's the Risk?

Information Bar Help

To proceed with set up, select “Install ActiveX Control”.

Ifyou are prompted to Rejasasiagcel, select Cancel.
Continuing in 24 second p].

Heln Downnload %
@ 15 —Fu b | REE-F: By fa v ®100% ~

37 AnyConnect Secure Mobility Client D1>AM=Jl(1)
4) 38 OEEAFRRENETH. UEBEFS. [Manual InstallationIGEHFT

cisco AnyConnect Secure Mobility Client

(s_ WebLaunch Attempting to use Java for Installation

Security Warning

Attempting to launch the Sun Java applet which is
digitally signed by Cisco Systems. In order to properly
download and install the plug-in, be sure to click

- ActiveX "Yes" on the security pop-up.

- Java Detection “

_Platform
Detection

m Downlaad
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5) [AnyConnect VPNIZJUyIULET,

(€ Installation - Windows Internet Explorer o)==
QO - a1 [= sing £ -

% BREAD |5 BHTTOYCR v B] Web RSAR £05... v

@ Installation [ v v oy A=)y E-IF74(S)v Y-ILO)v @~

@ =0 web H &, 'Cisco Systems, Inc.' 1'S(D ‘AnyConnect Secure Mobility Client' 7 RASZEF UL ELTVE X
F. Web Y+ hEFRADZERL. ZRAVOETZHFAIBICE. TTBIYYHIULTIES ...

'élls'::c;' AnyConnect Secure Mobility Client

(§ WebLaunch Manual Installation
Web-based installation was unsuccessful. If you wish
to install the Cisco AnyConnect Secure Mobility Client,
Platform b

> Detection you may download an installer package.

- ActiveX Install module(s) below in the listed sequence.
Platforms supported: Windows Desktop E

- Java D =
| AnvConnect VPN I@au\‘jobia'
Alternatively, retry the automatic installation.

- Download

@ @ >H5—Fyh | RBE—FK: By 4 v ®100% ~

39 AnyConnect Secure Mobility Client ®1>AM=JL(3)
6) [FE1T1Z27)WILET,

(S7 Lo 0-F - trauF0=E
0774 WEETIEQFFLEIN?
’I—i %R0 anyconnect-win-4.2.01035-web-deploy-kg.exe

1;’:*;_& 7IUs—<32, 3.46 MB
HET vl

[ ®ee ) [CESE)

g A bae OUHSETAI I COTP LOFEREE T — B (s
\;ﬂ REEEC FalREAIBNE S FHISTASICERVIFSE. COVIMIIPE
W =RUEREUED UROTRED, iR PhieR

40 An\I/Connect Secure Mobility Client 0J4>Zi~—)b(4)
7) [E1793127UvI0F Y,

Internet Explorer - T2 US4 DES
cOYIFIIPEETLETH?
@ 4@ AnyConnect Secure Mobility Client
F{T7T: Cisco Systems, Inc.
(¥ i8nA 793 0FTO) [ =3d9aR [ FELANO) ]
\ﬁl JB—ty MO INITREATSEI M, 0771 Jl-(DExE[ e Bt P 5 - o ot )
A\, REMENBENET. (ERRIDEITTOVI MIITFOH. BITLTEED, ERRTEDTEH
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8) End-User License Agreement (CBWTIT accept the terms in the License Agree
ment](CFIvIZEN. [NextlZIIvILET,

1) Cisco AnyConnect Secure Mobility Client Setup
End-User License Agreement / }‘1
Please read the following license agreement carefully ’J <

Supplemental End User License Agreement j
for AnyConnect® Secure Mobility Client v4.x
and other VPN-related Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement ("SEULA") contains
additional terms and conditions for the Software Product licensed underthe _

[ P YR - S L I LN S PR v L v S | Sy S

I @ I accept the terms in the License Agreement I OFVILET

() I do not accept the terms in the License Agreement

Advanced Installer QoIwILET

[ < Back rNext> ] [ Cancel ]

42 AnyConnect Secure Mobility Client D1>AM=JL(6)
9) [InstalllzUvIULET,

1%/ Cisco AnyConnect Secure Mobility Client Setup
Ready to Install / %‘
The Setup Wizard is ready to begin the Typical installation ’,J o
LR
Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick Back™. Click "Cancel” to exit the wizard.
[
Advanced Installer
[ < Back Install ] [ Cancel J
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10) [Finish1Z7UyIUTA>A M=)V 25w TUET .

[ 15 Cisco AnyConnect Secure Mobility Client Setup

Completing the Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

I ‘Q Click the Finish button to exit the Setup Wizard.

<Back Finish Cancel
—

44 AnyConnect Secure Mobility Client D1>AM=ILDZT

3.2.2 AnyConnect VPN DiE#E
1) Windows ®OR5—hkXZ1—h5ICisco AnyConnect Secure Mobility Client]Zic&iUE

a-o

I' Usdic
B soszo5-nome
G v

%
% Snipping Tool
@~

& Cisco AnyConnect Secure Mobility
Client

L
i XPS E1—7—
&Y Windows FAX ERF P> D

%} UE-NFROMyTER ALTESR— R

>  IRTOIOISL

[Fo556ec7100E

2 = ; e Neme Lo 16:17
Ble] . © MBSO ZT Din ) e
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2) Cisco AnyConnect Secure Mobility Client HNEEILI5. VPN D3E#t7E TiHrd ASA D ou
tside @ IP 7RLZ%Z A AU, [Cinnect]Z7UvIULEY,

£y Cisco AnyConnect Secure Mobility Client (o] @ =

Ready to connect. QIIILET

vI Connect ]
DASA 0 outside @ IP 7 RLAZADULET

46 VPN Di&fE
3) tFIUF(BEHOXAVE-IHFRENFEFIN. [Connect Anyway 20w ILET,

{3 Cisco AnyConnect Secure Mobility Client

A Security Warning: Untrusted Server
Certificate!

AnyConnect cannot verify server: T I3 121
Certificate does not match the server name.
Certificate is from an untrusted source.
Connecting to this server may result in a severe security compromise!

Most users do not connect to untrusted servers unless the reason for
the error condition is known.

Connect Anyway E Cancel Connection 3

47 BBEAYE-Y
4) ASA THEIEUL VPN 73472 bOI1-HFEEINRT—R2 AFILT VPN (HEHRLET .

£'$ Cisco AnyConnect | W-m"¥."
% Please enter your username and password.
Group: || SSL-VPN v| OPIL-TEERUFS
U - . o .
i | il QL-52L T EANLET
Password:
OVIyILES
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5) VPN [CIEfECEdE. ATO7AIVERN-INTRREN. chzed)vrd3E Cisco AnyConnec
t Secure Mobility Client MNEEILE T, RICTVPNIEIZ(3EIUYILETS , ETFOT7A1> %Y
wILEY,

€8 Cisco AnyConnect Secure Mobility Client [all® =]

Liex Jorwoas

Connected to 1-aM. B__al

G W TCET-InERENE

. I BEDA Y RONRRE
DAGIAX...

CABS® D o TH D
49 VPN E®ROTT
6) MEHBRBEDAT—IANHEZR TEET,

£ Cisco AnyConnect Secure Mobility Client

cisco AnyConnect'Se

Virtual Private Network (VPN)

Preferences | Statistics | Route Details | Firewall | Message History

Connection Information
State: Connected
Tunnel Mode (IPv4): Split Indude
Tunnel Mode (IPv6): Drop All Traffic
Duration: 00:04:17
Address Information
Client (IPv4): 192.168.1.1
Client (IPvé6): Not Available
Server: ARIcE
Bytes
Sent: 29956
Received: 54334

Frames

Reset | [ Bxportstats...
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7) ASDM TIMonitoring]>'VPN1> VPN Statistics]> [ Sessions]zfE. VPN 517>k
Oty EERLES,

[} Cisco ASDM 7.5(2)153 far AGA - 172,161, 257 | | (] [ ]

File View Tools Wizay ‘ﬁl’Mnmfnrmn |¢A—,/7| Jw /| EEgeric to ssarch Go "I"'I"
|@ Home @ Gortisuration [ 7] Moritoring| o) Save @ Refresh 0 Back () Fornard | D Help cisco

Device List | Bookmarks Monitoring > VPN > VPN istics > Sessions [m]

o =3y e
e [jen e | { ., TEAVE ) o
e EE I ==
Find: Go AnyGonnect Glient 1 2 1
) SSLATLS/DTLS 1 2 1
B 18216811 Gt T T f
Eromser 1 1 1
PR
FSessionsi%&7Yy7tCE7
Filter EI Aot Glien k:)dnAB&/COﬂ nect. Client17z:#
[, Group Policy Assigned IP Address  Protocal | | eteits 7 [Details|7Uw%
Pypio otatistics L it
5 Campression Statistics Fd
- Encryption Statictics e
-3 Global IRE/TPsec Statist|= . " -~ _~ | L
B protocol Satistics ®FHRPOI-TDOYy>a> =) IwILFES
- LAN Mapping Sessions
-3 DM Prosy Statistics
“- 3 DM Proxy Sessions
GClientless SSL VPN I
Easy WPN Client
1z LET
e} i, ] 3
= To sort WPN sessions, right-click on the sbove table and select Table Sort Order from popup menu
8 Froperties Logout By: [== All Sessiors ==
B e
l z Last Updated: 16/02/02 17:42 14
Data Refreshed Successfully. <admin> 15 BER 16/02/02 174210 JST
)|
1 = ~ 3,3 =5
51 VPN J347> MzySa> DR
Tryt - v3,aN,0ME % ll‘ $ Y =
8) EEPol-Y-0tyas0sHmIEImRNMER TEET,
r N
& se Detail .
ssion Details B i ) P - ﬂ
Session Details
m Group Palicy fAssiened IP Address  Pratocal Login Time Bytes Tx Pe—]
Il Connection Profile Public IP Address Encryption Duration Bites Rx LIS
userll GroupPalicy SSL-WPN 19216811 AnyGonnect-Parent SSL-Tunnel DTL17:3263 JST Tue ..26348 R0
SSL-WPN [LRRN! AnyGonnect-Parent: (1none SSL-T. Oh:10m:46s 15743
< 0 | b
Details | acL
Local Addr. / Subnet Mask / Protocal / Port Bytes Tx
0| T Remote Addr, / Subnet Mask / Protocol / Port | EMcrption  Other Bytes Rx ers
AnyConrec none Tunnel ID: 31 13174 -
Public 1P 10.1.1.1 ] 7

Hashing: none
TGP Src Port 48207
TGP Dst Fort 443
Authentication Made: userPassword
Hle Time Out 30 Minutes
Hle TO Left: 19 Minutes
Glient 05 Type: win
Glient OS Ver: 6.1.7601 Sarvice Pack 1
Glient Type: AnyConnert
Glient Ver: Gisco AmGonnect VPN Agent for
Packets T 10 4
Fackets R 0
Packets Tx Dropped:
Fackets Fix Dropped: 0
S5L-Tunnel AES-GOM-2. Tunnel 1D 34 5667
Assigred IP: 19216811 81
Fublic IF- 10.1.1.1
Hashing: SHA384
Giphersuite: EGDHE-EGDSA-AES 256-GOM-.
Encapsulation: TLSv12
TGP Src Part 48211
TCP Dst Fort 443
Authentication Made: userPassword
Hle Time Out: 30 Minute

m

Refresh | [ Close | [ Hep |

Last Updated: 16/02/02 17:42:56
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