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Building configuration..
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Destination filename [startup-config]?
Building configuration...
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Chaneine the security level of an interface may cause wour ASA
configuration to become invalid, cauzing the ASA to drop legal traffic or
allow illegal traffic to pass through. Do you still wish to proceed?

CGancel

4 Security Level EEQEL
4) TApplylZzJ7UyJUT ASA ([GGREZRIRUET

(5] Cisco ASDM 7.5(2)153 To 16.1.25:

G o
File View Tools Wizards Window Help Type topic to search il
== == = = = = alraln
@ Home |2 Confiawation 7] Monitoring | [ Save Q¥ Retresn | () Bask () Forvrd | D) helo cisco
Device List | Boskmarks Configuration > Device Setup > Interface Settines > Interfaces =]
Device List a 8 x
% add [} Delete &/ Connect Interface Name  Zone Route Map sate S e s b [paa~ |
Find: Go 1 autside Enabled [NEXEALEN 25
FE]172.16.1.054 GieabitEthernet /2 insido Enabled 100 172.16.1.254 25
= 19216801 GigabitEthernet /3 dme | [ [Enabled | 50[10.0.1254 Delete
GigabitEthernst /4 Disabled
GigabitEthernet 175 Digabled
] Disabled
Devies Setup EN GieabitEthernet /7 Disabled
8 Disabled
Startup Wizard
arip e GigabitEthermet /9 wifi Ensbled 100 182.168.10.0 25
=8 Irter tines
Hiy = Management /1 Enabled

ones
= EtherChannel
S VHLAN
43+ Routing
52 Device Name/Passmord
© System Time.

&3 Device Setup

& Freva Pl —T— »

2] Bemote fcoess PN Enable traffic between two or more interfaces which are confieured with same security levels
@ Site—to-Sits VPN 7] Enable traffic between ta or mare hosts cannected 1o the same interface
m Device Monagement [Z] Enable jumbo frame reservation

:

Sadmin®

5 EEDRIR
5) ASA ((EAENBIVYROTLE1I-NIRIRENEIOT, [Sendl 27 IwILTEITLUET

5

(@) 16702709 25132 UTG

r — N
Preview CLI Commands - [

- -

The following GLI commands are generated based on the changes you made in ASDM. To gend the commandz
to the ASA, click Send. To not send the commands and continue making changes in ASDM, click Cancel

Interface GigabitEthernet 1/3
no shutdonn
naeif dmz
ip addresz  10.1.1.254 255255 265.0
security-level 50

I [ Send ]![ Gancel ] l Save To File ]
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Security Group: E]

servie: | ca/htp L@z 959 —t2%AHLES (H:t¢p/http)
Description:

Enable Logging

Logeing Level: | Default v
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-3 Threat Detection
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Objssts
Unified Gommunications
1 Advanced
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Remote Access VPN
gg Site-to-Site VPN
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Gonfiguration changes saved sucoessfully. <admin> 15
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r = N
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The following GLI commands are generated bazed on the changes wou made in ASDM. To send the commands
to the ASA, click Send. To not send the commands and continue making changes in ASDM, click Gancel

accesz-list outzide_access_in line | extended permit top any host 10.1.1.1 eq http
access—Eroup outzide_access_in in interface outside

I [ Send ll[ Cance| ] [ Save To File..

10 ¥V RDIVE1—

Networld Corporation




Cisco Start Firewall

Norworld Cisco ASA 5506-X n

THERUZ NERR) NAT (CLBNEY — /NS TE

3.3 F#fY NAT DERE
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File View Tools Wizards
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Manitoring Farward cisco
Dewce List | Bookmarks | | Configuration > Firewall > NAT Rules 0O Addresses | Services |
& Add ﬁ] Delete yo nnnnn - " NAT Rue Before "Network O’ NAT Rules.. & Add - [ Edit T Delete| @ Where Used Q ot Used
F‘_nd_ £2 =3 Add "Network Object” NAT Rule... Service Filter. - Filter| Glear
B 102.168.1.1 Add NAT Rule After "Network Object” NAT Rules... iare]

s@FAdd > [Add “Networ SBjecE’EﬂgéKEFS Rule | #BAZLEY
— @ onys
AT Rules|&7UyILES %

el outside-netnork/15
B wifi-network /24

Tdentity Options
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De=cription:
AT 2

Add Automatic Address Tranzlation Rules

T e TJoStatic HERLET !

Translated Hddrl outgide I
[] Use one-to-one address translatlor@NAT 9% IP 7 RLAF(FA>ATT

PAT Pool Translated Address:

A AFULET (i outside)

Round Robin

Extend PAT uniqueness to per destination inztead of per interface

Tranzlate TGP and UDP ports into flat range 1024-65535 Ihclude range 1-1023
Enable Elock Allocation

Block gize of 512 and maximum block allocation per host 4 has been configured.
To chanee click here

Fall through to interface PATidest intfl | dmz
[] Use IPvh for interface PAT

[ 0K ] [ Cancel ] [ Help ]
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Interface Odmz TEIRCET
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Description:
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Add Automatic Address Tranzlation Rules
Tope: :Static v: I
Translated Addr: |outside E] I

[] Use one-to-one address translation
PAT Pool Tranzlated Address
Round Riohin
Extend PAT uniqueness ta per destination instead of per interface
Tranzlate TGP and UDP ports into flat range 1024-65535 Include range 1-1023
Enable Block Allocation

Block zize of 512 and maximum block allocation per host 4 has been configured
To change click here

Fall through to interface PATidest intf): | dmz
[] Use IPvE for interface PAT

(o] 4 -[ Cancel ] [ Help ]
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& Threat Detection
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% Device Setup
% Firewall
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<admin> 15 =] @) |16702/08 50852 UTE
15 SEDRIR
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The following GLI commands are generated based on the changes you made in ASDM. To send the commands
to the A5A, click Send. To not zend the commands and continue making changes in ASDM, click Gancel.

object netwark NAT
host 10.1.1.1
nat {dmz outside) static interface service top http http

I[ Send ]I[ Gancel ] [ Save To File..
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