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PColP Proxy

Industry first to offer full proxy support for PColP
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PColP Proxy — Simplify Your Architecture

 Viow Clents .
* F5 Access Policy
S Manager (APM) "CPColP 200
Before @ 20 ;“\_:/ %IE, C? After
m c IIDRENDBEED = =
T=Security Y —/\ & ke
—= Connectiont—/\MD —
| | L= EE
i 5 < ICSAlabsEREHRBD/N  E =
E 2 :‘Etﬁ;:_l.')%/r 77 n o
e« PITYr—43y 0 —
oo COo /7'_“/31{7&:%11’)@:(,\1
mmn man — 74 0—/\)L7Y
It X



iApp T TL—kDAR—

| Main I W I iApp » Templates

o Statistics £+ - | Template List
) iApp
* Search
Application Senices | ~ Mame ‘ Validity | Associated Application Senices | + Verification < Certificate | + System-supplied | < Partition / Path
Templates f5.oracle_as_10g [*] F5 Verified f5-irule Yes Comman
- fo.oracle_ebs [2]] F5 Verified fa-irule Yes Common
| Wizards
u f5.peoplesoft_9 |21 F5 Verified fB-irule Yes Common
Eﬁj Local Traffic fa.radius [7]] F5 Verified fa-irule Yes Common
fa.replication rL |2 1| F5Verified fa-irule Yes Common
f-}; Acceleration
£ fo.sap_enterprise_portal [2]] F5 Verified fo-irule Yes Common
m R fB.sap_erp |21 F5 Verified fB-irule Yes Common
favmware_view [7]] F5 Verified fa-irule Yes Common
@ Device Management [ fswvmware_view.v1.0.0rcd Mone Commaon I
fSvmware_vmaotion N [2]] F5 Verified fo-irule Yes Comman
£2) Network —
Delete... | | Export | | Add Signature... | | Add Checksum... [« Page 3 of 3 E

F5 DevCental A 5iApp Template f5.vmware_view.v1.0.0rc4ZX2 o O—FLA > 7HR—F
https://devcentral.f5.com/
ARiApplLITMED 2 —ILDNAZE
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Main

IApDp » Application Services

f—l statistics % ~ | Application Senvice List

@ iApp

*

Search @j
Application Senvices  Name % Template | Template Validity | = Parition / Path
Templates Mo records to display.
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iApp Application Servicesh\ 5 CreateZ 1)y
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iApp » Application Services »»

[=]

Template Selection: | Basic

Mame

Template

fa.vmware_view.v1.0.0rcd E

Welcome to the iApp template for VMware View 5.0 and 5.1, and Horizon View 5.2

NAMEIZARY) O —&ZF AN

TemplateD T ILF O A= 1 —Hif5.vmware_view.v1.0.0rc4Z &R

CITETR TOT T0as

Software Support

Prerequisites

Additional features available

hitps:/devcentral fo.comiwikifiApp ViMware-Applications.ashx.
While this iApp template officially supports only View 5.0 and 5.1, and Horizon View 5.2, you can use it with View 4.6 with no modifications.
Before using this iApp you must ensure thatthe following prerequisites are met:

The View environment must be fully configured and tested to verify clients are able to access the available Deskiops via each Connection or Security
Server that will be a part of this deployment.

Ensure that your Active Directory server is properly configured and all View Clients have the appropriate credentials to access the View environment.
Ensure thatDMNS and NTF servers are properly configured on the BIG-IP system. See the deployment guide or BIG-IP documentation for instructions

If you plan an using this template to configure the BIG-IP system for processing encrypted web traffic (HTTPS), vou need to import an S5L cerificate
and key that correspond to all fully-qualified DMNS names that you are using for the HTTPS traffic. Importing S5L cerificates and keys is not a part of
this template; see Local Traffic == S5L Certificate List.

You do not currently have the BIG-IP Application Visibility Reporting Module (AVR) provisioned on the BIG-IP system. Provisioning AVR (also called
Analytics) provides rich application statistics and reporting for your application deployments.
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Template Options

Do you wantto see inline help? | | Show inline help text |Z|

This template offers extensive inline assistance, notes, and configuration tips. We strongly recommend reading the inline help presented in the

template until you are familiar with the functionality and implications of the deployment options. Important notes are always shown no matter which
selection you make here.

Which configuration mode do - :

you wantto use? Basic-use F5's recommended settings |Z|

This template supports two configuration modes. Basic mode automatically configures many options, such as load balancing method or profile
types, on the BIG-IP system using F5 recommended settings without user intervention. Advanced mode allows you to review and editthe F3
recommended settings before configuring the system.

BIG-IP Access Policy Manager

Do you want to deploy BIG-IP » N i
Access Palicy Manager? I Yes, deploy BIG-IP Access Policy Manager EI
MOTE You can use the BIG-IP Access Policy Manager (APM) as a full PColP secure gateway proxy, or a DTLS Metwark Access VPR, Deploying BIG-IP AP

as a full PColP proxy requires the View Clients to be using Horizan View 5.2 or later and the BIG-IF system must be running version 11.4 or later.

You must have fully licensed the BIG-IP APM o use the APM features in this template.

Moo cboaald the DT I o

Do you want to deploy BIG-IP Access Policy Manager?MD 7 LA O A1 —hi5
Yes, deploy BIG-IP Access Policy Managerz 2R

T EOTT T e GO T WO T CToT T, OO O SO O T T e T T T O T SO S O TE T TS T T Rl |

authentication?

IMPORTANT You must have an existing SecurlD AAA Server object on this BIG-IP APM to support RSA SecurlD two-factor authentication.

Choosing Yes enables support for two-factor authentication using SecurlD}. You must have already created a SecurlD AAA Server object prior to
configuring this portion of the iApp. Creating an AAA Server object for SecurlD is not a part of this template, see Access Policy = AAA Servers =
SecurlD. Choosing Mo disables the ability to authenticate via SecurlD.
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Should the BIG-IP system show View Client C7 7 RABIZIEELI=AvtE—FRIRATRE,
0 Vi during || No, do nat ada during | . A N
i’:lﬂ;nﬂens?sage o View Lusers during 0, donota d message auring logon E T:T: 'e].@'j:ﬁﬁil,fd.b\

The BIG-IP system can display a message to users during the logon process. The BIG-IP APM refers to this as a ‘Disclaimer message. Select

What is your public-facing IP
address?

whether you want to display a disclaimer message to users during logaon. < - <
FirewallZ TGloballP7 KL X &PrivatelP 7 KL AZFNATSL TLY
BB AGloballP7RLRF AN

You may not be translating your public address, however, if you are, enter the public MAT IP address View Clients resolve to forinitial connections.

What is the NetBIOS domain
name far your environment?

Specify the NetBIOS domains for this View environment. For example, if the FQDN is 'my.example.com’, the MetBIOS domain is "'my’. If you have
multiple domains, enter each domain separated by a space. The Active Directary servers you are using for authentication (that you will specify later)
need to trust all the domains you enter here.

Create a new AAA Server object
or select an existing one?

Which Active Directory servers Host name = X
(IP and host name) are used for I I

user credential authentication? Add

Create a new AAA Server object E

Specify each of your Active Directory domain controllers, both FQDMN and associated IP address, used for this View environment. Click the Add
button for additional rows.

What is your Active Directary
domain name?

Specify the fully qualified domain name (FQDMN) used for this View environment, for example, my.example.com

NetBIOS*>ActiveDirectoryBE D EXEEX AN
BRICE RSN TWABEIXTILE I A= 1—hHIEE Al HE

ledle g THeEw TTTUTTIEET Tar Ui
Active Directory servers?

‘Yes, create a simple ICKMP monitor E[
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S5L Encryption

How should the BIG-IP system

handle encrypted traffic?

Terminate 35L for clients, re-encrypt to View servers (330 bridging) |E|

S5L is a cryptographic protocol used to secure client to server communications. Select how you want the BIG-IP systemn to handle encrypted traffic.

Connection Server®MT 74 JLhttps TALIE L7558 . SSL bridgingZx 18 7E

Which S5L certificate do you
wantto use?

Which SSL private key do you
wantto use?

CRITICAL

system uses'the SSL 1D or Client'Server IP to enforce session persistence. Because thése parameters are less granular, you may experience
inconsistent distribution of client requests.

default crt [

To establish encrypted communication, a client and server negotiate security parameters that are used for the session. As part ofthis handshake, a
cerificate is provided by the server to the client to identify itself. The client can then validate the cerificate with an authority for authenticity before
sending data. When the BIG-IP system is decrypting communication between the client and server, an S5L cerificate and key pair for each fully-
qualified DMS name related to this application instance must be configured on the system.

Selectthe 35L cerificate you imported for this deployment. Imporing cerificates and keys is not a part of this template, see Local Traffic == S5L
Certificate List. To select any new cerificates and keys you import, you need to restart or reconfigure this template.

default key =]

Selectthe associated S50 key.

You have selected a default BIG-IP cerificate and/or key. This application service configuration is incomplete and will not be secure until you import
and assign a trusted cerificate and key that are valid for all fully qualified domain names used to access the application. See Local Traffic == 3301
Cerificate List forimporting cerificates and keys. To select any new cedificates and keys you import, you need to restart or reconfigure this template.

10
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Virtual Servers and Pools

What IP address do you want to
use for the virtual server?

What is the associated service
port?

What FQDM will clients use to
access the View environment?

Which servers should be
included in this pool?

Virtual ServerDIP7 KL XZ AN

-«

This IP address, combined with the port you specify below, becomes the BIG-IP virtual server address and port, which clients use to access the
application. The system intercepts requests to this IP:Port and distributes them to the View servers. If you are using BIG-IP APM, this is the address
to which the BIG-IP APM sends traffic after authenticating it.

442

Specify the service port you want to use for the virtual server. The default value displayed here is based your answer to the question asking how the
system should handle S5L traffic.

Because you are using BIG-IP APM, the BIG-IP APM first authenticates the user, and then uses this virtual server address to transparently connect

Virtual Server@)FQDN%Z A /1

the userto the View environment. \

The FQDM entered here will be used by the View Client to resolve to the virtual IP entered above.

ModellP addres

w | Port| 443 Conn limit| g

Specify the IP address{es) of your View servers. |
the addresses. Depending on your previous selections,

Connection ServerDIP7RL AZ A A

Client Optimization

Which HTTP compression
profile do you wantto use?

Use F5's recommended compression profile

[=]

Compression improves performance and end user experience for Web applications that suffer from WAN latency and throughput bottlenecks.
Compression reduces the amount of traffic sent to the client to complete a transaction.

Application Health

Create a new health monitor or
use an existing one?

hitps

[-]

—

Connection ServerMAN\ JLAF v I%
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Virtual Server

Local Traffic »» Virtual Servers : Virtual Server List

i - | Virtual Server List | Virtual Address List | Statistics

§ search
|~| Status |« Mame + Application | + Destination | + Senice Port | < Type | Resources | ¢ Partition / Path

[l (] FPColP_apm_redirect PColP 10211171 a0 (HTTP) Standard Edit.. Commoan/PCalP.app
] & PColP_pcoip_udp FColP 10.21.1.171 4172 Standard Edit... Common/PColP.app
0 Q PColP_proxy_https PCalP 10211171 443 (HTTPS) Standard Edit . Common/PCalP.app

Connection—/\7 2+t X F on port 443
(7O ERR—OSSLLEBEOTOT774/ )L ERBEFTET)
PCOIPY 7t A on port 4172

port 80(Lport 4431)F ALY +FH
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o
o

I Main I Help I About iApp » Application Services :» PColP

s -~ | Properties Reconfigure Components

fe—b Statistics

@ iApp Template Selection: Basic  |=|
Mame PColP

Application Services

Template | f5.vmware_view.v1.0.0rc4 | [Change..]

Templates

iApplZ TEXELE-AR THETEZTOm A [LReconfigure M HEX TE
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iApp =» Application Services »» PColP

1+ -~ Properties Reconfigure Components
|

| 5.,,%. iApp
Application Service:| Advanced |E|I

Application Senices Application Senvice PColP
Templates Partition / Path Common/PColP.app
ok : Description
|:JJ Wizards
Template fSvmware_view.w1.0.0rcd
[ Local Traffic Strict Updates [l recommended)

| Update | | Delete |

(i 24| Acceleration

iAppZFFEHALTERELZIEGS . T I7AHILLTIENTGA—ZF ([LiApp N DHDE R ELHD
Strict UpdatesDF =y IRV I R &5 T L/NTA—2Z AR IZE E [ &E
f=1=L. Reconfigure MoEX EZ{THOELEZSINS A TENDE,




Appendix3—-1(T T MNoDT It R)
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Client Type View Client AD Auth
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'T. YMware Horizon Yiew Client Viewg%fr'??/ I\b\ 6

[T~ vmware 9PColP

VMware Horizon View™ TDEET IR

View it -1 OEA FEREAN LTIHED .

BT =S | vdi.example.com |
[~ 3R{EDI - —£LTONA 2 (L): OLYMPUS$takemori )

i el

wE© | wrw | aren | [#rvar 0]

€« C Y https/ Svdiesample.com,/

Secure Logon
for F5 Networks

Username

- (3LIEL TIoYTRI AUk,
| WebtopMD 0% 0')vLT
togen | ‘1, ViewI 547 2 MEE)

Select client

F5SEDesktops

Password

| [E] F5 Dynamic Webtop

This desktop can be opened with VMware View Client or HTMLS

E Client. Please select one.
Applications and Links
f_— F5SEDesktops D
| vmware view Desktop EeawsErs EGETE M =
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1. 11.4.1HF2[ZTHorizon View T AT YT ADHTMLTZ 7R (ZH i (HTMLS X TS T 59 D H)
2. Horizon View Client, BIG-IP EdgeclientD A >V A— LA ETT AU T(IZT7 U XA
3. PColP Proxy CIX LA . SSLALIE A BIG-IP/View Connection ServerlZ CTEET HHEHY .

BIG-IPTIX/\ YOI URSSLELE

- 4, TCPR—RADBIELEYIEE L ELPCoIPTIIEWN A REIIPColPD AL ENEEREHLND
|1er% | X . . ,

pans | HTMLSXE RS D 50 TR A&,

WebtopD ) D%V ) v

| [E] F5 Dynamic Webtop
Select client

F5SEDesktops

This desktop can be opened with VMware View Client or HTMLS

E Client. Please select one.
Applications and Links
==\ F5SEDesktops D .—F
l Browsers VMware View Client HTMLS Che #
- VMWare View Desktop 5

BIG-IP Version 11.4.1HF2
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[CTHERE

% 7E [ Appendix3-1&EC 19




Appendix4([El B iEfHF1—F o514/t X)

PColP proxyMD 15 & . App tunnel TIXHEL,

Remote Desktop&ULNDEREBEIZ T HNFET,

Remote Desktop ClECCU(RIFFIEHRA—)SAM U RIIFELLGYET,
X 11.4~

* 11.4TCCUMNLERRIER X,

1. Full Network Access(SSL-VPN)

2. App Tunnel

3. Portal Access(Reverse proxy)
- Web-based app link (OWA,SharePoint,XenApp =)
- Citrix portal mode

MD3DEHYET,
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