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1) PC ASDM ASA Tools Backup Configurations

[ Cisco - 6. g
Fie Vil | Tools | vllzards Window Help [Type topi ta search Sl
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(@) Home | 0 Radinellnfeiace © Fomard| D el cisco
~| Show Commands Ignored by ASDM on Device
"~ bevke o

Device List Packet Tracer... iroard | (8 ASA FrcPOWER Status |

#add [ ping...

Find: Traceroute...

Interface Status

Intertace IP Adcess/Mack  Line Link Kbps
{ S eaq  File Management. inside 121504 O Ouw P
Check for ASA/ASDM Updates... jptime: 0d Oh 15m 375 joutside 1015.1.174/22 Ow ©uw 17
Upgrade Software from Local Computer... o= GSI B30T i a2 Ow ©Ow O
Mode: Single
Downgrade Software... o s

Backup Configurations Select an interface to view input and output Kbos

Failover Status
System Reload... nnect Client: 0 Details Failover not configured. Click the link to configure it Confiew

Administrator's Alert to Clientless SSL VPN Users... Traffic Status

Migrate Network Object Group Members... re Usage | Details Connections Per Second Usage
Praferences... 2
ASDM Java Console... 1400 1401 1402 1403
W UDP | MTCPR 0 M Totak 0
‘outside’ Iterface Traftic Usage (Kbps)
v | (2000
w0
1000 0
]
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- e T M Doput Kbps: 17 Output Kbps: 0
R i ] r
Latest ASDM Sysioe Messazes O 8 x
Severity Date Time  Syslog D Source [P Source Destination IP Destin: Description 4
Iy - m
5 FsbOT2016 160350 302015 10151078 65 255256256285 67 Teadown UDP comnection 50 for outsiderl0IS 118 |
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] i ] v
Device confieuration Ioaded sucoessfully. <admin> 15 16/02/01 140601 JST

2 Backup Configurations

2) Browse Local

[E) Backup Configurations M

Backup File:

HMote: During the backup. new SSH sessions to the ASA will fail.

Backup All
Rurinine-canfiguration I
l Startup-configuration I
| All Security Images |
I Cizco Secure Desktop and Host Scan images ||

Cizco Secure Deskiop and Host Scan settings

AriConnect client images and profiles

fryCionnect customizations and transfarms
Identity Certificates

WPM Pre-zhared Keys

All S5L WPN Configurations I
S5L WPN Configurations ¥ I
I

[ Backup ] [ Cloge ] [ Help ]
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[By Backup Configurations M

Mote: During the backup, new 55H sessions to the ASA will fail.

Backup All

Rurinine-canfiguration I
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| A1l Security Images
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Close

[EY Backup Progress [ . — — "

Froeress Messages:

DOdUF, WP rark=1d e LGuie rorir uriwdroer idrigudes |4
Back up translation-table webvpn laneuaee fr

Back up translation-table customization laneuaes fr
Back up translation—table PortFaorwarder language fr
Backing up Customization

Back up customization DfltCustomization

Back up customization Template

Backing up Bookmarks

Backing up Plug-in

Back up url-list Template

Backing up VPN Pre-shared Keys

Backing up ‘Web Content

Backing up Cizco Secure Deckiop and Host Scan Image
Backing up AnyGonnect(SWC) Glient Imazes and Profiles
Backing up AnyConnect Localized Transforms

Backing up AnyConnect Customizations

Backing up Cizco Secure Desktop and Hozt Scan Settines
Backing up Prosy futo-Config

Backing up Application Profile Custom Framework
Backing up Pre—fill Scripts for Gonnection Profile
Backing up Dvnamic Access Policy

Backup finished in 4 seconds.
More technical details can be found in the ASDM menu Tools - Java Console.
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Backup Statiztice Report:

UCCE:
Running-conf izurat ion available
Startup-conf izurat ion available
Translation table available
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" |Booknarks available

[|Failure messages:
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Certificates available

(|No Plug-in available

Dynamic Access Policy available

Mo Pre-fill Scripts for Connection Profile available
fpplication Profile Custom Framework available

Cisco Secure Desktop and Host Scan Settings available
fnyConnect Customizations available

AnyConnect Localized Transforms available

#nyConnect (SVC) Client Images and Profiles available
Mo Cisco Secure Desktop and Host Scan Imeze available
Mo Web Content available
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1) PC ASDM ASA ASA |IP 192.
168.1.1 Device IP Address OK PC IP
IP

[} Cisco ASDM-IDM Lau § v - EEE‘
S, Cisco ASDM-IDM Launcher il
Device IP Address / Nam j
Lizername:

Fazsword:

7] Remember the username of the specified device on this computer

7] Fun in Dema hMode

e

@l | &

2) Cisco Small Call Home Do not enable Call

Home OK ASDM Cisco Small Call Home
OK

-
Cisco Smart Call Home s s S S ﬂ

() Anonymous

Help to improve the ASA& platform by enabling anonymaous reporting, which
allows Cizco to zecurely receive minimal error and health information from
the device. Learn More

[l () Registered

Registering this 454 with Smart Call Home (SCH) allows custamers with |
zupport contracts to log in to the SCH Portal for a personalized view of all
I their SCH connected devices. The portal dizplave messages sent fram the |
i device, as well az providing notification of any device that iz impacted by a

PSIRT advizary. Additionally, registering allows one to receive real-time
notifications on problems with the device, as well az the proactive creation
of a TAG case.

Learn Mare

To begin the registration process, please enter your e-mail address below.
Email fAddress:
e

Customize thiz feature

I OK I Remind Me Later

B
(& Cisco Smart Call Home - E—— - ﬂ
i s—

@ Smart Gall Home has not been enabled on this device. You can enable it
later under Configuration —> Device Management -> Smart Gall Home

10 Cisco Small Call Home “A
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3) ASDM Tools Restore Configurations
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1 ! :  malahmpad
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4) Restore Configurations Brose Local
PC Select file Restore Conf
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[ Next ] [ Close ] [ Help ]
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T | ASABackun | = #E
—
= backup.zij
. [
=
RIS
- !
FADkT

2 FELvh
LY

Taa-h— |

ZrA LN asa backupzip Select file
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5) Restore

-
Restore Configurations ﬂ

— i

Backup created on Mon Feb 01 05:06:00 UTS 2016

=

[ Start-up configuration

All Security Inages
Cizco Secure Desktop and Host Scan images
Cizco Secure Dezktop and Host Scan settines
AnyConnect client images and profiles
AryZonnect customizations and transforms
Identity Certificates
WPM Fre-zhared Keve @ |
Al 5L VPN Gonfigurations I
S5L VPN Configurations ¥

[ Restore ] [ Gloze ] [ Help ]
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6)

Device used in failover pair u

Device is currently used in a failover pair. Restoring an old running

== configuration may delete current certificates. Do you really want to proceed?

14 A

7) Replace

- N
Running Configuration Restore =5

Do you want to replace or merge with the current configuration?

WARNING: Restoring the running configuration may disconnect your
network sessions.

IERepIace” Merge ] ’ Skip ]

~
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8) Close

[E5 Restore Progress S .-— — ﬂ

[ | %

Progress Messages:

Restare url-list Template
Start restoring Translation table

Finigh restoring Bookmarks

Restare translation—table customization language fr customization po

Restare tranzlation-table PortForwarder language fr PortForwarder po i
Restare translation-table webvpn language fr webvpnpo
Restore tranzlation-1able customization languaee ja customizationpo i [l

Restare translation-table PortForwarder languaee ja PortForwarder po
Restore tranglation-table webwpn languaee ja webvpnpo

Restare tranzlation-table customization language ru customizationpo
Restare translation—table PortForwarder language ru PortForwarder po l
Restare tranzlation-table webvpn language ru webyvpnpo
Uploadine file flash:/fr_customizationpo

Uploading file {lash./fr_PortForwarder po

Uploadine file flagh:/fr_webvpnpo

Uploading file flash:/ja_customiz ation po

Uploading file flash:/ja_PortForwarder po

Uploadine file flash:/js_mebvpnpo

Uploadine file flash /ru_customization po

Uploadine file flagh:/ru_PortForwarder po

Uploading file flash:/ru_webvpnpo -

m
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