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Default address

Thiz aption will et the outhound NAT address to the Default setting. This means that if this server's outbound NAT
option iz not set explicitly in another cluster, the Equalizer's address will be used. If it iz 2et explicitly in another cluster,
that address (either Failover or Cluster) will be used.

Equalizer address

Thiz option will zet the outhound NAT address for this server (inthis and all other clusters) to use the Equalizer's
administrative IP address as the source address for outhound traffic.

Failover address

Thiz option will zet the outbound NAT address for this server (inthis and all cther clusters) to use the Failover IP
address a3 the source address for outhound traffic.

@ Cluster cl00's address

Thiz option will zet the outhound NAT address for this server (inthis and all other clusters) to use the IP address of this
cluster. This means that if this server (a server with the same IP address) exists in another cluster, that server's
Outhaund MAT option will be reset to use this address.

cormnmit reset

HHE

A&

Default address

B H D Outbound NAT &R#k. Equalizer @ External i IP 7
FLRIZNATLEY, TERIELTLIIRETIE. Primary &
ELTEMELTLSH38D IP ZEL RIZ NAT &hET,

B— IP PELRDY—/ D F U5 X2 IZFFEL. Default
address LASN DR ETH--15EE. TOREMSBEShE
T (FIANITIORELERCLGELTLET)

Equalizer address

BifEL L TIL Default address ERI#TY, —E Default
address MoRREXEEZETLY. ThASHEE Default address
OREBICRTE=HITEALES., EOY—1N195R4%
[COHRESNTLVSIHES(E Default address [CERELEE
XREHYFEREAD, H—\DBEBDISRRF=H>T
L3158 XBARMIC Equalizer address 2 E T DR ELH
YEJ,

Failover address

ExternalBlDFailover AliaséLTERESNTWLWAIPFZRFL R
#HEALES, [/EAHEICOVLTIE 5-3-4-1 28BTE
L CORFEFTERICBROBOAREATETT,

Cluster [25RX%44] s address

Y—N\HHBITHI5RA5 P PRLRZERALET,

L4 5 A2 ERRICZAR— I ESOREEEEZTEoT:
BER. b—N\DBERALEEETR—IESNISAE20DR
FHR—FESOEENTHIVESHYES, F—IES
NEHELIEE. ERICRENTERRYET,
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4-8-5 “max connection” FX3E
BY—N\DREBICRIHFTEIENHEEITIVT4TARI2 3V BOLREZRELEFT. Ch

(X L4/ L7TOSRAEREFREG/NTA—ETY, LBEBA-ORI2aVIIIRMITED

NGB E. TP —NADRY S HETEbhT . V5R2AOMY—NIZEYIRSNET,

FINELT, Y—DF7 O T14TaARyarht BESNIT- max connection {EIZELTL=15
BIZHEWTH, V51472 Equalizer Dty 3> #iEA cookie #HF-> TV TR METH 1=
BmETREy av#iFShi-Y—n~RYSTohFET, LHLEAL LAVSRATHEAS
h3 sticky [2& Bty ar#iFah =& E(X max connection [C&>TH—/ I~ DIEHEHFHIR
shZFEYd,

95 A 32 hotspare Y—/\ZE/TE T H LT, &YSHFEY—/\2TH max connection [ZEL
=158z, YO T A% hotspare H—/3%> Responders [CALIBEHREMTEETT, HIZIE
MRERARSTBYET ) BEDR—UERTTHENTREIZGYES,

4-8-6 “hotspare” E&3E

INVDTYTH—/3%0 sorry —/N\ZERETHMRICHEALET, hotspare IZERELI=Y—/\
ISR LTIHEBEVIIAMRY S T5NEZEEHBYFETEADR. YSRAADT O T4T Y —
NRETH IV LHEESNT-HEIZ hotspare B—/~DIRY 7 T HBARENET,

55 ZERDOTF 574 H—it
RETHY W, 77—

.4

_ e — W FHOFATH—% |
- — T-"

h’. 5

YOI AME hotsparetr— i

hotspare H—s1%

tydaifiEEhi-@EIX hotspare H—/IZHLTHEEMICEY D TRTHEDAET,
BIZIE. TOTATH—\BF L hotspare NMRYS TSN T=9547 M hotspare Br—/\
Etyla #RETRVEY, COB/E. 7I/T4T—\DBEIBLI=ELTEH Y a
ENF=O314F7 MK hotspare B—/NARYZITSNTLEVNET, CORRIEH—/ @RI
Tyl a i ERDICTHLTERENTTRETT . Ml 4-8-8 ZBBT U,
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4-8-7 “quiesce” RXE

ATFORABBREY—NE2ERABLT IR, /547 roDaARILavE#HRELEN
B, BN —IADaRIIVERPSEIRFERALET, quiesce ITFRESNTI=HY—
NIZHLUTIIBEFETHILTW Sy avFRY 2o ET A FIRYI TR MIRY TS
hEtHA, aARI2aVBBOLEER. U—N\AVTFURETESCETH—ERADEESE
R/NRICHZ AT ENTREIZHRYET,

OS5 ABAT quiesce RESNI=H—/\DHDBFEEL. FOMTIT4T R —N\DBETEY
JLTWAKRICRULTIE, Y—EXD#GEEBESE 5= Equalizer [ZHINMIZFHFRI T
A4 quiesce —/NIZIRYDITEITHRWVET,

twydaviiFah-B{EIZ DL TIE. Equalizer I quiesce H—/ XL TIRY 2 12177450
*7,

4-8-8 “dont probe” EX3E

Y—/NIZxtF BEqualizerDAN VR F 0T 74 IR TOSRIRAD LY —/NIZH L TITRE
HbhTOWET, I5REARBEEY—NADALRFIVIEREDICTIEARICCOREEITL
FY, COREEADICLTHICMPIZERANILRAFIVS(3-1-2 SBIXTLEbhETH, L4
LRIVUEDAILRFIVI(ACVEED) XTHbhEE A

EE: ICMP [TEBAANILARFIVIZENLTLBIGES. H—/\~DAJL
AFIvIMETEDICES>TLEN, —N\DF I ERMTELRLARYE
TOTITEFETILY,

4-8-9 “dont persist” EXJE
Yl a HBOREZ ISR FBLTITRDN. VSR FMBOY—NETIZHLTERD
ICBRYFETH. COREEBMCTEILTY—NEHOEy a3V #BERNICTEIENT
BETY,
hotspare H—/N\ZREL TV IIHEICCORELZFERTHLT. EFhBUL -y av R
EEBT B ENTREICAEYET,
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5235 RERLEREFIR

Equalizer I(E2TOETIVIZBWTRRILTIZENTRETT, TRIEZITHSCETELD
MrOBBIEELAREL-BEICHRVTE Y —ERZHBESE I EMNTTREICRYET,

#R: Equalizer MEBE L. EALIX "Failover” EFEIFOhET, Av=a
FILIZREZELTEIEIE. Failover £LV\S52DDEMREFALET,
2ENDHMBNTHOT4T RIPRE N ELTEMET A EIERE—TY,

5-1 FailoverBi{EDEERBE (DT

Failover ##A TL 524 O Equalizer [& Failover R7 EFEIEH., REBIELTIILU T D2EEFLE
BoOMZBYET,
F 24Uk Primary
T 24Uk Backup #

Failover X7

T 24 JURPrimaryi F 4L Backup#

LEDKSIZEqualizer [XPrimary EFEEN 2B NT7 O T4 TR ELTEMELY—ERZTT
BWET, T4k Primary #IcEENFEE LGS, T74/LF Backup #AEEIL. U
—ERREESIESHETT,
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5-2 Primary / Backup®BRI=DLVT
Primary / Backup OBRIZDWT., L TORICTTFEBEMENRHBYET,

5-2-1 Primary”{#&”. Backup”f&” &I&

5-1 M&SIZ. Failover R7Z#EL2E8 D Equalizer (& IF24)LF Primary #) 524Uk
Backup #I1&EBRESNET, T4 Primary #ICEERFEELI-IES. T4/ Backup
WA Primary ELTEIMEE T A, SDI/EE [T 4Lk Backup 84S MPrimary %1 ELTEIMET
BIERBILET,

CDE3IZTFIAIVNREIZE4 DS Primary/Backup ELTEIMMELTULNREIK &) EFEIE
hEd, BRADICEELDOMEENERED Primary ELTEMELTULWADMNZDNTIX, &3
DI Z2HRBIIDELNHYVET, TRROLILGHAEGDHOEICHDIAEELHYET,

W7 24ILE® Primary/Backup &5 &. Primary/Backup & DO##&#&hHh

NE—Y T IAIVEERE Primary & Backup &%
1 T 24Uk Primary @)
F 24Uk Backup (@)
2 T 24Uk Primary (@)
T 24Uk Backup o]

5-2-2 YIYERELE{E(Failback) (ST
Primary &L TEIfEL TV S HRRICEEE AR 4T 5 L. Backup & THoT-#35A% Primary &
[2EIYEDHY(Failover), b—ERRBERMIBLET . TDE. Primary #&ELTEIELTLM:
WIERHNEIALIIEEIL. Primary &L TTIE%C Backup B EL TEIMMEZRABLET
LI, —ETVEDLYBE(Failover) BFET HL. Primary EOEBFLAANEDY., £
DREOFEESIEHREEMAMSTOAET., FVHZSHL. Equalizer TIREYIVRELENE
(Failback) (1T FEEA,

f: Primary #¢/Backup ZBREMICANBEZ =L MES L. Primary &
LTEELTLW AR ZEREHSEALTARETY ., HFEBRAVLEE
>f=C&ERENLT- Backup & Equalizer (& Primary ~®B1TLET,
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128, B—DUF R AU THRIZTCP v arzRWIRAICEy as #ERITERZ L
BYET,

once only RTEZEMIZT B, HBL L cookie age REZE 0 BT BIET. DL —
AEHCTENTRETT,

A-4-1 Y— Bty a #RFREICDOINT
BE. Byl av#iFEOSAABEHATRELEFTNS. Y—N\BEATEy a v #EHEDE
- ESEBIRT HENTRETT ., FEHMIE 4-8-8 Ddont persistf@iEZS BT LY,
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APPENDIX B CSRYERLFIE

B-1 Equalizer —/\§EBAEA >V AF—ILFIRIZDLT

HTTPS U5 R A~AH—/\EIBAEZ AV AL—IL T BFIBIZDOWTEHRBALET,
{9 % CSR(Certificate Server Request) [& RSA 3DES 2048bit THES LI B LERIIREL
TWET, CSR ZiRH T3 CAGRIER) NCOES{EEYR—FLTLAELMESIT. ESED
BECESIE7ZITVALEERTIHENHYET DT, Equalizer £T Openssl DA54
URZATIVFESBEL. FIERBZZEELTTIL,

B-2 CSR{ERLFIR

H—/\EBAEEH1TTBIZIE CSR ZEML CA ~RETIVNENHYET, CSR eI
Equalizer ETT52¢MNHEERFET, CA BIRRLTLWSERFIELRAGZIGESX. TOFIRIZT
ERLTLEESLY,

1. JUZLAVY—ILEEAIYTIVr—TIL Ff=l& SSH IcTaj4oLET. ad10E
root ICTTIToTTFELY, (SSH DIFEIXOT AT su [T root HERIZELIVEZET),
2. T4LVMIZEBEILET,
#cd /tmp
3. MEREAOLOOBLEBEERLET,
# openssl md5 * > rand.dat
¥ rand.dat = HAOTHHELER. EEDT7AILR)
XTRIT—MRFIINETHranddat BERSATOAIEERICEEIISETVEE A,
snmpctl: Operation not supported
switchc_server.sock: Operation not supported
switchd_server.sock: Operation not supported
4. 2048bit 3DES ICkVRERELERMLFET
1 openssl genrsa -rand rand.dat -des3 2048 > key.pem
¥ NRAIL—ADANERDONET, FEDXFIEANLET,
X BEZ%Z 1024bit THERTHESEUTOLICAALET
1 openssl genrsa -rand rand.dat -des3 1024 > key.pem
% XCEL A—FhE#iSht= S| S )—XERKT 2048bit BEOWMERZFERAT HEE(E.
Composite 77/ILEF7vyFO—F 3 B “use secure key storage”ZEINIEL TTELY,
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¥ key.pem = NRATIL—XDWELIEZR, TEDI7/MILE)

NRAIL—REEM-THHEAETREETLET,
(INRITL—XZEDIZLEWESX 6 ~EAFT,)
# openssl rsa -in key.pem -out keyout.pem

¥ NRAIL—ADAHNERDONFET . E£IFEDFINEAALTTELY,
% keyout.pem = ENELTH AT IHER, TEDI7(IL B,

ERL-MERICE>TCSR ZEMLET,
B 5 TNRIL—XEEMICLEES:
1 openssl req -new -key keyout.pem -out ¢sr.pem
% csr.pem = HAF S CSR, FEDI7MIL4
B 5 THRRIL—XEEHDICLEWES:
1 openssl req -new -key key.pem -out csr.pem
% csr.pem = HAF S CSR, FEDI7MIL4
1 Enter pass phrase for key.pem
4 TAALENRIL—RXZAHALET
HAERR(TARTAT M2 Rx—L)EAALET,
CA ICHETHEMEANLET,

250

KRSNDEE BAGES

AHH

Country Name(2 letter code) | <E]>

JP

State or Province Name <ERERFIRA>

Tokyo

Locality Name <THTRET#14>

Chiyoda-ku

Organization Name CEXEFHEBESR>

(eg,

company)

Example Inc.,

Organizational Unit Name <EBP94>

(eg,

section)

System 1

Common Name <URL<FQDN>>

(eg,

YOUR name)

www.example.com

Email Address <EREDA—IL<EBERD>>

A challenge password <KB&>

An optional company name <HRBR>

%A challenge password. An optional company name DA AIFEHBLET,
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Equalizer A5 FTP o< FZEAL. fEMLT- CSR XU TR o H~EELTFT L
50 CSR %#3TIC. CA AU —/\EEBAZBDORITEHELT T,
Ft- ROATURIZTRRENEZTFRAMEIAE—_/R—RAM TV L THAEETT,

i cat key.pem
# cat csr.pem

DEGIAZOHRBMG L CA IZLIYRGYET DT, BHFFEL CANEEBHULEHhE T,

B-3 CompositeZ7/IL {fERFIR

Equalizer ~7vy7A—K33%774)LI& Composite 771l EFEIERET,
CNIERDIFZEHHLE-TXFRAMERX T 7ML T, HLIRF “pem” ICTRELET,

- T

- CA KYRITShi=Y—/\fIHZE

- HRGEEAE

1 *—UK ERDI7AIL

Composite Z7 1N

H—/\iIEAE

FhFEEERASE
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B-4 CompositeZ7JL 7vFO—FFIR

Composite 77 JL I& Equalizer ® Web EBEEMST7vFO—FLET,
TS5 ME 21— touch F/=(X#wEI—Y [ZT Equalizer ~A5 4 LTTFEL, EIL
—Lh5, &Y HTTPS V5 R4%FBIRLET, SSL H—/\EBHAENELVRETIE., SSL
certificate warning AERRTEhZEd,

0int DO 7

Cluster ¢/175 Required Parameters

Configuration Security Servers Match Rules Smart Events Reporting

Required Probhes Persistence LB Algorithm Networking

r 3510 cerificate warning

This HTTFS cluster will not function until a certificate Is installed. Flease select the Secunty tab to
install & certificate.

rcluster parameters

protocal  |Layer 7 HTTPS
ip  |10.15.100.175

port 443
netmask |0
disable [
ignore case {inherit fram global: (13
spoof (¥
commit show defaults | | reset

FRENT-E@EHS Security 2T 5 Certificates ZBIRTBL. FirDLSIZ “S8B” R
AOMRRENFETOT,. O—AHJL PC EHS Composite 774/ ILZEZEIRL. "upload” RE%
HWLET,

Configuration ( Security I Servers Match Rules Smart Events Reporting

' Certificates I SSL

rselect client or cluster certificate

For cliert verification, upload a single client cerificate to autherticate all clierts. For server verification, upload
single server cedificate for the cluster.

client O
cluster @&

rselect S5L certificate file

The cedificate file must be in PEM ( pem) or PKCE12 ( pfx) format, and must contain the private key and the erd
certificate chain.

upload |
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CSR ERBFIC/NRDOL—XEBRHIZLI=EE Enter Certificate Password (@)X
[X. 7y 7O—FBIC/NRRATL—XAAEE 4
AERELET (HE), Sabi

continue cancel

continueZoUv o935 A AM—ILT BEE

BREOABNRRENFET DT, HRLET,

Enter Certificate Password (A x

~cluster 550 cerificate chain details for 175 - 2 cenificates found

-certificate 1

setial numher
keylength
issuer o L]
subject .
valid fram
valid till - =

~certificate 2

serial number

keylength

issuer
subject .

walid from

valid till

continue cancel

continue ZHIL TRET HC LT, Y—/\SEAED7YyTO—FEET TY,

IS RABRDOY—/\FIAEEREHER T HL Certificate ARMESHTULVET, certificate 1
MNY—/\GEBAE. certificate 2 AAHMEFIAE LBVYET, FIAEOREL. FHHIRGLE
LHERTEETY

H—NFIAEE 7Y TO—F#%. Z&H5 X420 SSL certificate warning MF|REh4{EoT=
CEEHEELET,

Configuration Security Servers Match Rules Sma

Required Probes Persistence LB Algerithm i

rcluster pararneters
protocal  |Layer 7 HTTRS
ip 1015100175
port 443
netmagk  |[DfiT
disable [
ignore case finherit from global: (1)
spoof
comrnit show defaults reset
]
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B-5 H—/\(EBEICPATHEEEIR
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HABHDHE . Y —/\REAERRIIFERRI R T =8 Primary/Backup M7
27y FA—F32RERHYET,

BEOV I T BBRTH AN\ ITYTI7AIVIZIFTyTO—F Li=H—/\GIEA
ENHERTIEFL) T OB RILLEENRFEEA.

SI 21)—XT Xeel hi—FZFEALTLSIEEE. TI4ILMNRE THERE Xcel 71—
FRICHE#EShET, D=, Web EERET -0V —/ILEEMSHBEREREZS
By aILiEHEkFEA, GX 2V—XTI Equalizer DRFIZREFSNFET,
N—F O 7HELRLE T, BRXBET RGBS EIN\YITYTIPAILICTRES
DRNPLE-#. —/\iIAEZBE7YT0—F R ELNHYET,
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1.0 FRERLELT=, 2009/09/01
1.1 I77—Lz7 85.1¢ ITHBLELT=, 2010/03/12
APPENDIX B DARERZE#HLELT=,
XEADY7E—RBIELELT,
1.2 APPENDIX B DREZE#HLELT=, 2010/06/24
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